SystemTap Tapset Reference Manual

SystemTap



SystemTap Tapset Reference Manual

by SystemTap
Copyright © 2008-2015 Red Hat, Inc. and others

This documentation is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License version 2 as published by the Free Software Foundation.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY: ; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Generd
Public License for more details.

Y ou should have received a copy of the GNU General Public License along with this program; if not, write to the Free
Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA.

For more details see the file COPY ING in the source distribution of Linux.




Table of Contents

O [ gL oo [0 1o o RO TP TSP SPPPTR 1
2. CONLEXE FUNCLIONS .....eeete ettt ettt ettt e ettt e e et et e e e eeba e e eeebanaeeenes 2
FUNCEIONZIAOAN ...t ettt e e e e e e e eean s 3
FUNCEON::ASMITNKAGE ...t eeeas 4
FUNCLION:IDACKITACE ....ceee e 5
FUNCHIONIICAITEN <. 6
fUNCHION:ICAIlEr _@OAN ...eeeee e e 7
FUNCHIONIICAIIENS ..o et 8
FUNCEON:ICMAIINGE @ o eeve et e e 9
FUNCEION:ICMAIINE @GS .ottt ettt e e e e eeaens 10
fUNCHION: CMAIINE S e e e e et e e e 11
FUNCHIONIICPU ettt ettt e et e et e e et e e e e eba s 12
FUNCHIONIICPUID ..t et e et e et e et e e e b 13
function::current_eXe file . ... 14
FUNCHIONIIEOIT ettt ettt et e et e e e e 15
FUNCHIONI BNV _VAE et e e e e et e e e e aneaes 16
FUNCHIONIIBUID ..ottt et e e et e e et e e e et 17
FUNCHIONIIEXECNEIME ...ttt ettt et ettt e et e e e e nnan s 18
FUNCLIONITASICAIL ... et 19
L8 g oi (g ' | Lo RO PP PP UPPPTTN 20
FUNCHIONIIINE_BIQ -t ettt e e ettt e e et e e e 21
FUNCEIONIIIS_IMYPIOC .ttt ettt e et e et e e e en s 22
FUNCHIONIIS FEIUMN L. et e e e e e eenns 23
FUNCEIONIIIONG_@IT ettt 24
FUNCEONZIONGIONG_BIT -+ttt 25
FUNCEIONIIMOONAITIE ...ttt e et e e 26
fUNCLION:MOTUIE NBIME ... .t e e e e e eees 27
fUNCLION:IMOAUIE _SIZE ... e e aes 28
FUNCEIONIINS B0IM ... ettt ettt e et e e e e 29
FUNCLIONIINS QUIT ..ot e et e et e e et e e e e an e 30
FUNCHIONIINS G0 ..ttt e et e e e et e e e et e e e enaa e eeees 31
L8]0 ot (g b 0 SR o g o IR PRSP 32
FUNCEIONIINS IO ..t e et e et et e e e et e e e enta e eeees 33
FUNCEIONIINS PPIT ettt e e et e e et e e e et e e eeta e eeens 34
FUNCHIONIINS SO L.ttt e et et e e e et e e e eeaaaeeees 35
FUNCEIONIINS T ..eeeeeie et e e 36
FUNCEIONIINS U ...ttt e e et e e e et e e et e e e enae e eeees 37
FUNCEI ONZIPEXECINAITIE ...ttt ettt e e ettt e et e e e e eaanns 38
L8 g ot (g ] o | o RO PP PPPPTTR 39
FUNCEIONIIPI ettt ettt ettt et et e e enae e e enees 40
FUNCLION:IPIA2EXECNAIME ...ttt e e et e eena e e enaes 41
FUNCEONZIPIAZEBSK ... ettt et e e e e aaans 42
110]0Toi (g o o o EO PO PP TPPPTTR 43
FUNCLONZIPNIADEL ... et 44
FUNCEIONZIPOINEEN @I .ottt ettt ettt et e et e e et e e e e 45
110]0Toi (o0 o o o IO PO PO PRSPPI 46
FUNCEIONZIPPIUNG ...ttt ettt et e e et e e e aae e e enees 47
FUNCEIONZIPPI ..t e ettt e e ettt e e e e a e eeeebe e eenes 48
FUNCLON:PIINE_DACKIIACE ... e 49
FUNCH ONZIPITNE TEOS vttt ettt et e ettt e e et e e e eebi e eeees 50
FUNCEONZIPITNE SACK ..veeeeee e 51




SystemTap Tapset Reference Manual

L0 Tl Lo B o T 0 )Y/ 52
fUNCLON:PrINt_UDACKITECE ... ievi i e e e e e e 53
function::print_ubacktrace Brief ..........coiiiiii 54
L0l o B o T U = o P 55
L0l o B o T TS 01 56
FUNCH 0N PrOBE Ty i e e 57
fUNCLON:IPrOBEIUNG ..o e 58
fUNCLION:IProbEMOA ... e 59
L0l Lo B 01 - o 60
LTl Lo B =01 = 61
fUNCLON:TEQISLErS Valid ...ccveiiiic e 62
101 g T Lo g B =0 7= 4 1 0 S 63
L0111 o B = 1 210 (T o 64
L0 1T o B = 14 T0 (=T P 65
L0 Lgl Lo g R A (o 66
L0l Lo g R 572 - (o 67
10T 1 g =T o PSP 68
fUNCioN::SPIINt_DACKIIACE ... e e 69
{01 g T Lo g R o) T | A = ot 70
{0 Tg T Lo g R o) T | A=Y 0 71
fUNCLiON::SPINt_UDBCKITBCE .. .oeve i e e e e e e e e 72
L0 le o a R o 4] | AT - o QS 73
L0l Lo g R o T | AT Y 0 1S 74
100 Tei 1o g = o PP 75
FUNCH 0N SACK SIZE . iitiiiii et e e e e e e e e et e e et e et e e aaeees 76
fUNCLION:ISEACK _UNUSEO .....ceiiiii e e e e e e e e aaas 77
FUNCHON:ISIACK USBA ...ive i e e e e e e e e e e e e e ean s 78
L0111 o TR o I o 79
1010l Lo g R 110 - - L 80
FUNCHON:ISYMIIIE .. e 81
fUNCHON: SYMIIEIING ..o e 82
L0l o Y0 01 1T 83
FUNCH 0N SYIMINAIME ..ot e et e e e e et e e e e e e e e an e eeen 84
L0101 o B = o= P 85
FUNCHON:TASK _BNCESITY ..ivvn i e e e e e e e e e e et e et e e e e eaens 86
function::task_baCKLrate .........oiviiii 87
L0 1T o B == G o o LI [ 88
L0l o B == N ot U = 0| P 89
function::task_ CWA Path .......oieeii 90
L0 Tl o B == G = o N 91
L1l o B = = G = U S 92
fUNCHON:TASK_BXE fIl . i e 93
fUNCHION:TASK_ EXECNAIME ...t it et e e e e e e e et e e et e et e eaanees 94
function::task_fd 1OOKUD ....cvve e e e 95
L0 1T o B = = o o 96
function::task_max_file handles .........coooiiiiiii 97
101l o B = = G o= P 98
{0 Tg T v Lo g B = = S ST = Lo 99
L0 Tg e o g B == S o S = o 100
L0l o B == G T o o 101
101l o B == G ST o) o 102
L0l o B == 0 ST o PP 103
101l o B == G T Vo 104
function::task_open file handleS ............oiiiiiiiiiii 105




SystemTap Tapset Reference Manual

10Tl o B = = O o= = | 106
L0111 o B = = G oo P 107
101l o g B = = G o o S 108
110 gTe (o g = s T - 1= PP 109
101011 o B = = G o 110
L0 1T o B == QU [T P 111
L0 11 g 3 1 o PP 112
L0l o g B 0 2o [ 113
L0l o B OG- o 114
L0l o R O I (=0 [ = 115
L0 g Tet [ g U =" (o | PSPPSR 116
FUNCHON:IUDBCKITBEE ....vv e e e e e s 117
FUNCHIONIIUCAIEIS ... e e e e e et e e e e e e aanans 118
L8 11 g o SRR 119
L0l o A 0o | A= o 120
10 1a T o g A 00 1o [ o 121
{0 Tgle v oTa A 01 L0 1o Lol q o [ o 122
FUNCHON:IUMOONAIME ...eu e e e e e et e e et e e e e eaa s 123
FUNCHIONIUSEr _MOOE .. v e e e e e e e e e e et e e e e aaeeaens 124
L0 g e (o g R U o PP 125
10Tl Lo g R U 4o = - RN 126
FUNCHONIUSYMIILE Lo e e e e e 127
fUNCHONUSYMIITEIING ..o e 128
FUNCHONIUSYMIING ..o oe e e e e e e e e e e e aaeees 129
10Tl o g B 0 = L= 130
G 101 1= S = a0 o T W 0 1o 131
L0 0o [ g i PP 132
fUNCLION:ICPU _CIOCK MIS ...t e e e e e e e e eeen 133
L0l Lo g B o 0 o o Tox Q0= 134
10 1g T Lo g B o 0 o (o Tox Q= TP 135
L0 1gle v Lo g B o 0 o o Tox Qi - 136
function::delete StOPWALCH ......uiii i 137
FUNCHIONIOEL CYCIES ..ot eaa s 138
function::gettimeEOfday MS .......coui i 139
fUNCtioN::gEtiMEOTAAY NS ....veiii e e 140
fUNCLiON::QEIMEOTAAY S ..uiiii i e e 141
fUNCLiON::QEIMEOTAAY US ....vv i e e e e e e 142
L 10T o o B 1 1= RN 143
fUNCHON: KEME gL NS 1ot e e e e e e e aaas 144
fuNCtion::IoCal_ClOCK IMS .. iui e e e e 145
fUNCtiON:IOCAl _ClOCK NS .. iieiiii e e e 146
L0l v Lo g B [ o= I o o Q=T 147
fUNCHON:IOCAl _ClOCK US . .iviiiiii e e e e e 148
function::read StOPWALCh MIS ....ouuiiii e e e e e e e 149
function::read StOPWALC NS ... .cvuiiii e 150
function::read StOPWALCN S .....iiiiiiii e 151
function::read StOPWALCH US ... ..uueiiii i e 152
function::start. SEOPWALCK .....uuiii e e 153
{0 Tgle Lo g R (o] o IS (0] 1V v o P 154
4, Time ULHHLY TUNCLIONS ....utiiie e e e e e e e e e e e e et e e eanaeee 155
10 g et (o g o 111 1= RSP 156
L0101 Lo B v v 11 1 1 157
fUNCHON: IZ gMEOFT ..o e 158
L0101 o B v = L= 159




SystemTap Tapset Reference Manual

5. Shell command fUNCHIONS .......uiiiiiiee et e et e e e et e eeeeaeaeeees
L0 Lo RS = o S

O AV 0 00 YA =0 = PP
fUNCtioN::addr 10 NOOE ... cvie i e e
10Tl Lo g B o) (=T (o T 1 1 o P
fUNCLION: IMEM PAgE SIZE .uiiiiiiii e e e e e e e e et e et e e e eeanaees
0T le o g B o= L= (o T 1
{0 Tale Lo g B o o ol 111= 1 o - - NS
{0 Tg T v Lo g B o1 ol 111= 1 T £ PP
fUNCLION:IPrOC_MEM SHI L. e e e
fUNCLION:IPrOC MEM SIZE ..uuiiiiiiiii e e e e e e e e et e e e e e e aanas
fUNCLION:IProC_MEM. SITHNG coiveiii e e e e e e e e e e e e e e et e e aanaees
L0 1g T Lo g B oo Tol 11 7= 1 N 04 P
funNCtion::vM_fallt CONTAINS ......coveiii e e e e e e

probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::

VMLKMAIOC NOTE ....iiici e e e e e
vm.kmem cache alloC .........coouiiiii s
vm.kmem _cache alloc NOde ..........covuiiiiiii e
VMKMEM _CaChe free . .uv i

VITLIMUNIMIBID ... eeeeeeeti e e e e e e e e et e e s e e e e e e e aetee e s e e e e eeeaetasa e e eeeeaeeesstannanaaaeeeeessnnns
A4 70070 .4 1 (1 1
A1 0= 1= = 11 P
VMLPAGEFAUITIEIUIN «..eee e e e e e e e e e e e e e aaeees
A AT L LT 7= =0 PN
AV AT G (T = =0 o] o

A= S LT I 0 =
fUNCLION::CPULIME t0 MISECS ..vuiii i et e e e et e e e e e e e e e e et e et e e eaneeeanees
fUNCLION::CPULIME 0SNG .vuiiiii i e e e e e e e an e eeen
fUNCLION::CPULIME 0 USECS ..uuuiiii e et e e e et e e e e e e e e e e e e e e e e et e e eanaaees
fUNCLION:IMSECS 10 SITING covvniiiieii e e e e e e e e e e aaaas
fUNCLION:INSECS 10 SIIING covuniiii e e e e e e e e e e e e e et e e ean e e eanes
fUNCLION: TASK_ St TIMIE eveiii e e e e r e
FUNCHON:TASK SHIME Lou e e e e e e e e e e eeen
fuNCtioN::task_tiME SIHMNQ ....vuiii e e e e e e e e e e e
function::task_time StHNG_tid ........oiiiiii e
FUNCHON:TASK _ULIME ... e e e e e e e eaens
fUNCLION:IUSECS 10 SITING covuniiii it e e e e e e e e e e et e e e e e eanes

S v 0= 0 (0= I 01 P

probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::

SChedUIEr.DAIANCE .......enci
SChedUIEr.CPU OFf .oe e
LS 1= o 1= o0 o o S
SCHEAUIEr.CEXSIWITCR .o e
scheduler. Kthread StOP ......covveiiii e
scheduler.kthread StOP.FEIUIN ......covveiiii e
SChEAUIEI MIGIALE .. e e e e e e e e e eaes
SChEAUIEN.PrOCESS EXIT ..vvuiiiiciiiie e e e e e e e e aaa s
SChedUIEr.ProCeSS FOTK ...vuiiiii i e
SChEUIEr.PrOCESS TIEE . cvvui i e e eaas
SChEUIEr.PrOCESS WAL ...vvei i e e e e e
scheduler.signal SENA ......couiii i
SCNEAUIENTICK .t

Vi



SystemTap Tapset Reference Manual

probe:
probe:
probe:

BS e 0=0 01 AN - = P
1SChEAUIEN WAKEUD ....eeveciii e e e e e e e e e e e e e e e e e e eaaeees
:SChEdUIEr . WaKEUD NEW ....iieciii e e e e e e e e e e aeaas

9. 10 Scheduler and blOCK 1O TaPSEL ...cvvuiiiieie e e e e e e e eaaes

probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::

TODIOCK.ENA ...
o] o] oo 1@ (=0 U= P
I0DIOCK _traCe.bOUNCE ... .cve i e e e e e e e
o] o] o v QR 1= o =X = oo [
To] o oo QR Tz o T (=0 U1
ioscheduler.elv_add reqUESE ........cceuuiiiiiei e
ioscheduler.elv_add reqUEStKD .....uvviniii i
ioscheduler.elv_add reqUESEEP ....cvvvi i
ioscheduler.elv_completed reqUESE ........cccuuiiiiieiiie e e
ioscheduler.elV_NEXE TEQUESE ........iiii e e e e e eaas
ioscheduler.elv_Next reqUESL.IELUMN .........ccuuiiiie e e e e e e e e e e
ioscheduler_trace.elv_abort reqUESE .......c.uiviiiiiii e
ioscheduler_trace.elv_completed reqUESt ..........cuvviiiiiiiii e
ioscheduler_trace.elV_iSSUE TEOUESE .........civunieiii e e e e
ioscheduler_trace.elv_reqUeUE TEOUESE .......ccuureiiieieiieee e e e e e e e ea e
ioscheduler traCePIUQg . ....uivee e
ioscheduler traceunNPlUg 10 ......covvniiii e
ioscheduler_trace.unplug tiIMEr . .......iiii i

20 SCTSI TAPSEL ..o eeeeeeeeeee e eeeee e e e ee ettt e et et ettt e et et ee e et et et e et

probe:
probe:
probe:
probe:
probe:
probe:

RS o= o0 01 o] = =0 U
SCSLIOAISPAICHING ...evniii e
= o= T (o] 1= TSSO
RS o= L0 = 01107/
s o 0o o UL (= PRSPPI
RS ST < B T (= YRR TR

L TTY TADSEL oottt ettt et e ettt e ettt e et e et

probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::

1107201 211 APPSR
11728 oo 1 S

LU (= 1= =
L1 (=== T4 3
LY T 0= 0T (= S
L0021 (=

12. Interrupt Request (IRQ) TaDSEL .. ivvuiii i e e e e e e e e e e e e et e eaaeees

probe::
probe::
probe::
probe::
probe::
probe::
probe::
probe::

o T 4= 1o 1= = 011 Y/
Lo T =010 1= = PN
LS00 1= 1Y PN
LS 011 (0 1=
WOTKQUEUB.CIEALE ... vvteiii e et e et e e e et e e e e e e e e e e e et e e et e e et e e aan e e ennaas

WOTKQUEUB.AESITOY ...vuivteiii et e e e e e e e e e e et e e e ean s
WOTKQUEUE.EXECULE ... iiveeeiiee et e e e et e e e e et e e e e e e e et e e et e e et e e et e e e et e e anneeeens

WOTKQUEUBLINSENT ... eevteiii e eeee e e et e e e e e e e e e e e e e e e e et e e et e e ean e eees

I N = Yo 4 o T I =
function::format_ipaddr ...........iiiii i
10T o B 1 o) | RN
L0101 o B 11 o) | N

Vii



SystemTap Tapset Reference Manual

FUNCHIONIIALONS ... e e e e 268
101l o AT o T (o o 1PN 269
10 a et (o g o o1 ] o PP 270
L0 a et (o g o o1 ] o 1 P PP 271
100 Tei 1o g B 01 o] 3 LS PP 272
Probe;:Netdev.ChanNge MAaC ........iiii e 273
probe;:netdev.Change MIU .........oiii e e e 274
probe::netdev.change X flag .......ooovuiiii i 275
ProbE NEIAEV.CIOSE ... e e e e 276
0100 S g 1= (0 [ Vo (= A = 277
probe::netdev.hard tranSMit .........coouiiiiiii e 278
ProbE NEIAEV.IOCH ... cieee i 279
0140 LS 4 1= (0 (= V0] o= o [ 280
0140 LS g 1= (0 (= VA = oA P 281
010 LA A 1= (0 [ VA =0 = (= 282
010 1S 4 1= (0 [,V o 283
Probe::NEtdeV.SEL PrOMISCUITY ..v..ivve i eiii e e e e e e e e e e e e et e et e ea e eenas 284
010 LS 1= (0 (= VA =11 1 o 285
010 LS g 1= (0 [ YA U =0T = P 286
probe::netfilter.arp.fOrward ..o 287
ProbE MBI TN AN L et 289
010 Lca A 1= a1 L= = o o U | 291
probe::netfilter.bridgeforward ..o 293
probe::netfilter.bridge.local N ..........oiiii i 295
probe::netfilter.bridge.local QUL ...........couuiiiiiiii 297
probe::netfilter.bridge.POSt FOULING ....cvvvniiii e e e e e 299
probe::netfilter.bridge.pre rOULING ......covviiii e e 301
probe:Netfilter.dp.forward ..... ... 303
probe:Netfilter.ip.docal N ... 305
probe::Netfilter.ip.docal QUL ..........coovniii e 307
Probe:: NEtfilter.iP.POSt TOULING .....cvve e e e e e e aens 309
Probe: NEtfilter.iP.pre FOULING .....oiie e e e e e e e aa s 311
probe::sunrpc.cint.bind_ NeW_Program ..........cceiiiiiiiiiie e 313
Probe::sUNrPC.CINt.Call_BSYNC . .covvi i 314
Probe::SUNIPC.CINE.CAll SYNC ...vviii e e 315
probe::sunrpC.Cint.Clong CliENt .......covn i 316
Probe::sUNrPC.CINt.Create ClIENT ... .cvu i e e e 317
probe::sunrpe.cint.restart Call .........oooviiiiiiii i 318
probe::sunrpC.clnt.Shutdown ClIENE .........iiii e 319
Probe::suNrPC.SChed.delay .........oiiii 320
Probe::SUNIPC.SChEA.EXECULE ......ui i e e e e e s 321
Probe::suNrPC.SChed.NEW _TaSK .........ciii e 322
probe::suNrpC.SChed.rel@ase TasK .........ocviiiiiii e 323
PrODE: I SUNIPC.SVC.CIEAIE ... it eiii et et e et e et e e e e e e e e e e e et e e et e e et e et e e st e eeaneeees 324
ProDE:  SUNTPC.SVC.AESITOY ..uuiiiiiieiieiii e e e e e e e e e e e e e e e e e e et e e et e e e e e eanaes 325
0140 LSS U a0 oY ol o | (o] o P 326
PrODE: I SUNTPC.SVC.PIOCESS . evuuiiiiieeeineetieeet e e et e e et e e et e e st e e et eeaa e eat e e et e e st eetneeanneeeens 327
0140 LSS U a0 oY ol = ox Y 328
PrODE: i SUNTPC.SVC.TEOISIEN ..ouui ittt eeii e e e et e e et e e e e e e et e e et e e et e e et e e aaneeeens 329
ProDE I SUNTPC.SVC.SENG .. ivieiii e it e e e e e e e e e e e e e e e et e e et e e et e e et e e et e eeanaaetnaes 330
[0140) LS (oo Mo [ o] 51 = o A 331
Probe: tCP.diSCONNECL.IEIUIN ... ..uui it e e e e e e et e e e e eaes 332
0140 L (o T (= o= Y SN 333
0140 LS (o o (= LY 10 o [ 334




SystemTap Tapset Reference Manual

[O10 L (o (= Y 0TS o B = (1 o 335
0140 Lo (o K== 0T |01 o [P 336
Probe:tCP.SENAMSY.TEIUIMN ...t e e e e e e e e e e e e et e e eeanes 337
0140 LS (o IS (S o () o PP 338
Probe::tep.SEtSOCKOPL.FEIUIN .. cue e e e e e e aaaes 339
o140 LS U (o o o 11 ol )0 1= ox AP 340
Probe::udp.diSCONNECL.IEIUMN ... .oeue e e e e e e et e e e e eaaeees 341
010 LU (o o T (= w1V 0= o [ 342
Probe: i UdP.FECVMSTLFEIUIN . .ouui e e e e e e e e e e e e e et e e e e et e e et e e eanaees 343
ProDE IUAP.SENAMIST ...euiiii e e e e e e e et e et e e e e aa e aanas 344
Probe:udP.SENAMSG.FEIUIN .....iii e e e e e e e e e e e e e e e eaeeeeas 345
S oo (= A I = = PP 346
fUNCLION:IINEL_gBL 1P SOUMCE ...uviiiii e et e e e e e e e e e e e e eanas 347
function::inet_get 10Cal POt ...oovuiii e 348
fuNCtion::SOCK _fam NUMZSET ... .couiii e e 349
function::SOCK _fam Str2NUM ... coouiii e e e 350
fUNCioN::SOCK _PrOt NMUMZ2SEE .....iii e e e e e e e eaaes 351
fUNCioN::SOCK _PrOt_ SLI2NMUM ..ouiiii e e e e e e e e e e eanes 352
fuNCtioN::SOCK _State NUMZ2SET ....ovviiii e e e e e e e eeaaeees 353
fuNCtion::SOCK _State SIr2NUM ....iieiiii e e e e e e e e e e eaaeees 354
Probe;:SOCKEL.AI0 FEAH .......iiiicii e e e 355
Probe;:SOCKEL. a0 FEAN.IEIUIN . ...uu it e e e e eeen 356
ProbE i SOCKELAIO WIITE ..u.iiii i e e e e e e e e e et e e aa e eeen 357
Probe::SOCKEL.AI0 WIITEFEIUIN .....iuue e e e e e e e e e e e e e ean s 358
01400 LSs o0 (= A o = - 359
Probe::SOCKEL.CIOSEEIUIN . ..u. it e e e e e e e e e e eaens 360
0140 LSS 010 (= B (= (= PP 361
0100 LSs 010 (G e (= (= (= LU o P 362
01400 LSs oo = A = o [ (= S 363
Probe::SOCKEL.read ItEr.FEIUMN ......iie e e e e e e aens 364
0140 LS oo (= A = |V 365
010 LS oo (= A == 0 VAN 11 [ o N 366
0140 LS 010 = A = o= YL P 367
010 LS oo (= A = o1 1 1 o [ 368
Probe::SOCKEL.FECVIMSG.FEIUIMN ... iiii e e e e e e e e e e e e e e et e e e et eeaaneaaanaaes 369
ProbESOCKELSENG .. .evviciii e e e e e e 370
Probe::SOCKEL.SENAMSY ... iien i e e e e e e e e e e et e et e e aa e eenas 371
Probe::SOCKEL.SENAMSY.TEIUMN ... et e e e e e et e e e e aa s 372
0140 LS o 1o (= AT € (=Y = PP 373
Probe::SOCKELWIITE ITEI.FELUM .. ..uue e e e e e e e e e e e e e e eaaees 374
0140 LS o 1o (= AT € =Y P 375
010 LS oo (= AT € (=Y (= (4 o P 376
15. SNMP INfOrmMation TaPSEL .....cuuuiiiiieiiie e e e e e e e e e e e e e e e e et e e et e e et e e e anaeeanneees 377
function::ipmib_FIlter KEY ...coovii 378
{0 Tgle ol a BT o aaTh oI (= A o) (o] (o J RN 379
function::ipmib_[ocal_addr ..........ccouiiiiii 380
function::ipmib_remote addr ...........oiiiiiiiii 381
function::ipmib_tCp 10Cal POt .. covee i 382
function::ipmib_tCP_FEMOLE POIt ....ceveiii e e e e e e eaaeees 383
function::[iNUXMID_FIltEr KEY ..ovniie 384
function::tepmMIbD_FIlter KEY ..oviiii e 385
fUNCLiON:ICPMID GEL StAEE .. ceve i e 386
function:tcpmib_local_addr ........oouniiii 387
function::tcpmib _10CAl POIT ......ovie i 388




SystemTap Tapset Reference Manual

function::tcpmib remote addr ........coouiiiiii 389
function::tcpmib _remOote POt ...c.veciie i 390
Probe:: iPMibD. FOrWDAAGIAMS ... .ovvi e e e e e e e e e e 391
ProbeiPMID.FragFailS . ... 392
ProbeiPMID.FragOKS ..o 393
o140 Lo o) 1T o M H VAN [0 [ = (] 394
Probe:iPMID.INDISCANAS .....uiiii e e 395
Probe:iPMID.INNOROULES ..........iiii e e e e e e e e e aaaes 396
ProbeiPMID.INRECEIVES ......coviii e e 397
probe::ipmib.INUNKNOWNPIOLOS .......ciiviiii e e e e e e e e e anes 398
Probe: iPMID.OUIREJUESES ......ivii i e e e e e e e e e et e e e e eees 399
Probe:: iPMIiD.REBSMREMUS ... .ccvuiii e e 400
Probe:: ipmib.REBSMTIMEOUL .......ieeiiii e e e e e e e et e e e e eens 401
probe: liNUXMID.DEGYEAACKS .....coe e 402
Probe:: liNUXMID.LISIENDIOPS ....vuiii e e e e e e aaaas 403
probe:: liNuXMIb.LIStENOVETIOWS .......ciiiii e 404
probe:: liNUXMID. TCPMEMOIYPIESSUIES ......uuiiiieiiieeie e e e e e e e e e e e e e et e e e eanes 405
Probe: tCPMI D ACHVEOPENS . ..ve e 406
probe: tepMib. ATEMPLRAIIS ......ie 407
Probe: tepMIb.CUITESIAD ........ i e 408
Probe: tepMIib. EStADRESELS ....vv i 409
ProbE tCPMIDINSEGS .. e 410
Probe; tCPMID.OULRSES .. ..uuiiii e e e r e 411
ProbE: tCPMID.OULSEOS .. .evvn it e e e e e e e e 412
Probe: : tepMIb.PasSIVEOPENS ........ciiiiii e e 413
Probe: tCPMI D REITANSSEYS ...vu i e e e e e e e e e ees 414
16. KErNEl ProCESS TAPSEL ...uuciitiiiii e it e e ettt ettt e e e e e e e e e et s e et e e et e e et e e ean e e st e eanneeannaees 415
function::get_10adavg INOEX ......covuniiii e e 416
{0 Tple o g R o) T a1 A [0 = o = Y/ o 417
fUNCLiON:TArgEt SBL DI ..uueiiie i e 418
{0 le o g R v o (= A= = A (= 00 PP 419
PrODE  KPIOCESS.CIEALE .. .eevieeii ettt e e e e e e e et e e et e e st e e e et e eanaees 420
PrODE  KPIOCESS.EXEC . .ivuieiii it e e e et e e e e et e e e e e e et e e eanaaees 421
Probe::KproCesS.EXEC COMPIELE ......ciuve i e e e e e et e e e ees 422
0140 LS 400105 S = P 423
ProbE  KPIOCESS.FEIEASE .. .ovu it 424
0140 S 0 (010 S - 425
S T 7= N =0 1 = 426
fUNCHON:IOEL SA FlagS «ovvn i 427
function::get_Sa handlEr .........oioii 428
function::is SIg BIOCKE .......ciie i 429
fUNCHON:ISA FlAgS ST ..iiiei e e e 430
fUNCLiON::SA NANAIEr SEE ..eveei e e e e 431
FUNCHON:ISIGNAl S coutiei e e e 432
fUNCHION: SIS MASK_ SHE ..outiiii e e e e e e e e e e et e e et e e aan e eeas 433
probe::signal.check IgNOred ..........iiiiii e 434
probe::signal.check ignored.return ...........iiiiiiii e e 435
Probe::Signal.CheCKPEIM . ... e 436
probe::signal.CheCKPErMLIEIUIN ......couu e e e e 437
Probe::SigNal.do BCHON .. ...ceve i 438
probe::signal.do_aCtiON.FEIUMN ... ...uuii e e e e 439
Probe:SIgNal.flUSN ....cee e 440
Probe::SIgNAl.FOICE SBOV ..ivuniiiii i e 441
Probe::Signal.forCe SEOV.FEIUIN ......iit e e e e e e e e e e e e e e ees 442




SystemTap Tapset Reference Manual

Probe:signal.nandle ........coouiii i 443
probe::signal.handIerEtUIN .......coovii e e 444
o140 LSS T 7= I o= g To 1 oo S RN 445
Probe::SigNal.PeNiNG.FEIUM .. ....uiii e e e e e e e e e e e e e eaens 446
Probe::SIgNAl.PIrOCIMESK .....uuiiiiiiii e e e e e e e e e et e e e et e e aa e eanas 447
Probe::SigNal.ProCMESK.IELUIN .. .....iii e e e e e e e e e et e e e e e et e e et e e eanaees 448
o140 LS T 7= = oo N 449
Probe::SIgNal.SENA.FEIUIN . ..euiii e e e e e e e e eaaas 450
Probe::SigNal.SENd_SIg QUEUE ... .covuiiii e e e e e e e e e e e e e e e e e aa s 451
probe::signal.send_SIg QUEUE.LTEIUIM ... ..uu.iiiieii e eeie e e e e e e e e e e e e e e e e e eaaneees 452
Probe::SigNal.sys TOKIIl .......ieei e 453
probe::signal.sys tOKILIEIUIN ........iii e e e 454
Probe::signal.sys tKill ....coee 455
Probe:SIgNal.SYSKIll ... 456
Probe::SigNal.SySKILLFEIUIN ... e e e e aaas 457
Probe::Signal.SyStKILLFEIUIN ......ie e e e e e 458
ProbE::SIgNALWAKEUD ... cevieii e e e e e e e e e e e e e aa e 459
T o T T =0 PP 460
101l Lo g B = 1 0o T 1 461
L0l o B = 014 g TR 1 462
L0 g Tei (o g = g | PPN 463
FUNCHIONITEIUMMVEL ... et e e et e e e e e e e e eaanns 464
S (I 1 I =0 L TP 465
fUNCHON:THMIT FrOM SIE Lo e e e e 466
O B L= Y oS 1= o1 467
FUNCHION:IIMAUIOR ..ot e e ettt e e ettt n e e e et r e e e eatnneeeeatnaeeaees 468
FUNCHIONIMINOR L. e e e e et e e e eeeaan s 469
10 g e 1o g R Y N B Y PP 470
FUNCLION:USIABVZKEIMUBY ... et e e e e et e e eees 471
21. Directory-entry (dentry) TaPSEL ......ceuueiii e e e e e e e e e e e e aaaas 472
FUNCHONIA NAIME L. e e e e e e e e e e et eeaaeees 473
FUNCHON:IA PAN e e 474
function::fullpath_StrUCE Fil€ ... ceveiii e 475
function::fullpath_Struct_nNameidata ..............cooeeviiiiii i 476
function::fullpath_StrUCt_Path ...........uiiiii e a77
fUNCLION:ZINOOE NAME . ..eeciie e e e e e e et e e e eeas 478
fUNCLON:ZINOOE PN ... e 479
L0l o B = 1 2 T0 10 | PP 480
function:ireverse path Walk .........oooiiiiiiiii 481
function::task_dentry Path .........ooiii i 482
7 oo [o 1 0T B =01 = P 483
10 g et (o g = o o APPSR 484
L0 Te T g s o PSPPSR 485
L0 g et (o g = g o PR 486
100t [ g = PP 487
100 Te (o g O 1 = o= OSSPSR 488
L0111 o 1 o S 489
L0111 o B o1 1| 490
L0t [ g A o PP 491
23. QUEUE SEALISHICS TAPSEL «.vvueerueiiiieiii et e et e e et e e st e e et e e et e e et e et e eta e e et e e st e eetn e eaneeanns 492
L0l Lo g 0 ST (o] 1= TP 493
L0l o a0 ST (U o 494
1010l o B0 ST P 495
fUNCtioN::gSO BIOCKEA .......ieie e e 496

Xi



SystemTap Tapset Reference Manual

function::
function::
function::
function::
function::
function::
function::

(oS o [N o 10|
(oL o RS = AL ToT =T 1] 1= PP

[0 o I = SO OO P RSO SURRRRPP

(0TS [t 1018 o o] o1 |
(o 1S [0 111 (o) o

gsq wait_queue 1ength ...
(oS LYz 1 A {112 P

24, RaNAOM fUNCHIONS TaAPSEL ... ivvuiiiieeii e ce e e e e e e e e e e e e et e e et e e et s e e eeaaeeaen

function::

(=100 (1 |

25. String and data retrieving fUuNCLioNS TAPSEL ........uiviviieiie e e e e

function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::
function::

= 0] a0 ol (o gTo [ (= AU
0] 00Tl (== o [P
kernel_buffer qUOLE .........ccouniiiic
kernel_buffer_quoted EITOr .........cceviiii e
KEINEL CNar .oecee e
= 107 L | PP
L 107 3T
[ 101 010141 (= PPN
KEINEL SNOM ...
G 1015 R U111 PP
G 101 R 1T T
Kernel_StriNG QUOLE ........covvniiiii e e e e e e e aaas
kernel_string_ quoted ULFL6 .........ccovniiiiii e
kernel_string_quoted UF32 .......ouiiiniii e
Kernel_SIING UFLE ...ouniie e e e e e eaas
Kernel_SIriNG UF32 ..ooeeiie e
USEr_BUFfEr QUOLEO .......eeiiie e
user_buffer qUOLEd EITOT ........oiiiici e
015 g v
01 v 0= 1 o
01 v 0 T
01 T o P
01 T o) ot T
01 T o ot T = 1 (o
01 T ) 2
01 0 e = 1 (o) L
01 T 01 G S
01 g 0 (7 = 1 (o) S
01 T o) P
01 g 0\ = (o PP
01 g 0\ A= 1 o (P
01 O o\ Tz 1
01 g T o o
01 g T oo [ = 1 () S
01 g T o To [Nz o PPN
01 S 2o o
01 g (o Al = 1 o
01 S 1o A7 1
01 S 11 0 N
01 S (T 0T [
01 g T o I T 10 o) =
01 g T 0o I T2 0 PPN
01 g T 0T o 00 1= o SR
user_string_ quoted ULFL6 .........ccouviiiiiciie e

Xii



SystemTap Tapset Reference Manual

function::user_string_quoted UF32 .........oiiiiiiii e 551
fUNCLiON:IUSEr _SIIING UFLG ..ovutiiie e e e e e e e e e aa e 552
fUNCLiON:IUSEr _SIIING UF32 ..oveiii e e e e e e e 553
fUNCLION:IUSEr _SIIING WA «.ieeci e e e e e e e e e et e e e e e ean s 554
L0 Tg T o a0 = g oo T 555
{0 le v o g R0 = gl 0T g G T = (o) G 556
10Tl v Lo g R 0 = g g Y2 557
fUNCHION:IUSEr _UINEB2 BITOT .vuuiii e e e e e e et e e e e e e e e e e e et e e et e e et e e eanaees 558
10Tl o a0 = g o (< P 559
fUNCLIONIUSEr _UINEBA EITOT .uuuiii e ee et e et e e e e e e e e e e e e et e e et e e eanaees 560
FUNCHIONIIUSEr _UINEB . .oee i e e e e e e e e e e et eean s 561
fUNCLION:IUSEr _UINEB BITOK ..iiuuiiiii it ec et e e e e e e e e e et e e e e eaaeees 562
{0 Tg T v o g R 0 = 01 o) o P 563
{0 Tgle o g A0 = gl 01 Lo o = o (o] CHP P 564
fUNCLION:IUSEr _UIONG WK «..iieiiii e e e e e e e e e e et e e e e ean s 565
10Tl o g R 0 = g U 2o o AP 566
{0 le o g R0 = g U g 1o A = g o 567
fUNCLION:IUSEr _USNOI WEAIN .ot e e et e e e e e et e et e e et e eaaaaees 568
26. String and data writing fuNCtioNS TaPSEL .......cvvviiiii e e 569
fUNCtioN::SEL KEIMEL Char ..vvecce e 570
fUNCHION:ISEL KEINEL 1Nt .ee e e e e et e e e ees 571
fUNCtioN::SEL KEINEL TONQ ..cvviiii e 572
fuNCtion::SEt_ KErNEl POINTEN ... couui i e e e ees 573
fuNCtion::SEt_ KErNEl SNOMt .....coee e 574
fUNCtioN::SEL KEIMEL SITING c.vuiii e e e e e s 575
function::set KernEl SIING N ooove e 576
fUNCHION:ISEL USEr _Chal ..ueiiee e e eaaas 577
L0l o g R = U = T o 578
fUNCHION:ISEL USEr JONQ .oiiiiii e e e e e e e e e e e aa e 579
(0T le Lo g RS = V1S < g oo 1 4| = (R 580
fUNCHION:ISEL USEr SNOM ...t e e e e e e e e aa e eeen 581
fUNCHION:ISEL USEr SITING cvviiiii i e e e e e e e e et e et e e aaaees 582
fUNCLION:ISEL USEr SIING N ciiiiiii e e e e e e e e e et e et e e et e aaanaees 583
27, GUIU TASEES ettt e et 584
L0 1T o B 10T 1= 585
L0111 o B o = TSN 586
L0 g Tei 1o g = = PPN 587
L0 1T o A 0 (= N 588
28. A collection of standard string fUNCLIONS .........cc.uiiiiiiiiiie e 589
L0101 o R = [T T P 590
10 Te (o g R 1= PP 591
FUNCHION:IMBECNEA ... e e et e e et e e e et e e e et e eeee 592
L0 Tl Lo B 0 (=0 [ 1 593
101l Lo B a0 (011 P 594
{01l Lo g R g (= o] =t Y PP 595
fUNCLION:ISIIING QUOLEA ... ceeecii e e e e e e e e e e e e eenas 596
L0l Lo B 1o = 597
L gt [ g = = o PSP 598
L0111 o B i TP 599
10 g et (o g = g (o) PP 600
L0 g et (o g o L o PRSP 601
L0100 B (= 1 602
1010l Lo B (= 11 P 603
FUNCHON:TOKENIZE .ot e et e e e e e et e eaee 604




SystemTap Tapset Reference Manual

29. Utility functions for using ansi control charsin logs ..........covviiii i, 605
fUNCLION:;ANST_ClEAI SCIEEM ...iivi i e e e e s 606
fUNCLION:;ANS_CUISOr _NIdE .. ceee i e e e e 607
fUNCLION:ZANS_CUMSOE _IMOVE . .uuiiiii i eei e e e et e e e e e e e e e e et e e e et eeaaneananaes 608
fUNCLION:;ANST_CUMSOE TESEOIE ...uiiiii it e et e e e e e e e e e e e e e e e e e e et e e e e e eenes 609
fUNCLION:ZANS CUMSOE _SAVE .....iiii i e e e ettt e e e e e e e e e e e e et e et e e e e e e eeaens 610
fUNCLION:ZANST_CUMSOE _SNOW ...eviiiiii e e e e e e e e e e e e e et e e e e e eanaas 611
fUNCHION:ZANS NEW _TINE ..eiii e e e e e e 612
{0 le v o g R0 T (== = Al o (o PN 613
fUNCHION:ZANST_SBL COLOT ...ttt e e e e et e e e e an e eeen 614
L0 a et (o g T 0 L= o | PPN 615
function::indent_depth ........cooviii 616
function::thread INAENt ........ooovniiiiii e e 617
function::thread indent_depth ..........c.ooiiiiiii 618

30. SystemTap Trangator TAPSEL ......c.uueiueieiiiieeeiie e e ee e e e e e e e et e e et e e st e e st e e eaaeeaanaees 619
probe::stap.cache add MO ..........coouiiiiii 620
probe::stap.cache add NSS .......cc.uiiiiiii e 621
probe;:stap.cache add SIC ........iiii i 622
Probe::Stap.CaChe ClEAN ......ccve i 623
Probe::Stap.CACNE GEL ... iiiiii e e 624
010 LS = oI 0= O P 625
Probe::StaP.PASSD.ENG .. ..vuiiii et ee e e e e a e aen 626
ProbE::StAP.PASSL.ENG .. cevuiiii e e e e e e aen 627
010 LS = oI 0= Y - L 628
010 LS = o 1 0= Y I 629
0140 LSS oI 0= P 630
ProbE: :StAP.PASS2.ENM .. .cevueiii et et e e e e e aen 631
0140 LSS oI 0= S P 632
ProbE: :StAP.PASS3.ENM .. cevuieiii et e e e e e aen 633
010 LSS oI 0= 634
ProbE: :StAP.PASSAENG .. .ceveeeiiiee e e e e e ae 635
010 LSS oI 0= S 636
010 LS oI 0= s ST oo PPN 637
010 LS = oI 0= P 638
010 Lo oI 0= s S0 oo PPN 639
010 Lo = TSV = 0 RN 640
010 Lo = SV (= = 101 o PPN 641
0110 Lo = SV = 0 T o 7= 11 o 642
probe::Stapio.reCaive CONtrOl MESSAGE . ..uuvvre i eeieeei i et e e e et e e e e e e et e e e e e et e e eaneaees 643
probe::Staprun.inNSert_ MOAUIE ...........iiiiii e e e e e e e 644
probe::Staprun.remMove MOAUIE .........iii e e e e e aens 645
probe::staprun.send _CONtrol MESSAE ....cvvvuiiiii e e eaaas 646

31. NetWork File StOrage TapSELS .. .ccvuuieii i et e e e e e e e e e e e e et e e e e aa e eens 647
110 gTei o g 01 =0 (= 1 o (PP 648
Probe: iNfS.a0P.FEAHPAGE ... cvvu i eii e 649
Probe::iNfS.a0P.FEAAPAGES ... ...uu i a e 650
Probe: :NfS.a0P.FEIEASE PAGE . ..vuiei et e e 651
probe;:nfs.aop.Set PAgE dirtY ...eveeiiiii i 652
probe::nNfS.a0p.Wrte DEgIN . ... 653
Probe iNfS.a0P.WHEE BN ... cive e e 654
0140 A 0| = o AT ] = o L= 655
Probe: iNfS.a0D.WHTEPAGES ....u it ee et e e e e e e e e et e e e e et e e eaeas 656
Probe :nNfSfOP.alo FEa .........ciiiii e 657
Probe iNfS.fOP.AI0 WIITE ....vu i e e 658

Xiv



SystemTap Tapset Reference Manual

probe::NfS.fOP.ChECK Flags .. ...u i 659
Probe NfSFOP.FIUSN ..coee 660
Probe iNfSFOP.FSYNC ..o 661
Probe iNfSFOPR.IISEEK ... e 662
Probe iNfSFOP.IOCK ..oveii e 663
Probe iNfSFOPIMMED ... 664
[o140) LS 11 £ {0 o o o= o S P 665
Probe iNfSFOP.FEAN ..... i 666
Probe: iNfSfOP.FEAA TTEN .. cive i 667
Probe iNfSFOP.FEIEASE ... 668
Probe iNfS.fOP.SENARIIE ... i 669
o140 LS 01 £ {0 o R/ ] (P 670
o140 Lo 0| S {0 o R 1 Y | (= P 671
Probe: NS PrOC.COMIMIL ....uuiii e e e e e e e e e e e e eaaneas 672
Probe::NfS.ProC.COMMIL_AONE ......iie e e e e e aeas 673
Probe::NfS.ProC.COMMIT_SEIUD ...ivvuiii i e e e e e e e e e e e e e e e et e eaneees 674
010 L 0 E oo o o = = PN 675
probe::nfs.proc.handle EXCEPLION ........ocvviiiiii e 676
Probe NS PrOC.IOOKUD . ..uiiie e e e 677
0140 LS 01 £ o] (0 oo o= o P 678
010 0L g1 £ o] (0o =" o [ 679
Probe NfS.ProC.reA0 ONE .......iiei e e e e e 680
Probe: :NfS.ProC.reA0 SEIUD ...vvviiiii e e e e e e 681
010 L g N o0 o = 1= N 682
010 L 0 £ o (0 o = 0 110 Y/ T P 683
010 L g E 0 (0 o = 0 1 = PN 684
Probe; :NfS.ProC.rENAME AONE ......uiii e e e e e e e e e e e e eeeen 685
Probe: :NfS.PrOC.FENAME SEIUD ....evveiiiiieiii e et e e e e e e e e e e e et e e et e et e e et e e saneaeanes 686
010 LS 31 £ o (0 oL 1 (= TP 687
Probe; :NfS.ProC.WIITE AOME .....iii e e e e e e aens 688
Probe: NS PrOCWIIEE SELUD ..vuuiiii i eii i ee e e e e e e e e e e e et e e et e e e e eaaeees 689
0140 L 01 £ o Mo [0 = P 690
Probe iNfSA.COMIMIL .. ....i e e e e e e e ean s 691
010 Lo 41 £ o Mo = (PN 692
010 Lo 01 S o Mo = (Y2 S 693
Probe NfSA.AISPAICN .. ooveii e 694
Probe iNfSAIO0KUD .. ceee e 695
010 L 11 £ o o] o= o [ 696
Probe: :NfSA.PrOC.COMMIL ... iiie e e e e e et e e e eeaa e e aanaees 697
010 0TS 01 £ o o) (Lol o == (= ISP 698
Probe: :NfSA.ProC.lOOKUD ... .cvviiii e e e e e e 699
Probe iNfSA.PrOC.TEA ... .ceee e 700
Probe iNfSA.PrOC.IEMOVE .. .cvuiiii e e e e e e e e e e e eaens 701
010 L g1 £ o o (o Tod = g = T 702
010 LS 01 £ o o) (0 TR | (P 703
ProbE NFSAEA ... cevce e 704
0140 L 01 £ o M = 0 7= 10 01 S 705
Probe i NfSAUNIINK ... e 706
010 LS 01 £ o AT ) (= P 707
IS o 1= o U | (o) o PN 708
11010 Tei (o g B olo .41 o PP 709
FUNCHION:IAISCANT ..oeve e et e et r e e e et e e e e eaaaeeeees 710
FUNCHON:ISPECUIBEE .. eve e e e e e e e e et e aan s 711
fUNCHON:ISPECUIALION ... eve i e e e e e e e e e et e e e e e eaaees 712

XV



SystemTap Tapset Reference Manual

TN S @V I o = 713
{0 le o g RS o A= o (o I 4 - Y/ 714
function:;json_add array NUMENC MELTIC .....ivvneiiiicii e e e e e e 715
function:;json_add array StHiNG MELHC ........eein i e e 716
function:;json_add NUMENC MELTIC ......evu i e e 717
function::;json_add StHNG_ MELTIC ......uuiiii e e e 718
fUNCLION:;JSON_ SEL PIrEfIX L.uiiiiiiii e e e e e e e e e e eaaeees 719
MaCro::jSON_OUtPUL_array NUMENIC VAIUE ........eeueciiiieeiii e ee e e e e e e e e e e et e e e ees 720
MaCro::jSON_Output_array StNG VAIUE .........uieiiieiiii e e e e e e e e 721
MACro::JSON_OULPUL data €N .....cvuiiiiiiii e e e e e e e e e e e e e e eaaees 722
MACr0::JSON_OULPUL data SEAIt .......ueeiieiiiieiii e ee e e e e e e e e e e et e e ea e e eanees 723
MAaCro::JSON_OULPUE NUMENIC VAU ... .cvviiiii et e e e e e e e et eea e eees 724
MACr0::JSON_OULPUL SIING VAIUE .. ceuuiii i e e e e e e e e e 725
o140 LR 1 o [ o = - 726

34. Output file SWITChING TAPSEL ... civviieii e e e e e e e e e e e e aens 727
fUNCHON:SWITCN FIlE coee i e e 728

S Y o | AN 0V I 10 1= PP 729
ProbE:SYSCAll BNY ..oiveiiii i 730
Probe::SysCall _ANY.FEIUMN ......iii e e e e e e 731

XVi



Chapter 1. Introduction

SystemTap provides free software (GPL) infrastructure to simplify the gathering of information about
the running Linux system. This assists diagnosis of a performance or functional problem. SystemTap
eliminatesthe need for the devel oper to go through the tedious and disruptive instrument, recompile, install,
and reboot sequence that may be otherwise required to collect data.

SystemTap provides a simple command line interface and scripting language for writing instrumentation
for a live running kernel. The instrumentation makes extensive use of the probe points and functions
provided in the tapset library. This document describes the various probe points and functions.




Chapter 2. Context Functions

The context functions provide additional information about where an event occurred. These functions can
provide information such as a backtrace to where the event occurred and the current register values for
the processor.




Context Functions

function::addr

function::addr — Address of the current probe point.

Synopsis

addr: 1 ong()

Arguments

None

Description

Returns the instruction pointer from the current probe's register state. Not al probe types have registers
though, in which case zero is returned. The returned address is suitable for use with functions like
symarre and syndat a.




Context Functions

function::asmlinkage

function::asmlinkage — Mark function as declared asmlinkage

Synopsis

asnl i nkage()

Arguments

None

Description

Call thisfunction before accessing arguments using the * _arg functions if the probed kernel function was
declared asmlinkage in the source.




Context Functions

function::backtrace

function::backtrace — Hex backtrace of current kernel stack

Synopsis

backt race: string()

Arguments

None

Description

This function returns a string of hex addresses that are a backtrace of the kernel stack. Output may
be truncated as per maximum string length (MAXSTRINGLEN). See ubackt race for user-space
backtrace.




Context Functions

function::caller

function::caller — Return name and address of calling function

Synopsis

cal l er:string()
Arguments

None
Description

This function returns the address and name of the calling function. Thisis equivalent to calling: sprintf("s
Oxx", symname(cal | er _addr),cal | er _addr)




Context Functions

function::caller_addr

function::caller_addr — Return caller address

Synopsis

cal I er _addr:1ong()

Arguments

None

Description

This function returns the address of the calling function.




Context Functions

function::callers

function::callers — Return first n elements of kernel stack backtrace

Synopsis

cal l ers:string(n:long)
Arguments
n number of levelsto descend in the stack (not counting the top level). If nis-1, print the entire stack.
Description

This function returns a string of the first n hex addresses from the backtrace of the kernel stack. Output
may be truncated as per maximum string length (MAXSTRINGLEN).




Context Functions

function::cmdline_arg

function::cmdline_arg — Fetch a command line argument

Synopsis

cndline_arg: string(n:long)

Arguments

n Argument to get (zero is the program itself)

Description

Returns argument the requested argument from the current process or the empty string when there are
not that many arguments or there is a problem retrieving the argument. Argument zero is traditionally the
command itself.




Context Functions

function::cmdline_args

function::cmdline_args — Fetch command line arguments from current process

Synopsis

cndl ine_args:string(n:long, mlong,delimstring)

Arguments
n First argument to get (zero is normally the program itself)
m Last argument to get (or minus one for all arguments after n)

del im  String to use to separate arguments when more than one.
Description

Returns arguments from the current process starting with argument number n, up to argument m. If there
are less than n arguments, or the arguments cannot be retrieved from the current process, the empty string
isreturned. If missmaller than nthen all arguments starting from argument n are returned. Argument zero
istraditionally the command itself.
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Context Functions

function::cmdline_str

function::cmdline_str — Fetch all command line arguments from current process

Synopsis

crmdl i ne_str:string()

Arguments

None

Description

Returns all arguments from the current process delimited by spaces. Returns the empty string when the
arguments cannot be retrieved.

11



Context Functions

function::cpu
function::cpu — Returns the current cpu number
Synopsis
cpu: | ong()
Arguments
None
Description

This function returns the current cpu number.
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Context Functions

function::cpuid
function::cpuid — Returns the current cpu number

Synopsis

cpui d: 1 ong()

Arguments

None

Description

This function returns the current cpu number. Deprecated in SystemTap 1.4 and removed in SystemTap
15
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Context Functions

function::current_exe_file

function::current_exe file— get the file struct pointer for the current task's executable file

Synopsis

current _exe file:long()

Arguments

None

Description

This function returns the file struct pointer for the current task's executable file. Note that the
file struct pointer isn't locked on return. The return value of this function can be passed to
ful | pat h_struct _fil e to get the path from the file struct.
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Context Functions

function::egid
function::egid — Returns the effective gid of atarget process
Synopsis
egi d: 1 ong()
Arguments
None
Description

This function returns the effective gid of atarget process
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Context Functions

function::env_var

function::env_var — Fetch environment variable from current process

Synopsis

env_var: string(name: string)
Arguments

name  Name of the environment variable to fetch
Description

Returns the contents of the specified environment value for the current process. If the variable isn't set
an empty string is returned.
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Context Functions

function::euid
function::euid — Return the effective uid of atarget process
Synopsis
eui d: 1 ong()
Arguments
None
Description

Returns the effective user ID of the target process.
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Context Functions

function::execname

function::execname — Returns the execname of atarget process (or group of processes)

Synopsis

execnane: string()

Arguments

None

Description

Returns the execname of atarget process (or group of processes).
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Context Functions

function::fastcall

function::fastcall — Mark function as declared fastcall

Synopsis

fastcall ()

Arguments

None

Description

Call thisfunction before accessing arguments using the * _arg functions if the probed kernel function was
declared fastcall in the source.
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Context Functions

function::gid
function::gid — Returns the group ID of atarget process
Synopsis
gi d: 1 ong()
Arguments
None
Description

This function returns the group ID of atarget process.
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Context Functions

function::int_arg
function::int_arg — Return function argument as signed int

Synopsis

int_arg:long(n:long)

Arguments

n index of argument to return

Description

Return the value of argument n asasigned int (i.e., a 32-bit integer sign-extended to 64 bits).

21



Context Functions

function::is_myproc
function::is_myproc — Determines if the current probe point has occurred in the user's own process

Synopsis

is_myproc:|long()

Arguments

None

Description

This function returns 1 if the current probe point has occurred in the user's own process.
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Context Functions

function::is_return

function::is_return — Whether the current probe context is areturn probe

Synopsis

is_return:long()

Arguments

None

Description

Returns 1 if the current probe context is areturn probe, returns O otherwise.
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Context Functions

function::long_arg

function::long_arg — Return function argument as signed long

Synopsis

| ong_arg: | ong(n: | ong)
Arguments

n index of argument to return
Description

Return the value of argument n as a signed long. On architectures where a long is 32 bits, the value is
sign-extended to 64 bits.
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Context Functions

function::longlong_arg

function::longlong_arg — Return function argument as 64-bit value

Synopsis

| ongl ong_arg: | ong(n: | ong)

Arguments

n index of argument to return

Description

Return the value of argument n as a 64-bit value.
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Context Functions

function::modname

function::modname — Return the kernel module name loaded at the address

Synopsis

nodnane: st ri ng( addr: | ong)
Arguments

addr The address to map to a kernel module name
Description

Returns the module name associated with the given address if known. If not known it will raise an error.
If the addresswas not in akernel module, but in the kernel itself, then the string “kernel” will be returned.
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Context Functions

function::module _name

function::module_name — The module name of the current script

Synopsis

nmodul e_nane: string()

Arguments

None

Description

This function returns the name of the stap module. Either generated randomly (stap_[0-9a-f]+_[0-9a-f]+)
or set by stap -m <module_name>.
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Context Functions

function::module_size

function::module_size — The module size of the current script

Synopsis

nmodul e_si ze: string()

Arguments

None

Description

This function returns the sizes of various sections of the stap module.

28



Context Functions

function::ns_eqid
function::ns_egid — Returns the effective gid of atarget process as seen in a user namespace

Synopsis

ns_egi d: | ong()

Arguments

None

Description

This function returns the effective gid of atarget process as seen in the target user namespace if provided,
or the stap process namespace
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Context Functions

function::ns_euid

function::ns_euid — Returns the effective user ID of atarget process as seen in a user namespace

Synopsis

ns_eui d: | ong()

Arguments

None

Description

This function returns the effective user ID of the target process as seen in the target user namespace if
provided, or the stap process namespace.
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Context Functions

function::ns_gid
function::ns_gid — Returns the group 1D of atarget process as seen in a user namespace

Synopsis

ns_gid: | ong()

Arguments

None

Description

This function returns the group ID of atarget process as seen in the target user namespace if provided,
or the stap process hamespace.
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Context Functions

function::ns_pgrp

function::ns_pgrp — Returns the process group ID of the current process as seen in a pid namespace

Synopsis

ns_pgr p: 1 ong()
Arguments
None
Description

This function returns the process group ID of the current process as seen in the target pid namespace if
provided, or the stap process namespace.
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Context Functions

function::ns_pid
function::ns_pid — Returnsthe ID of atarget process as seen in a pid namespace

Synopsis

ns_pid: | ong()

Arguments

None

Description

This function returns the ID of atarget process as seen in the target pid namespace.
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Context Functions

function::ns_ppid
function::ns_ppid — Returnsthe process D of atarget process's parent process as seen in apid namespace

Synopsis

ns_ppi d: 1 ong()
Arguments
None
Description

This function return the process ID of the target proccesss parent process as seen in the target pid
namespace if provided, or the stap process namespace.




Context Functions

function::ns_sid
function::ns_sid — Returnsthe session ID of the current process as seen in a pid namespace

Synopsis

ns_sid: | ong()

Arguments

None

Description

The namespace-aware session ID of a processis the process group ID of the session leader as seen in the

target pid namespace if provided, or the stap process namespace. Session ID is stored in the signal _struct
since Kernel 2.6.0.
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Context Functions

function::ns_tid
function::ns_tid — Returnsthe thread ID of atarget process as seen in a pid namespace

Synopsis

ns_tid: 1 ong()
Arguments

None
Description

This function returns the thread 1D of atarget process as seen in the target pid namespace if provided, or
the stap process namespace.
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Context Functions

function::ns_uid
function::ns_uid — Returnsthe user 1D of atarget process as seen in a user namespace

Synopsis

ns_ui d: | ong()

Arguments

None

Description

This function returns the user 1D of the target process as seen in the target user namespace if provided,
or the stap process hamespace.

37



Context Functions

function::pexecname

function::pexecname — Returns the execname of atarget process's parent process

Synopsis

pexecnane: string()

Arguments

None

Description

This function returns the execname of atarget process's parent procces.
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Context Functions

function::pgrp
function::pgrp — Returns the process group 1D of the current process
Synopsis
pgr p: I ong()
Arguments
None
Description

This function returns the process group 1D of the current process.
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Context Functions

function::pid
function::pid — Returnsthe ID of atarget process
Synopsis
pi d: 1 ong()
Arguments
None
Description

This function returnsthe ID of atarget process.
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Context Functions

function::pid2execname

function::pid2execname — The name of the given process identifier

Synopsis

pi d2execnane: stri ng(pi d: | ong)

Arguments

pi d processidentifier
Description

Return the name of the given processid.
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Context Functions

function::pid2task

function::pid2task — Thetask_struct of the given process identifier

Synopsis

pi d2t ask: | ong( pi d: | ong)

Arguments

pi d processidentifier
Description

Return the task struct of the given processid.
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Context Functions

function::pn

function::pn — Returns the active probe name

Synopsis

pn: string()
Arguments

None
Description

This function returns the script-level probe point associated with a currently running probe handler,
including wild-card expansion effects. Context: The current probe point.
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Context Functions

function::pnlabel

function::pnlabel — Returns the label name parsed from the probe name

Synopsis

pnl abel : string()

Arguments

None

Description

This returns the label name as parsed from the script-level probe point. This function will only work if
called directly from the body of a'.label’ probe point (i.e. no aliases).

Context

The current probe point.




Context Functions

function::pointer_arg

function::pointer_arg — Return function argument as pointer value

Synopsis

poi nter_arg: | ong(n:long)

Arguments

n index of argument to return

Description

Return the unsigned value of argument n, same as ulong_arg. Can be used with any type of pointer.
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Context Functions

function::pp

function::pp — Returns the active probe point

Synopsis

pp:string()
Arguments
None
Description

This function returns the fully-resolved probe point associated with a currently running probe handler,
including alias and wild-card expansion effects. Context: The current probe point.
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Context Functions

function::ppfunc

function::ppfunc — Returns the function name parsed from pp

Synopsis

ppf unc: string()
Arguments

None
Description

This returns the function name from the current pp. Not al pp have functions in them, in which case ""
is returned.
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Context Functions

function::ppid
function::ppid — Returns the process ID of atarget process's parent process

Synopsis

ppi d: I ong()

Arguments

None

Description

This function return the process ID of the target proccess's parent process.
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Context Functions

function::print_backtrace

function::print_backtrace — Print kernel stack back trace

Synopsis

print_backtrace()

Arguments

None

Description

This function is equivalent to print_stack(backt r ace), except that deeper stack nesting may be
supported. See print_ubacktrace for user-space backtrace. The function does not return avalue.
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Context Functions

function::print_regs
function::print_regs — Print aregister dump

Synopsis

print_regs()

Arguments

None

Description

This function prints aregister dump. Does nothing if no registers are available for the probe point.
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Context Functions

function::print_stack

function::print_stack — Print out kernel stack from string

Synopsis

print_stack(stk:string)

Arguments

stk  String with list of hexadecimal addresses

Description

This function performs a symbolic lookup of the addressesin the given string, which is assumed to be the
result of aprior call tobacktrace.

Print one line per address, including the address, the name of the function containing the address, and an
estimate of its position within that function. Return nothing.

NOTE

itisrecommended to use pri nt _syns instead of this function.
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Context Functions

function::print_syms
function::print_syms — Print out kernel stack from string

Synopsis

print_syns(callers:string)
Arguments

callers String with list of hexadecimal (kernel) addresses
Description

This function performs a symbolic lookup of the addresses in the given string, which are assumed to be
theresult of prior callsto st ack, cal | er s, and similar functions.

Prints one line per address, including the address, the name of the function containing the address, and an
estimate of its position within that function, as obtained by syndat a. Returns nothing.
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Context Functions

function::print_ubacktrace

function::print_ubacktrace — Print stack back trace for current user-space task.

Synopsis

print_ubacktrace()

Arguments

None

Description

Equivalent to print_ustack(ubackt r ace), except that deeper stack nesting may be supported. Returns
nothing. Seepri nt _backt r ace for kernel backtrace.

Note

To get (full) backtracesfor user space applications and shared shared libraries not mentioned in the current
script run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

function::print_ubacktrace_brief

function::print_ubacktrace brief — Print stack back trace for current user-space task.

Synopsis

print_ubacktrace_brief()

Arguments

None

Description

Equivalenttopri nt _ubackt r ace, but output for each symbol is shorter (just name and offset, or just
the hex address of no symbol could be found).

Note

To get (full) backtracesfor user space applications and shared shared libraries not mentioned in the current
script run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.




Context Functions

function::print_ustack

function::print_ustack — Print out stack for the current task from string.

Synopsis

print_ustack(stk:string)

Arguments

stk  String with list of hexadecimal addresses for the current task.

Description

Perform a symbolic lookup of the addressesin the given string, which is assumed to be the result of aprior
call toubackt r ace for the current task.

Print one line per address, including the address, the name of the function containing the address, and an
estimate of its position within that function. Return nothing.

NOTE

itisrecommended to use pri nt _usyns instead of thisfunction.
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Context Functions

function::print_usyms
function::print_usyms — Print out user stack from string

Synopsis

print_usyms(callers:string)

Arguments

callers String with list of hexadecimal (user) addresses
Description

This function performs a symbolic lookup of the addresses in the given string, which are assumed to be
the result of prior callsto ust ack, ucal | er s, and similar functions.

Prints one line per address, including the address, the name of the function containing the address, and an
estimate of its position within that function, as obtained by usyndat a. Returns nothing.
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Context Functions

function::probe_type

function::probe_type — The low level probe handler type of the current prabe.

Synopsis

probe type:string()

Arguments

None

Description

Returns a short string describing the low level probe handler type for the current probe point. Thisis for
informational purposes only. Depending on the low level probe handler different context functions can or
cannot provide information about the current event (for example some probe handlers only trigger in user
space and have no associated kernel context). High-level probes might map to the same or different low-
level probes (depending on systemtap version and/or kernel used).

57



Context Functions

function::probefunc

function::probefunc — Return the prabe point's function name, if known

Synopsis

probefunc: string()

Arguments

None

Description

This function returns the name of the function being probed based on the current address, as computed by

symname(addr ) or usymname(uaddr ) depending on probe context (whether the probe is a user probe
or akernel probe).

Please note

this function’s behaviour differs between SystemTap 2.0 and earlier versions. Prior to 2.0, pr obef unc
obtained the function name from the probe point string as returned by pp, and used the current address
as afallback.

Consider using ppf unc instead.
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Context Functions

function::probemod

function::probemod — Return the probe point's kernel module name

Synopsis

pr obenod: string()

Arguments

None

Description

This function returns the name of the kernel module containing the probe point, if known.
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Context Functions

function::pstrace

function::pstrace — Chain of processes and pids back to init(1)

Synopsis

pstrace: string(task:|ong)
Arguments

task  Pointer to task struct of process
Description

This function returns a string listing execname and pid for each process starting from t ask back to the
process ancestor that init(1) spawned.
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Context Functions

function::.register

function::register — Return the signed value of the named CPU register

Synopsis

regi ster:|long(name:string)

Arguments

name  Name of theregister to return

Description

Return the value of the named CPU register, as it was saved when the current probe point was hit. If the
register is 32 hits, it is sign-extended to 64 bits.

For the 1386 architecture, the following names are recognized. (namel/name2 indicates that namel and
name2 are alternative names for the same register.) eax/ax, ebp/bp, ebx/bx, ecx/cx, edi/di, edx/dx, eflags/
flags, eip/ip, esi/si, esp/sp, orig_eax/orig_ax, xcs/cs, xdg/ds, xesles, xfs/fs, xss/ss.

For thex86_64 architecture, the following names are recognized: 64-bit registers: r8, r9, r10, rl1l, r12, r13,
ri4, r15, rax/ax, rbp/bp, rbox/bx, rex/cx, rdi/di, rdx/dx, rip/ip, rsi/si, rsp/sp; 32-bit registers. eax, ebp, ebx,
ecx, edx, edi, edx, eip, esi, esp, flags/eflags, orig_eax; segment registers: Xcs/cs, Xss/ss.

For powerpc, the following names are recognized: r0, r1, ... r31, nip, msr, orig_gpr3, ctr, link, xer, ccr,
softe, trap, dar, dsisr, result.

For s390x, the following names are recognized: r0, rl, ... r15, args, psw.mask, psw.addr, orig_gpr2, ilc,
trap.

For AArch64, the following names are recognized: x0, x1, ... x30, fp, Ir, sp, pc, and orig_x0.
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Context Functions

function::registers_valid

function::registers valid — Determines validity of r egi st er andu_r egi st er in current context

Synopsis

regi sters_valid: | ong()
Arguments

None
Description

Thisfunctionreturns1ifr egi st er andu_r egi st er canbeused inthecurrent context, or O otherwise.
For example, r egi st er s_val i d returns O when called from a begin or end probe.
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Context Functions

function::regparm

function::regparm — Specify regparm value used to compile function

Synopsis

regpar m( n: | ong)
Arguments

n original regparm value

Description

Call this function with argument n before accessing function arguments using the * _arg function is the
function was build with the gcc -mregparm=n option.

(The 1386 kerndl is built with \-mregparm=3, so systemtap considers regparm(3) the default for kernel
functionson that architecture.) Only valid oni386 and x86_64 (when probing 32bit applications). Produces
an error on other architectures.
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Context Functions

function::remote_id

function::remote_id — Theindex of thisinstance in a remote execution.

Synopsis

renote_id: | ong()

Arguments

None

Description

This function returns a number 0..N, which is the unique index of this particular script execution from
a swarm of “stap --remote A --remote B ...” runs, and is the same number “stap --remote-prefix” would
print. The function returns-1 if the script was not launched with “ stap --remote”, or if the remote staprun/
stapsh are older than version 1.7.




Context Functions

function::remote_uri

function::remote_uri — The name of thisinstance in aremote execution.

Synopsis

renmote_uri:string()

Arguments

None

Description

This function returns the remote host used to invoke this particular script execution from aswarm of “stap
--remote” runs. It may not be unique among the swarm. The function returns an empty string if the script
was not launched with “ stap --remote’”.
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Context Functions

function::s32_arg

function::s32_arg — Return function argument as signed 32-bit value

Synopsis

s32_arg: |l ong(n:1long)

Arguments

n index of argument to return

Description

Return the signed 32-bit value of argument n, same asint_arg.
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Context Functions

function::s64 arg

function::s64_arg — Return function argument as signed 64-bit value

Synopsis

s64_arg: | ong(n:Ilong)

Arguments

n index of argument to return

Description

Return the signed 64-bit value of argument n, same as longlong_arg.
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Context Functions

function::sid
function::sid — Returns the session ID of the current process
Synopsis
si d: 1 ong()
Arguments
None
Description

The session ID of a process is the process group 1D of the session leader. Session ID is stored in the
signal_struct since Kernel 2.6.0.
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Context Functions

function::sprint_backtrace

function::sprint_backtrace — Return stack back trace as string

Synopsis

sprint_backtrace: string()

Arguments

None

Description

Returns a simple (kernel) backtrace. One line per address. Includes the symbol name (or hex address
if symbol couldn't be resolved) and module name (if found). Includes the offset from the start of the
function if found, otherwise the offset will be added to the module (if found, between brackets). Returns
the backtrace as string (each line terminated by a newline character). Note that the returned stack will be
truncated to MAXSTRINGLEN, to print fuller and richer stacksusepr i nt _backt r ace. Equivalent to
sprint_stack(backt r ace), but moreefficient (no need to trand ate between hex stringsand final backtrace
string).
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Context Functions

function::sprint_stack

function::sprint_stack — Return stack for kernel addresses from string

Synopsis

sprint_stack:string(stk:string)

Arguments

stk String with list of hexadecimal (kernel) addresses

Description

Perform a symbolic lookup of the addresses in the given string, which is assumed to be the result of a
prior call to backt r ace.

Returns a simple backtrace from the given hex string. One line per address. Includes the symbol name (or
hex addressif symbol couldn't be resolved) and module name (if found). Includes the offset from the start
of the function if found, otherwise the offset will be added to the module (if found, between brackets).
Returns the backtrace as string (each line terminated by a newline character). Note that the returned stack
will be truncated to MAXSTRINGLEN, to print fuller and richer stacks use print_stack.

NOTE

itisrecommended to use spri nt _symns instead of thisfunction.
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Context Functions

function::sprint_syms
function::sprint_syms — Return stack for kernel addresses from string

Synopsis

sprint_syns(call ers:string)

Arguments

callers String with list of hexadecimal (kernel) addresses

Description

Perform a symbolic lookup of the addresses in the given string, which are assumed to be the result of a
prior calsto st ack, cal | er s, and similar functions.

Returns a simple backtrace from the given hex string. One line per address. Includes the symbol name
(or hex address if symbol couldn't be resolved) and module name (if found), as obtained from sy ndat a.
Includes the offset from the start of the function if found, otherwise the offset will be added to the module
(if found, between brackets). Returns the backtrace as string (each line terminated by anewline character).
Note that the returned stack will be truncated to MAXSTRINGLEN, to print fuller and richer stacks use
print_syns.
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Context Functions

function::sprint_ubacktrace

function::sprint_ubacktrace — Return stack back trace for current user-space task as string.

Synopsis

sprint_ubacktrace: string()

Arguments

None

Description

Note

Returns a simple backtrace for the current task. One line per address. Includes the symbol name (or hex
addressif symbol couldn't be resolved) and module name (if found). Includesthe offset from the start of the
function if found, otherwise the offset will be added to the module (if found, between brackets). Returns
the backtrace as string (each line terminated by a newline character). Note that the returned stack will be
truncated to MAXSTRINGLEN, to print fuller and richer stacksuse pri nt _ubackt r ace. Equivalent
to sprint_ustack(ubackt r ace), but more efficient (no need to translate between hex strings and final
backtrace string).

To get (full) backtracesfor user space applications and shared shared libraries not mentioned in the current
script run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

function::sprint_ustack

function::sprint_ustack — Return stack for the current task from string.

Synopsis

sprint_ustack:string(stk:string)

Arguments

stk  String with list of hexadecimal addresses for the current task.

Description

Perform a symbolic lookup of the addressesin the given string, which is assumed to be the result of aprior
call toubackt r ace for the current task.

Returns a simple backtrace from the given hex string. One line per address. Includes the symbol name (or
hex addressif symbol couldn't be resolved) and module name (if found). Includes the offset from the start
of the function if found, otherwise the offset will be added to the module (if found, between brackets).
Returns the backtrace as string (each line terminated by a newline character). Note that the returned stack
will be truncated to MAXSTRINGLEN, to print fuller and richer stacks use print_ustack.

NOTE

itisrecommended to usespri nt _usyns instead of this function.
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Context Functions

function::sprint_usyms
function::sprint_usyms — Return stack for user addresses from string

Synopsis

sprint_usyns(callers:string)

Arguments

callers String with list of hexadecimal (user) addresses

Description

Perform a symbolic lookup of the addresses in the given string, which are assumed to be the result of a
prior callsto ust ack, ucal | er s, and similar functions.

Returns a simple backtrace from the given hex string. One line per address. Includes the symbol name (or
hex address if symbol couldn't be resolved) and module name (if found), as obtained from usyndat a.
Includes the offset from the start of the function if found, otherwise the offset will be added to the module
(if found, between brackets). Returns the backtrace as string (each line terminated by anewline character).
Note that the returned stack will be truncated to MAXSTRINGLEN, to print fuller and richer stacks use
print_usynmns.
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Context Functions

function::stack

function::stack — Return address at given depth of kernel stack backtrace

Synopsis

st ack: | ong(n: 1 ong)

Arguments

n number of levelsto descend in the stack.

Description

Performs a simple (kernel) backtrace, and returns the element at the specified position. The results of the
backtrace itself are cached, so that the backtrace computation is performed at most once no matter how
many timesst ack iscalled, or in what order.
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Context Functions

function::stack_size

function::stack_size — Return the size of the kernel stack

Synopsis

stack_si ze: 1 ong()

Arguments

None

Description

This function returns the size of the kernel stack.
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Context Functions

function::stack _unused

function::stack_unused — Returns the amount of kernel stack currently available

Synopsis

stack_unused: | ong()

Arguments

None

Description

This function determines how many bytes are currently available in the kernel stack.
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Context Functions

function::stack used

function::stack_used — Returns the amount of kernel stack used

Synopsis

stack_used: | ong()

Arguments

None

Description

This function determines how many bytes are currently used in the kernel stack.
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Context Functions

function::stp_pid

function::stp_pid — The processid of the stapio process

Synopsis

st p_pi d: 1 ong()
Arguments

None
Description

This function returns the process id of the stapio process that launched this script. There could be other
SystemTap scripts and stapio processes running on the system.
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Context Functions

function::symdata

function::symdata— Return the kernel symbol and module offset for the address

Synopsis

syndat a: st ri ng(addr: | ong)

Arguments

addr The address to trand ate

Description

Returns the (function) symbol name associated with the given address if known, the offset from the start
and size of the symbol, plus module name (between brackets). If symbol isunknown, but moduleisknown,
the offset inside the module, plus the size of the module is added. If any element is not known it will be
omitted and if the symbol name is unknown it will return the hex string for the given address.
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Context Functions

function::symfile

function::symfile — Return the file name of a given address.

Synopsis

synfile:string(addr:|ong)
Arguments

addr The address to trand ate.
Description

Returns the file name of the given address, if known. If the file name cannot be found, the hex string
representation of the address will be returned.
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Context Functions

function::symfileline

function::symfileline — Return the file name and line number of an address.

Synopsis

synfileline:string(addr:!ong)
Arguments

addr The address to trand ate.
Description

Returns the file name and the (approximate) line number of the given address, if known. If the file name
or the line number cannot be found, the hex string representation of the address will be returned.
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Context Functions

function::symline

function::symline — Return the line number of an address.

Synopsis

sym i ne: string(addr: | ong)
Arguments

addr The address to trand ate.
Description

Returnsthe (approximate) line number of the given address, if known. If the line number cannot be found,
the hex string representation of the address will be returned.
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Context Functions

function::symname

function::symname — Return the kernel symbol associated with the given address

Synopsis

symane: stri ng(addr: | ong)
Arguments

addr The addressto trandlate
Description

Returnsthe (function) symbol name associated with the given addressif known. If not known it will return
the hex string representation of addr.




Context Functions

function::target

function::target — Return the process ID of the target process

Synopsis

target:long()

Arguments

None

Description

This function returns the process ID of the target process. Thisis useful in conjunction with the -x PID or
-c CMD command-line options to stap. An example of its use is to create scripts that filter on a specific
process.

-x <pid>t ar get returnsthe pid specified by -x

-c <command>t ar get returnsthe pid for the executed command specified by -c
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Context Functions

function::task_ancestry

function::task_ancestry — The ancestry of the given task

Synopsis

task_ancestry:string(task:long,with_tine:long)

Arguments

t ask task_struct pointer

with time set to 1 to aso print the start time of processes (given as a delta from boot time)
Description

Return the ancestry of the given task in the form of “grandparent_process=>parent_process=>process’.
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Context Functions

function::task backtrace

function::task_backtrace — Hex backtrace of an arbitrary task

Synopsis

t ask_backtrace: string(task: | ong)
Arguments

task  pointer totask_struct
Description

This function returns a string of hex addresses that are a backtrace of the stack of a particular task Output
may be truncated as per maximum string length. Deprecated in SystemTap 1.6.
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Context Functions

function::task_cpu
function::task_cpu — The scheduled cpu of the task

Synopsis

task_cpu: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the scheduled cpu for the given task.
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Context Functions

function::task_current

function::task_current — The current task_struct of the current task

Synopsis

task_current:long()

Arguments

None

Description

This function returns the task_struct representing the current process. This address can be passed to the
various task_*() functions to extract more task-specific data.
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Context Functions

function::task_cwd_path

function::task_cwd_path — get the path struct pointer for atask's current working directory

Synopsis

task_cwd_pat h: | ong(task: | ong)

Arguments

task  task_struct pointer.
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Context Functions

function::task _egid
function::task_egid — The effective group identifier of the task

Synopsis

task_egi d: 1 ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the effective group id of the given task.
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Context Functions

function::task_euid

function::task_euid — The effective user identifier of the task

Synopsis

task_eui d: 1 ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the effective user id of the given task.
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Context Functions

function::task_exe file

function::task_exe file— get the file struct pointer for atask's executable file

Synopsis

task_exe file:long(task:!|ong)

Arguments

task  task_struct pointer.
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Context Functions

function::task_exechame

function::task_execname — The name of the task

Synopsis

t ask_execnane: string(task: | ong)

Arguments

task  task_struct pointer

Description

Return the name of the given task.
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Context Functions

function::task _fd lookup

function::task_fd_lookup — get the file struct for atask's fd

Synopsis

task _fd | ookup: | ong(task:Ilong,fd: Il ong)

Arguments

task  task_struct pointer.

fd file descriptor number.

Description

Returns the file struct pointer for atask's file descriptor.
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Context Functions

function::task_gid

function::task_gid — The group identifier of the task

Synopsis

task_gi d: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the group id of the given task.
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Context Functions

function::task_max_file _handles

function::task_max_file_handles— The max number of open files for the task

Synopsis

task_max_fil e_handl es: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the maximum number of file handlers for the given task.
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Context Functions

function::task_nice

function::task_nice — The nice value of the task

Synopsis

task_nice: |l ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the nice value of the given task.
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Context Functions

function::task_ns_egid
function::task_ns_egid — The effective group identifier of the task

Synopsis

task_ns_egi d: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the effective group id of the given task.
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Context Functions

function::task_ns_euid

function::task_ns_euid — The effective user identifier of the task

Synopsis

task_ns_eui d: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the effective user id of the given task.
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Context Functions

function::task_ns_gid

function::task_ns_gid — The group identifier of the task as seen in a namespace

Synopsis

task_ns_gid: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the group id of the given task as seen in in the given user namespace.
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Context Functions

function::task_ns_pid
function::task_ns_pid — The process identifier of the task

Synopsis

task_ns_pid: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This fucntion returns the processid of the given task based on the specified pid namespace..
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Context Functions

function::task_ns_tid
function::task_ns_tid — The thread identifier of the task as seen in a namespace

Synopsis

task_ns_tid:long(task:Ilong)

Arguments

task  task_struct pointer

Description

This function returns the thread id of the given task as seen in the pid namespace.
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Context Functions

function::task_ns_uid
function::task_ns _uid — The user identifier of the task

Synopsis

task_ns_uid: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the user id of the given task.
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Context Functions

function::task_open_file_handles

function::task_open_file_handles — The number of open files of the task

Synopsis

task_open_file_handl es: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the number of open file handlers for the given task.
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Context Functions

function::task_parent

function::task_parent — Thetask_struct of the parent task

Synopsis

t ask_parent: | ong(task: | ong)
Arguments

task  task_struct pointer
Description

This function returns the parent task_struct of the given task. This address can be passed to the various
task_*() functions to extract more task-specific data.
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Context Functions

function::task_pid

function::task_pid — The processidentifier of the task

Synopsis

task_pid: |l ong(task:|ong)

Arguments

task  task_struct pointer

Description

This fucntion returns the processid of the given task.
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Context Functions

function::task_prio

function::task_prio — The priority value of the task

Synopsis

task_prio:long(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the priority value of the given task.
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Context Functions

function::task_ state

function::task_state — The state of the task

Synopsis

task_state: | ong(task:|ong)

Arguments

task  task_struct pointer

Description

Return the state of the given task, one of: TASK_RUNNING (0), TASK_INTERRUPTIBLE (1),
TASK_UNINTERRUPTIBLE (2), TASK_STOPPED (4), TASK_TRACED (8), EXIT_ZOMBIE (16), or
EXIT_DEAD (32).
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Context Functions

function::task_tid

function::task_tid — The thread identifier of the task

Synopsis

task_tid:long(task:!|ong)

Arguments

task  task_struct pointer

Description

This function returns the thread id of the given task.
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Context Functions

function::task uid

function::task_uid — The user identifier of the task

Synopsis

task_ui d: | ong(task: | ong)

Arguments

task  task_struct pointer

Description

This function returns the user id of the given task.
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Context Functions

function::tid
function::tid — Returnsthe thread ID of atarget process

Synopsis

tid:long()

Arguments

None

Description

This function returns the thread ID of the target process.
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Context Functions

function::u32_arg

function::u32_arg — Return function argument as unsigned 32-bit value

Synopsis

u32_arg: |l ong(n:long)

Arguments

n index of argument to return

Description

Return the unsigned 32-bit value of argument n, same as uint_arg.
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Context Functions

function::u64_arg

function::u64_arg — Return function argument as unsigned 64-bit value

Synopsis

u64_arg: | ong(n: |l ong)

Arguments

n index of argument to return

Description

Return the unsigned 64-bit value of argument n, same as ulonglong_arg.
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Context Functions

function::u_register
function::u_register — Return the unsigned value of the named CPU register

Synopsis

u_register:long(nane:string)

Arguments

name  Name of theregister to return

Description

Same as register(name), except that if the register is 32 bitswide, it is zero-extended to 64 bits.
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Context Functions

function::uaddr

function::uaddr — User space address of current running task

Synopsis

uaddr : 1 ong()

Arguments

None

Description

Returns the address in userspace that the current task was at when the probe occurred. When the current
running task isn't a user space thread, or the address cannot be found, zero is returned. Can be used to see
where the current task is combined with usymmairre or usyndat a. Often the task will bein the VDSO
whereit entered the kernel.
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Context Functions

function::ubacktrace

function::ubacktrace — Hex backtrace of current user-space task stack.

Synopsis

ubacktrace: string()

Arguments

None

Description

Return a string of hex addresses that are a backtrace of the stack of the current task. Output may be
truncated as per maximum string length. Returns empty string when current probe point cannot determine
user backtrace. See backt r ace for kernel traceback.

Note

To get (full) backtracesfor user space applications and shared shared libraries not mentioned in the current
script run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

function::ucallers

function::ucallers— Return first n elements of user stack backtrace

Synopsis

ucal l ers:string(n:Ilong)

Arguments

n number of levelsto descend in the stack (not counting the top level). If nis-1, print the entire stack.

Description

Thisfunction returns astring of the first n hex addresses from the backtrace of the user stack. Output may
be truncated as per maximum string length (MAXSTRINGLEN).

Note

To get (full) backtracesfor user space applications and shared shared libraries not mentioned in the current
script run stap with -d /path/to/exe-or-so and/or add --Idd to load all needed unwind data.
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Context Functions

function::uid
function::uid — Returns the user ID of atarget process
Synopsis
ui d: 1 ong()
Arguments
None
Description

This function returns the user ID of the target process.
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Context Functions

function::uint_arg
function::uint_arg — Return function argument as unsigned int

Synopsis

uint_arg:long(n:long)

Arguments

n index of argument to return

Description

Return the value of argument n as an unsigned int (i.e., a 32-bit integer zero-extended to 64 bits).
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Context Functions

function::ulong_arg

function::ulong_arg — Return function argument as unsigned long

Synopsis

ul ong_arg: | ong(n: | ong)
Arguments

n index of argument to return
Description

Return the value of argument n as an unsigned long. On architectures where along is 32 hits, the value
is zero-extended to 64 bits.
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Context Functions

function::ulonglong_arg

function::ulonglong_arg — Return function argument as 64-bit value

Synopsis

ul ongl ong_ar g: 1 ong(n: | ong)

Arguments

n index of argument to return

Description

Return the value of argument n as a 64-bit value. (Same aslonglong_arg.)
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Context Functions

function::umodname

function::umodname — Returns the (short) name of the user module.

Synopsis

unodnane: st ri ng(addr: | ong)

Arguments

addr User-space address

Description

Returns the short name of the user space module for the current task that that the given address is part

of. Reports an error when the address isn't in a (mapped in) module, or the module cannot be found for
some reason.
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Context Functions

function::user_mode

function::user_mode — Determines if probe point occurs in user-mode

Synopsis

user _node: | ong()

Arguments

None

Description

Return 1 if the probe point occurred in user-mode.
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Context Functions

function::ustack

function::ustack — Return address at given depth of user stack backtrace

Synopsis

ust ack: | ong(n: 1 ong)

Arguments

n number of levelsto descend in the stack.

Description

Performs a simple (user space) backtrace, and returns the element at the specified position. The results of
the backtraceitself are cached, so that the backtrace computation is performed at most once ho matter how
many timesust ack iscalled, or in what order.
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Context Functions

function::usymdata

function::usymdata— Return the symbol and module offset of an address.

Synopsis

usyndat a: st ri ng(addr: | ong)

Arguments

addr The address to trand ate.

Description

Returns the (function) symbol name associated with the given address in the current task if known, the
offset from the start and the size of the symbol, plus the module name (between brackets). If symbol is
unknown, but module is known, the offset inside the module, plus the size of the module is added. If any
element is not known it will be omitted and if the symbol name is unknown it will return the hex string
for the given address.
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Context Functions

function::usymfile

function::usymfile — Return the file name of a given address.

Synopsis

usynfil e:string(addr: | ong)
Arguments

addr The address to trand ate.
Description

Returns the file name of the given address, if known. If the file name cannot be found, the hex string
representation of the address will be returned.
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Context Functions

function::usymfileline

function::usymfileline — Return the file name and line number of an address.

Synopsis

usynfil eline:string(addr:|ong)
Arguments

addr The address to trand ate.
Description

Returns the file name and the (approximate) line number of the given address, if known. If the file name
or the line number cannot be found, the hex string representation of the address will be returned.
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Context Functions

function::usymline

function::usymline — Return the line number of an address.

Synopsis

usyn i ne: string(addr: | ong)
Arguments

addr The address to trand ate.
Description

Returnsthe (approximate) line number of the given address, if known. If the line number cannot be found,
the hex string representation of the address will be returned.
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Context Functions

function::usymname

function::usymname — Return the symbol of an addressin the current task.

Synopsis

usymane: st ri ng(addr: | ong)
Arguments

addr The address to trand ate.
Description

Returnsthe (function) symbol name associated with the given addressif known. If not known it will return
the hex string representation of addr.
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Chapter 3. Timestamp Functions

Each timestamp function returns avalue to indicate when afunction is executed. These returned values can
then be used to indicate when an event occurred, provide an ordering for events, or compute the amount
of time elapsed between two time stamps.
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Timestamp Functions

function::HZ
function::HZ — Kernel HZ
Synopsis
HZ: 1 ong()
Arguments
None
Description

This function returns the value of the kernel HZ macro, which corresponds to the rate of increase of the
jiffiesvalue.
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Timestamp Functions

function::cpu_clock_ms

function::cpu_clock_ms — Number of milliseconds on the given cpu's clock

Synopsis

cpu_cl ock_ns: | ong( cpu: | ong)
Arguments

cpu  Which processor's clock to read
Description

This function returns the number of milliseconds on the given cpu's clock. This is always monotonic
comparing on the same cpu, but may have some drift between cpus (within about ajiffy).
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Timestamp Functions

function::cpu_clock_ns

function::cpu_clock_ns— Number of nanoseconds on the given cpu's clock

Synopsis

cpu_cl ock_ns: | ong(cpu: | ong)
Arguments

cpu  Which processor's clock to read
Description

This function returns the number of nanoseconds on the given cpu's clock. This is always monotonic
comparing on the same cpu, but may have some drift between cpus (within about ajiffy).
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Timestamp Functions

function::cpu_clock_s
function::cpu_clock_s— Number of seconds on the given cpu's clock

Synopsis

cpu_cl ock_s: 1 ong(cpu: | ong)
Arguments

cpu  Which processor's clock to read
Description

Thisfunction returns the number of seconds on the given cpu's clock. Thisisaways monotonic comparing
on the same cpu, but may have some drift between cpus (within about a jiffy).
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Timestamp Functions

function::cpu_clock_us

function::cpu_clock_us— Number of microseconds on the given cpu's clock

Synopsis

cpu_cl ock_us: | ong( cpu: | ong)
Arguments

cpu  Which processor's clock to read
Description

This function returns the number of microseconds on the given cpu's clock. This is aways monotonic
comparing on the same cpu, but may have some drift between cpus (within about ajiffy).
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Timestamp Functions

function:.delete_stopwatch

function::delete_stopwatch — Remove an existing stopwatch

Synopsis

del et e_st opwat ch( nane: string)

Arguments

nane thestopwatch name

Description

Remove stopwatch nane.
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Timestamp Functions

function::get_cycles

function::get_cycles— Processor cycle count

Synopsis

get _cycles:long()

Arguments

None

Description

This function returns the processor cycle counter valueif available, elseit returns zero. The cycle counter
is free running and unsynchronized on each processor. Thus, the order of events cannot determined by
comparing the results of the get_cycles function on different processors.
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Timestamp Functions

function::gettimeofday ms

function::gettimeofday_ms— Number of milliseconds since UNIX epoch

Synopsis

getti neof day_ns: | ong()

Arguments

None

Description

This function returns the number of milliseconds since the UNIX epoch.
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Timestamp Functions

function::gettimeofday_ns

function::gettimeofday _ns— Number of nanoseconds since UNIX epoch

Synopsis

getti meof day_ns: 1 ong()

Arguments

None

Description

This function returns the number of nanoseconds since the UNIX epoch.
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Timestamp Functions

function::gettimeofday_s

function::gettimeofday _s— Number of seconds since UNIX epoch

Synopsis

getti neof day_s: | ong()

Arguments

None

Description

This function returns the number of seconds since the UNIX epoch.
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Timestamp Functions

function::gettimeofday_us

function::gettimeofday _us— Number of microseconds since UNIX epoch

Synopsis

getti meof day_us: | ong()

Arguments

None

Description

This function returns the number of microseconds since the UNIX epoch.
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Timestamp Functions

function::jiffies
function::jiffies— Kernel jiffies count

Synopsis

jiffies:long()
Arguments

None
Description

This function returns the value of the kernel jiffies variable. This value is incremented periodically by
timer interrupts, and may wrap around a 32-bit or 64-bit boundary. See HZ.
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Timestamp Functions

function::ktime_get_ns

function::ktime_get_ns— Number of nanoseconds since boot

Synopsis

ktime_get ns:long()

Arguments

None

Description

This function returns the system ktime.
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Timestamp Functions

function::local clock _ms

function::local_clock_ms— Number of milliseconds on the local cpu's clock

Synopsis

| ocal _cl ock_ns: | ong()

Arguments

None

Description

This function returns the number of milliseconds on the local cpu's clock. This is always monotonic
comparing on the same cpu, but may have some drift between cpus (within about ajiffy).
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Timestamp Functions

function::local clock ns

function::local_clock_ns— Number of nanoseconds on the local cpu's clock

Synopsis

| ocal _cl ock_ns: | ong()

Arguments

None

Description

This function returns the number of nanoseconds on the local cpu's clock. This is always monotonic
comparing on the same cpu, but may have some drift between cpus (within about ajiffy).
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Timestamp Functions

function::local clock_s

function::local_clock_s— Number of seconds on the local cpu's clock

Synopsis

| ocal _cl ock_s: 1 ong()
Arguments

None
Description

Thisfunction returns the number of seconds on thelocal cpu's clock. Thisisalways monotonic comparing
on the same cpu, but may have some drift between cpus (within about a jiffy).
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Timestamp Functions

function::local clock us

function::local_clock_us— Number of microseconds on the local cpu's clock

Synopsis

| ocal _cl ock_us: | ong()
Arguments

None
Description

This function returns the number of microseconds on the local cpu's clock. This is always monotonic
comparing on the same cpu, but may have some drift between cpus (within about ajiffy).
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Timestamp Functions

function::read stopwatch _ms

function::read_stopwatch_ms — Reads the time in milliseconds for a stopwatch

Synopsis

read_st opwat ch_ns: | ong( namne: string)

Arguments

nane  stopwatch name

Description

Returns time in milliseconds for stopwatch namne. Creates stopwatch nane if it does not currently exist.
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Timestamp Functions

function::read _stopwatch_ns

function::read_stopwatch _ns — Reads the time in nanoseconds for a stopwatch

Synopsis

read_st opwat ch_ns: | ong(namne: string)

Arguments

nane  stopwatch name

Description

Returns time in nanoseconds for stopwatch nane. Creates stopwatch name if it does not currently exist.
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Timestamp Functions

function::read_stopwatch_s

function::read_stopwatch_s— Reads the time in seconds for a stopwatch

Synopsis

read_st opwat ch_s: | ong(nane: string)

Arguments

nane  stopwatch name

Description

Returns time in seconds for stopwatch namne. Creates stopwatch narre if it does not currently exist.
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Timestamp Functions

function::read_stopwatch_us

function::read_stopwatch_us — Reads the time in microseconds for a stopwatch

Synopsis

read_st opwat ch_us: | ong( name: string)

Arguments

nane  stopwatch name

Description

Returnstime in microseconds for stopwatch nane. Creates stopwatch nare if it does not currently exist.
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Timestamp Functions

function::start_stopwatch

function::start_stopwatch — Start a stopwatch

Synopsis

start _st opwat ch(nane: string)

Arguments

nane thestopwatch name

Description

Start stopwatch nane. Creates stopwatch nane if it does not currently exist.
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Timestamp Functions

function::stop_stopwatch

function::stop_stopwatch — Stop a stopwatch

Synopsis

st op_st opwat ch( name: string)

Arguments

nane thestopwatch name

Description

Stop stopwatch nane. Creates stopwatch narme if it does not currently exist.
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Chapter 4. Time utility functions

Utility functionsto turn seconds since the epoch (as returned by the timestamp function gettimeofday _s())
into a human readabl e date/time strings.
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Time utility functions

function::ctime

function::ctime — Convert seconds since epoch into human readabl e date/time string
Synopsis
1) ctine:string(epochsecs: | ong)

2) ctine:string()

Arguments

epochsecs Number of seconds since epoch (asreturned by get t i meof day_s)

Description

1) Takes an argument of seconds since the epoch as returned byget t i meof day_s. Returns a string of
theform

2) “Wed Jun 30 21:49:08 1993"

The string will always be exactly 24 characters. If the time would be unreasonable far in the past (before
what can be represented with a 32 bit offset in seconds from the epoch) an error will occur (which can be
avoided with try/catch). If the time would be unreasonable far in the future, an error will aso occur.

Note that the epoch (zero) corresponds to
“Thu Jan 1 00:00:00 1970"

The earliest full date given by ctime, corresponding to epochsecs -2147483648 is “Fri Dec 13 20:45:52
1901". Thelatest full date given by ctime, corresponding to epochsecs 2147483647 is“ Tue Jan 19 03:14:07
2038".

The abbreviations for the days of the week are ‘Sun’, ‘Mon’, ‘Tue’, ‘Wed’, ‘Thu’, ‘Fri’, and ‘Sat’. The
abbreviationsfor themonthsare‘Jan’, ‘Feb’, ‘Mar’, ‘Apr’, ‘May’, ‘Jun’, ‘dul’, ‘Aug’, ‘ Sep’, ‘Oct’, ‘Nov’,
and ‘Dec’.

Note that the real C library ct i me function puts a newline (\n') character at the end of the string that

this function does not. Also note that since the kernel has no concept of timezones, the returned time is
awaysin GMT.
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Time utility functions

function::tz_ctime

function::tz_ctime — Convert seconds since epoch into human readable date/time string, with local time
zone

Synopsis

tz ctine(epochsecs:)

Arguments

epochsecs number of seconds since epoch (asreturned by get t i meof day_s)
Description

Takes an argument of seconds since the epoch as returned by get t i neof day_s. Returns a string of
the same form as ct i ne, but offsets the epoch time for the local time zone, and appends the name of
the local time zone. The string length may vary. The time zone information is passed by staprun at script
startup only.
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Time utility functions

function::tz_gmtoff

function::tz_gmtoff — Return local time zone offset

Synopsis

tz gntoff()

Arguments

None

Description

Returns the local time zone offset (seconds west of UTC), as passed by staprun at script startup only.
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Time utility functions

function::tz_name

function::tz_name — Return local time zone name

Synopsis

tz_name()

Arguments

None

Description

Returnsthe local time zone name, as passed by staprun at script startup only.
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Chapter 5. Shell command functions

Utility functions to enqueue shell commands.
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Shell command functions

function::system

function::system — Issue a command to the system

Synopsis

system(cnd: string)
Arguments

cnd  the command to issue to the system

Description

This function runs a command on the system. The command is started in the background some time after
the current probe completes. The command isrun with the same UID asthe user running the stap or staprun

command. The runtime may impose a relatively short length limit on the command string. Exceeding it
may print awarning.
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Chapter 6. Memory Tapset

This family of probe points is used to probe memory-related events or query the memory usage of the
current process. It contains the following probe points:
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Memory Tapset

function::addr_to _node

function::addr_to_node — Returns which node a given address belongs to within aNUMA system

Synopsis

addr _to_node: | ong(addr: | ong)

Arguments

addr the address of the faulting memory access

Description

Thisfunction acceptsan address, and returnsthe node that the given addressbelongstoinaNUMA system.
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Memory Tapset

function::bytes to_string
function::bytes to_string — Human readable string for given bytes

Synopsis

bytes to_string:string(bytes:|ong)

Arguments

byt es Number of bytesto trandlate.

Description

Returns a string representing the number of bytes (up to 1024 bytes), the number of kilobytes (when less
than 1024K) postfixed by 'K', the number of megabytes (when less than 1024M) postfixed by 'M' or the
number of gigabytes postfixed by 'G'. If representing K, M or G, and the number isamount islessthan 100,
itincludesa'.' plus the remainer. The returned string will be 5 characters wide (padding with whitespace
at the front) unless negative or representing more than 9999G bytes.
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Memory Tapset

function::mem_page size
function::mem_page size — Number of bytesin a page for this architecture

Synopsis

mem page_si ze: |l ong()

Arguments

None
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Memory Tapset

function::pages_to_string
function::pages to_string — Turns pages into a human readable string

Synopsis

pages_to_string: string(pages: | ong)
Arguments

pages  Number of pagesto trandate.
Description

Multiplies pages by page_size to get the number of bytes and returns the result of
bytes_to_string.
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Memory Tapset

function::proc_mem_data

function::proc_mem_data— Program data size (data + stack) in pages
Synopsis
1) proc_nmemdata: |l ong()

2) proc_mem data: |l ong(pid:|ong)

Arguments

pi d Thepid of processto examine

Description

1) Returns the current process data size (data + stack) in pages, or zero when there is no current process
or the number of pages couldn't be retrieved.

2) Returns the given process data size (data + stack) in pages, or zero when the process doesn't exist or
the number of pages couldn't be retrieved.
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Memory Tapset

function::proc_mem_rss

function::proc_mem_rss— Program resident set size in pages
Synopsis
1) proc_nmemrss:|ong()

2) proc_memrss:|ong(pid:long)

Arguments

pi d Thepid of processto examine

Description

1) Returns the resident set size in pages of the current process, or zero when there is no current process
or the number of pages couldn't be retrieved.

2) Returns the resident set size in pages of the given process, or zero when the process doesn't exist or the
number of pages couldn't be retrieved.
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Memory Tapset

function::proc_mem_shr

function::proc_mem_shr — Program shared pages (from shared mappings)
Synopsis
1) proc_nem shr: |l ong()

2) proc_mem shr: 1 ong(pid:Iong)

Arguments

pi d Thepid of processto examine

Description

1) Returnsthe shared pages (from shared mappings) of the current process, or zero when thereisno current
process or the number of pages couldn't be retrieved.

2) Returnsthe shared pages (from shared mappings) of the given process, or zero when the process doesn't
exist or the number of pages couldn't be retrieved.
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Memory Tapset

function::proc_mem_size
function::proc_mem_size — Total program virtual memory sizein pages
Synopsis
1) proc_nem si ze: | ong()

2) proc_memsize: | ong(pid:Iong)

Arguments

pi d Thepid of processto examine

Description

1) Returns the total virtual memory size in pages of the current process, or zero when there is no current
process or the number of pages couldn't be retrieved.

2) Returns the total virtual memory size in pages of the given process, or zero when that process doesn't
exist or the number of pages couldn't be retrieved.
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Memory Tapset

function::proc_mem_string
function::proc_mem_string — Human readable string of process memory usage
Synopsis
1) proc_memstring:string()
2) proc_nemstring:string(pid:long)

Arguments

pi d Thepid of processto examine

Description

1) Returns a human readable string showing the size, rss, shr, txt and data of the memory used by the
current process. For example'size: 301m, rss; 11m, shr: 8m, txt: 52k, data: 2248k” .

2) Returns ahuman readable string showing the size, rss, shr, txt and data of the memory used by the given
process. For example'size: 301m, rss. 11m, shr: 8m, txt: 52k, data: 2248k” .
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Memory Tapset

function::proc_mem_txt

function::proc_mem_txt — Program text (code) size in pages
Synopsis
1) proc_nmemtxt:|long()

2) proc_memtxt: | ong(pid:Ilong)

Arguments

pi d Thepid of processto examine

Description

1) Returns the current process text (code) size in pages, or zero when there is no current process or the
number of pages couldn't be retrieved.

2) Returnsthe given processtext (code) sizein pages, or zero when the process doesn't exist or the number
of pages couldn't be retrieved.
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Memory Tapset

function::vm_fault_contains

function::vm_fault_contains — Test return value for page fault reason

Synopsis

vm faul t _contains: | ong(val ue: | ong, test: | ong)

Arguments

val ue the fault_type returned by vm.page fault.return

t est the type of fault to test for (VM_FAULT_OOM or similar)
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Memory Tapset

probe::vm.brk
probe::vm.brk — Fires when a brk is requested (i.e. the heap will be resized)
Synopsis
vm brk
Values
nane name of the probe point
addr ess the requested address
 ength the length of the memory segment
Context

The process calling brk.
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Memory Tapset

probe::vm.kfree

probe::vm.kfree — Fires when kfree is requested

Synopsis

vm kfree
Values
call _site address of the function calling this kmemory function
ptr pointer to the kmemory alocated which is returned by kmalloc
caller_function name of the caller function.
nane name of the probe point
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Memory Tapset

probe::vm.kmalloc

probe::vm.kmalloc — Fires when kmalloc is requested

Synopsis
vm knal | oc

Values

of p_fl ag_nane
name
bytes_all oc
bytes req

call er_function

gf p_fl ags
ptr
call _site

type of kmemory to allocate (in String format)
name of the probe point

allocated Bytes

requested Bytes

name of the caller function

type of kmemory to allocate

pointer to the kmemory allocated

address of the kmemory function
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Memory Tapset

probe::vm.kmalloc_node

probe::vm.kmalloc_node — Fires when kmalloc_node is requested

Synopsis

vm knal | oc_node

Values
call _site address of the function caling this kmemory function
ptr pointer to the kmemory allocated
bytes req requested Bytes
bytes_all oc allocated Bytes
call er_function name of the caller function
gf p_fl ags type of kmemory to allocate
of p_flag _nane type of kmemory to allocate(in string format)
nane name of the probe point
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Memory Tapset

probe::vm.kmem_cache_alloc

probe::vm.kmem_cache aloc — Fires when kmem_cache alloc is requested

Synopsis

vm knem cache_al | oc

Values

ptr

call _site

gf p_flag_nane
nane
bytes_req
bytes_all oc

caller_function

of p_fl ags

pointer to the kmemory allocated

address of the function calling this kmemory function.
type of kmemory to allocate(in string format)

name of the probe point

requested Bytes

allocated Bytes

name of the caller function.

type of kmemory to alocate
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Memory Tapset

probe::vm.kmem_cache_alloc_node

probe::vm.kmem_cache aloc_node — Fires when kmem_cache alloc_node is requested

Synopsis
vm knmem cache_al | oc_node

Values

of p_fl ags

call er_function
bytes_all oc
bytes req

name

gf p_fl ag_nane

call _site

ptr

type of kmemory to alocate

name of the caller function

allocated Bytes

requested Bytes

name of the probe point

type of kmemory to allocate(in string format)

address of the function calling this kmemory function

pointer to the kmemory allocated
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Memory Tapset

probe::vm.kmem_cache_free

probe::vm.kmem_cache free — Fires when kmem_cache freeis requested

Synopsis

vm knmem cache_free

Values
ptr Pointer to the kmemory allocated which isreturned by kmem_cache
call _site Address of the function calling this kmemory function
nane Name of the probe point
caller_function Name of the caller function.
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Memory Tapset

probe::vm.mmap

probe::vm.mmap — Fires when an mmap is requested

Synopsis
vm nmap
Values
nane name of the probe point
l ength the length of the memory segment
addr ess the requested address
Context

The process calling mmap.
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Memory Tapset

probe::vm.munmap

probe::vm.munmap — Fires when an munmap is requested

Synopsis
vm munnap
Values
addr ess the requested address
l ength the length of the memory segment
nane name of the probe point
Context

The process calling munmap.
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Memory Tapset

probe::vm.oom_Kkill

probe::vm.oom_kill — Fireswhen athread is selected for termination by the OOM killer
Synopsis

vm oom Ki | |

Values

task  thetask beingkilled

nane  name of the probe point

Context

The process that tried to consume excessive memory, and thus triggered the OOM.
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Memory Tapset

probe::vm.pagefault

probe::vm.pagefault — Records that a page fault occurred

Synopsis
vm pagef aul t
Values
nane name of the probe point
write access indicates whether this was awrite or read access; 1 indicates awrite, while
Oindicates aread
addr ess the address of the faulting memory access, i.e. the address that caused the
page fault
Context

The process which triggered the fault
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Memory Tapset

probe::vm.pagefault.return

probe::vm.pagefault.return — Indicates what type of fault occurred

Synopsis
vm pagefault.return
Values
nane name of the probe point
fault _type returns either 0 (VM_FAULT_OOM) for out of memory faults, 2

(VM_FAULT_MINOR) for minor faults, 3 (VM_FAULT_MAJOR) for major
faults, or 1 (VM_FAULT_SIGBUY) if the fault was neither OOM, minor fault,
nor major fault.
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Memory Tapset

probe::vm.write_shared

probe::vm.write_shared — Attempts at writing to a shared page

Synopsis
vm write_shared
Values
addr ess the address of the shared write
nane name of the probe point
Context

The context is the process attempting the write.

Description

Fires when a process attempts to write to a shared page. If a copy is necessary, this will be followed by
avm.write_shared_copy.
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Memory Tapset

probe::vm.write_shared copy

probe::vm.write_shared copy — Page copy for shared page write

Synopsis
vm write_shared_copy
Values
nane Name of the probe point
zero boolean indicating whether it is a zero page (can do a clear instead of a copy)
addr ess The address of the shared write
Context

The process attempting the write.

Description

Fires when awrite to a shared page requires a page copy. Thisis always preceded by avm.write_shared.
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Chapter 7. Task Time Tapset

This tapset defines utility functions to query time related properties of the current tasks, trandate thosein
miliseconds and human readabl e strings.
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Task Time Tapset

function::cputime_to_msecs

function::cputime_to_msecs — Tranglates the given cputime into milliseconds

Synopsis

cputinme_to_msecs: | ong(cputime: | ong)

Arguments

cputime Time to convert to milliseconds.
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Task Time Tapset

function::cputime_to_string
function::cputime_to_string — Human readable string for given cputime

Synopsis

cputinme_to_string:string(cputine:long)
Arguments

cputime Time to trandate.

Description

Equivalent to calling: msec_to_string (cputime_to_msecs (cputime).
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Task Time Tapset

function::cputime_to_usecs

function::cputime_to_usecs — Tranglates the given cputime into microseconds

Synopsis

cputinme_to_usecs: |l ong(cputinme:|long)

Arguments

cputime Time to convert to microseconds.
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Task Time Tapset

function::msecs_to_string

function::msecs_to_string — Human readable string for given milliseconds

Synopsis

nsecs_to_string:string(nsecs:|ong)

Arguments

nsecs Number of milliseconds to trand ate.

Description

Returns a string representing the number of milliseconds as a human readable string consisting of
“XmY.ZZZs’, where X is the number of minutes, Y is the number of seconds and ZZZ is the number
of milliseconds.
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Task Time Tapset

function::nsecs_to_string

function::nsecs_to_string — Human readable string for given nanoseconds

Synopsis

nsecs_to_string:string(nsecs:|ong)

Arguments

nsecs Number of nanoseconds to trandlate.

Description

Returns a string representing the number of nanoseconds as a human readable string consisting of
“XmY.ZZZ7277s’, where X is the number of minutes, Y isthe number of seconds and 22727277777 is
the number of nanoseconds.
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Task Time Tapset

function::task_start _time

function::task_start_time — Start time of the given task

Synopsis

task _start _time:long(tid:Ilong)

Arguments

tid Threadid of the given task

Description

Returns the start time of the given task in nanoseconds since boot time or O if the task does not exist.

194



Task Time Tapset

function::task_stime

function::task_stime — System time of the task
Synopsis

1) task_stine: | ong()

2) task_stine:long(tid:Iong)
Arguments

tid Threadid of the given task

Description

1) Returns the system time of the current task in cputime. Does not include any time used by other tasks
in this process, nor does it include any time of the children of this task.

2) Returns the system time of the given task in cputime, or zero if the task doesn't exist. Does not include
any time used by other tasksin this process, nor does it include any time of the children of this task.
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Task Time Tapset

function::task_time_string
function::task_time_string — Human readable string of task time usage

Synopsis

task_time_string:string()
Arguments

None
Description

Returns a human readable string showing the user and system time the current task has used up to now.
For example “usr: 0m12.908s, sys: 1m6.851s’.
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Task Time Tapset

function::task_time_string_tid
function::task_time_string_tid — Human readabl e string of task time usage

Synopsis

task tinme_string tid:string(tid:long)
Arguments

tid Threadid of the given task
Description

Returns a human readabl e string showing the user and system time the given task has used up to now. For
example “usr: 0m12.908s, sys: 1m6.851s’.

197



Task Time Tapset

function::task_utime

function::task_utime — User time of the task
Synopsis

1) task_utine: | ong()

2) task_utine:long(tid:Iong)
Arguments

tid Threadid of the given task

Description

1) Returns the user time of the current task in cputime. Does not include any time used by other tasks in
this process, nor does it include any time of the children of this task.

2) Returnsthe user time of the given task in cputime, or zero if the task doesn't exist. Does not include any
time used by other tasks in this process, nor does it include any time of the children of this task.
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Task Time Tapset

function::usecs_to_string

function::usecs to_string — Human readable string for given microseconds

Synopsis

usecs_to_string:string(usecs:|ong)

Arguments

usecs Number of microseconds to translate.

Description

Returns a string representing the number of microseconds as a human readable string consisting of
“XmY.ZZZ7277s’, where X is the number of minutes, Y is the number of seconds and ZZZZZ77 is the
number of microseconds.
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Chapter 8. Scheduler Tapset

This family of probe pointsis used to probe the task scheduler activities. It contains the following probe
points:
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Scheduler Tapset

probe::scheduler.balance
probe::scheduler.balance — A cpu attempting to find more work.
Synopsis

schedul er. bal ance

Values

name  name of the probe point

Context

The cpu looking for more work.
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Scheduler Tapset

probe::scheduler.cpu_off

probe::scheduler.cpu_off — Process is about to stop running on a cpu

Synopsis

schedul er. cpu_of f

Values

task_prev
nane
t ask_next

idle

Context

the process |eaving the cpu (same as current)
name of the probe point
the process replacing current

boolean indicating whether current is the idle process

The process leaving the cpu.
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Scheduler Tapset

probe::scheduler.cpu_on

probe::scheduler.cpu_on — Process is beginning execution on a cpu

Synopsis

schedul er. cpu_on

Values
idle - boolean indicating whether current is the idle process
task_prev the process that was previoudly running on this cpu
nane name of the probe point

Context

The resuming process.
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Scheduler Tapset

probe::scheduler.ctxswitch

probe::scheduler.ctxswitch — A context switch is occuring.

Synopsis

schedul er. ct xswi tch

Values

prev_tid
nexttsk state
prevtsk state
next tid
prev_priority
prev_pid
prev_task_nane
next task_name
next _priority
next _pid

nane

The TID of the process to be switched out
the state of the process to be switched in

the state of the process to be switched out
The TID of the processto be switched in
The priority of the process to be switched out
The PID of the process to be switched out
The name of the process to be switched out
The name of the process to be switched in
The priority of the processto be switched in
The PID of the process to be switched in

name of the probe point
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Scheduler Tapset

probe::scheduler.kthread stop

probe::scheduler.kthread stop — A thread created by kthread create is being stopped

Synopsis
schedul er. kt hread_st op

Values
thread _pid PID of the thread being stopped
thread_priority priority of the thread
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Scheduler Tapset

probe::scheduler.kthread stop.return

probe::scheduler.kthread stop.return — A kthread is stopped and gets the return value

Synopsis
schedul er. kt hread_stop.return

Values
return_val ue return value after stopping the thread
nane name of the probe point
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Scheduler Tapset

probe::scheduler.migrate

probe::scheduler.migrate — Task migrating across cpus

Synopsis
schedul er. m grate

Values
cpu_from the original cpu
pi d PID of the task being migrated
cpu_to the destination cpu
t ask the process that is being migrated
nane name of the probe point
priority priority of the task being migrated
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Scheduler Tapset

probe::scheduler.process_exit

probe::scheduler.process _exit — Process exiting

Synopsis
schedul er. process_exi t

Values
pi d PID of the process exiting
priority priority of the process exiting
nane name of the probe point
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Scheduler Tapset

probe::scheduler.process fork

probe::scheduler.process fork — Process forked

Synopsis
schedul er. process_fork

Values
nane name of the probe point
parent pid PID of the parent process
child pid PID of the child process
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Scheduler Tapset

probe::scheduler.process_free

probe::scheduler.process free — Scheduler freeing a data structure for a process

Synopsis
schedul er. process_free

Values
pi d PID of the process getting freed
priority priority of the process getting freed
nane name of the probe point

210



Scheduler Tapset

probe::scheduler.process_wait
probe::schedul er.process wait — Scheduler starting to wait on a process
Synopsis
schedul er. process_wai t

Values

name  name of the probe point

pi d PID of the process scheduler iswaiting on
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Scheduler Tapset

probe::scheduler.signal_send

probe::scheduler.signal_send — Sending a signal

Synopsis
schedul er. si gnal _send
Values
pi d pid of the process sending signal
si gnal _nunber signal number
nane name of the probe point
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Scheduler Tapset

probe::scheduler.tick

probe::scheduler.tick — Schedulersinternal tick, a processes timeslice accounting is updated
Synopsis

schedul er.tick
Values

i dl e boolean indicating whether current is the idle process

nane  name of the probe point

Context

The process whose accounting will be updated.
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Scheduler Tapset

probe::scheduler.wait_task

probe::scheduler.wait_task — Waiting on atask to unschedule (become inactive)

Synopsis
schedul er.wait _task
Values
task _priority priority of the task
task_pid PID of the task the scheduler is waiting on
nane name of the probe point
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Scheduler Tapset

probe::scheduler.wakeup

probe::schedul er.wakeup — Task iswoken up

Synopsis

schedul er . wakeup

Values

task _state
task_priority
task pid
task_cpu
task tid

nanme

state of the task being woken up
priority of the task being woken up
PID of the task being woken up
cpu of the task being woken up

tid of the task being woken up

name of the probe point
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Scheduler Tapset

probe::scheduler.wakeup new

probe::scheduler.wakeup _new — Newly created task iswoken up for thefirst time

Synopsis
schedul er. wakeup_new

Values
task _state state of the task woken up
task_cpu cpu of the task woken up
task pid PID of the new task woken up
task _priority priority of the new task
task _tid TID of the new task woken up
nane name of the probe point
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Chapter 9. IO Scheduler and block 10
Tapset

This family of probe points is used to probe block 10 layer and 10 scheduler activities. It contains the
following probe points:
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IO Scheduler and block 10 Tapset

probe::ioblock.end

probe::ioblock.end — Fires whenever ablock /O transfer is complete.

Synopsis
i obl ock. end

Values

fl ags see below BIO UPTODATE 0O ok after

hw_segment s

BIO_RW_BLOCK 1 RW_AHEAD set, and read/write would block
BIO_EOF 2 out-out-bounds error BIO_SEG _VALID 3nr_hw_seg vaid
BIO_CLONED 4 doesn't own data BIO_BOUNCED 5 bio is a bounce
bio BIO_USER_MAPPED 6 contains user pages BIO_ EOPNOTSUPP 7
not supported

number of segments after physical and DMA remapping hardware
coalescing is performed

bio vector count which represents number of array element (page, offset,

rw binary trace for read/write request
i no i-node number of the mapped file
sect or beginning sector for the entire bio
error 0 on success
nane name of the probe point
i dx offset into the bio vector array
vent
length) which makes up this 1/O request
si ze total sizein bytes
opf operations and flags

byt es_done

devnane

phys_segnent s

number of bytestransferred
block device name

number of segments in this bio after physical address coalescing is
performed.

Context

The process signals the transfer is done.
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IO Scheduler and block 10 Tapset

probe::ioblock.request

probe::ioblock.request — Fires whenever making a generic block 1/O request.

Synopsis

i obl ock. request

Values

opf
p_start_sect
size

vent
bdev
i dx

phys_segnents

bdev_cont ai ns

devnane

hw_segment s

fl ags

name
sect or
i no

rw

Context

operations and flags
points to the start sector of the partition structure of the device
total sizein bytes

bio vector count which represents number of array element (page, offset,
length) which make up this 1/0 request

target block device
offset into the bio vector array

number of segments in this bio after physical address coalescing is
performed

pointsto the device object which containsthe partition (when bio structure
represents a partition)

block device name

number of segments after physical and DMA remapping hardware
coalescing is performed

see below BIO UPTODATE O ok after 1/O completion
BIO RW BLOCK 1 RW_AHEAD set, and read/write would block
BIO_EOF 2 out-out-bounds error BIO_SEG_VALID 3 nr_hw_seg valid
BIO_CLONED 4 doesn't own data BIO_BOUNCED 5 bhio is a bounce
bio BIO_USER_MAPPED 6 contains user pages BIO_ EOPNOTSUPP 7
not supported

name of the probe point
beginning sector for the entire bio
i-node number of the mapped file

binary trace for read/write request

The process makes block 1/0 request
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IO Scheduler and block 10 Tapset

probe::ioblock trace.bounce

probe::ioblock_trace.bounce — Fires whenever a buffer bounce is needed for at |east one page of ablock
1O request.

Synopsis
i obl ock_trace. bounce

Values

bdev_cont ai ns

devnane

byt es_done
opf

si ze

p_start_sect

pointsto the device object which containsthe partition (when bio structure
represents a partition)

device for which a buffer bounce was needed.
number of bytestransferred

operations and flags

total sizein bytes

points to the start sector of the partition structure of the device

vent bio vector count which represents number of array element (page, offset,
length) which makes up this 1/O request

i dx offset into the bio vector array phys_segmnent s - number of segments
in this bio after physical address coalescing is performed.

bdev target block device

nane name of the probe point

sect or beginning sector for the entire bio

i no i-node number of the mapped file

rw binary trace for read/write request

q reguest queue on which this bio was queued.

flags see beow BIO UPTODATE O ok after 1/O completion
BIO_ RW _BLOCK 1 RW_AHEAD set, and read/write would block
BIO_EOF 2 out-out-bounds error BIO_SEG VALID 3nr_hw_seg valid
BIO_CLONED 4 doesn't own data BIO_BOUNCED 5 bio is a bounce
bio BIO_USER_MAPPED 6 contains user pages BIO_EOPNOTSUPP 7
not supported

Context

The process creating a block 10 request.
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probe::ioblock trace.end

probe::ioblock_trace.end — Fires whenever ablock /O transfer is complete.

Synopsis
i obl ock_trace. end

Values

flags

q

sect or
name
rw

i no

vent

opf
p_start_sect
si ze

bdev

i dx
bdev_cont ai ns

devnane

byt es_done

Context

see below BIO UPTODATE 0O ok after 1/O completion
BIO_RW_BLOCK 1 RW_AHEAD set, and read/write would block
BIO_EOF 2 out-out-bounds error BIO_SEG _VALID 3nr_hw_seg vaid
BIO_CLONED 4 doesn't own data BIO_BOUNCED 5 bio is a bounce
bio BIO_USER_MAPPED 6 contains user pages BIO_ EOPNOTSUPP 7
not supported

reguest queue on which this bio was queued.
beginning sector for the entire bio

name of the probe point

binary trace for read/write request

i-node number of the mapped file

bio vector count which represents number of array element (page, offset,
length) which makes up this 1/O request

operations and flags

points to the start sector of the partition structure of the device
total sizein bytes

target block device

offset into the bio vector array phys_segnent s - number of segments
in this bio after physical address coalescing is performed.

pointsto the device object which containsthe partition (when bio structure
represents a partition)

block device name

number of bytestransferred

The process signals the transfer is done.
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probe::ioblock trace.request

probe::ioblock_trace.request — Fires just as a generic block 1/0O request is created for abio.
Synopsis
i obl ock_trace. request

Values

byt es_done

bdev_cont ai ns

number of bytes transferred

pointsto the device object which containsthe partition (when bio structure
represents a partition)

devnane block device name

bdev target block device

i dx offset into the bio vector array phys_segmnent s - number of segments
in this bio after physical address coalescing is performed.

opf operations and flags

si ze total sizein bytes

p_start_sect

points to the start sector of the partition structure of the device

vcnt bio vector count which represents number of array element (page, offset,
length) which make up this I/O request

i no i-node number of the mapped file

rw binary trace for read/write request

nane name of the probe point

sect or beginning sector for the entire bio

q reguest queue on which this bio was queued.

flags see beow BIO UPTODATE O ok after 1/O completion
BIO_ RW _BLOCK 1 RW_AHEAD set, and read/write would block
BIO_EOF 2 out-out-bounds error BIO_SEG VALID 3nr_hw_seg valid
BIO_CLONED 4 doesn't own data BIO_BOUNCED 5 bio is a bounce
bio BIO_USER_MAPPED 6 contains user pages BIO_EOPNOTSUPP 7
not supported

Context

The process makes block 1/0 request
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probe::ioscheduler.elv_add request

probe::ioscheduler.elv_add request — probe to indicate request is added to the request queue.

Synopsis
i oschedul er. el v_add_request
Values
rg_fl ags Request flags.
di sk_m nor Disk minor number of request.
rq Address of request.
el evat or _nane Thetype of 1/0 elevator currently enabled.
q Pointer to request queue.
di sk_mmj or Disk major no of request.
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probe::ioscheduler.elv_add request.kp

probe::ioscheduler.elv_add request.kp — kprobe based probe to indicate that a request was added to the

request queue

Synopsis
i oschedul er. el v_add request. kp

Values
di sk_maj or Disk major number of the request
q pointer to request queue
rq Address of the request
el evat or _nane The type of 1/0 elevator currently enabled
di sk_m nor Disk minor number of the request
nane Name of the probe point
rg_flags Request flags
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probe::ioscheduler.elv_add request.tp

probe::ioscheduler.elv_add request.tp — tracepoint based probe to indicate a request is added to the

request queue.

Synopsis
i oschedul er. el v_add request.tp

Values
el evat or _nane Thetype of 1/0 elevator currently enabled.
rq Address of request.
q Pointer to request queue.
di sk_rmmj or Disk major no of request.
rg_flags Request flags.
di sk_m nor Disk minor number of request.
nane Name of the probe point
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probe::ioscheduler.elv_completed request

probe::ioscheduler.elv_completed request — Fires when arequest is completed

Synopsis
i oschedul er. el v_conpl et ed_request
Values
rq Address of the request
el evat or _nane The type of 1/0 elevator currently enabled
di sk_mmj or Disk major number of the request
rg_fl ags Request flags
nane Name of the probe point
di sk_m nor Disk minor number of the request
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probe::ioscheduler.elv_next _request

probe::ioscheduler.elv_next_request — Fires when arequest is retrieved from the request queue

Synopsis
i oschedul er. el v_next request
Values
nane Name of the probe point
el evat or _nane The type of 1/0 elevator currently enabled
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probe::ioscheduler.elv_next_request.return

probe::ioscheduler.elv_next_request.return — Fires when arequest retrieval issues areturn signal

Synopsis
i oschedul er. el v_next _request.return
Values
rq Address of the request
rg_flags Request flags
di sk_mmj or Disk major number of the request
di sk_mi nor Disk minor number of the request
nane Name of the probe point
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probe::ioscheduler_trace.elv_abort _request

probe::ioscheduler_trace.elv_abort_request — Fires when arequest is aborted.

Synopsis
i oschedul er _trace. el v_abort_request
Values
di sk_maj or Disk major no of reguest.
el evat or _nane The type of 1/0 elevator currently enabled.
rq Address of request.
di sk_mi nor Disk minor number of reguest.
nane Name of the probe point
rg_flags Request flags.
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probe::ioscheduler_trace.elv_completed request

probe::ioscheduler_trace.elv_completed request — Fires when arequest is

Synopsis

i oschedul er _trace.elv_conpl et ed_request
Values

rg_flags Request flags.

di sk_m nor Disk minor number of request.

nane Name of the probe point

rq Address of request.

el evat or _nane The type of 1/0 elevator currently enabled.

di sk_mmj or Disk major no of request.
Description

compl eted.
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probe::ioscheduler_trace.elv_issue _request

probe::ioscheduler_trace.elv_issue request — Fireswhen arequest is

Synopsis

i oschedul er _trace. el v_i ssue_request
Values

rg_flags Request flags.

nane Name of the probe point

di sk_m nor Disk minor number of request.

el evat or _nane Thetype of 1/0 elevator currently enabled.

rq Address of request.

di sk_mmj or Disk major no of request.
Description

scheduled.
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probe::ioscheduler_trace.elv_requeue request

probe::ioscheduler_trace.elv_requeue request — Fireswhen arequest is

Synopsis
i oschedul er _trace. el v_requeue_request
Values
di sk_maj or Disk major no of reguest.
rq Address of request.
el evat or _nane The type of 1/0 elevator currently enabled.
di sk_mi nor Disk minor number of reguest.
nane Name of the probe point
rg_flags Request flags.
Description

put back on the queue, when the hadware cannot accept more requests.
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probe::ioscheduler_trace.plug

probe::ioscheduler_trace.plug — Fires when arequest queue is plugged;

Synopsis

i oschedul er _trace. pl ug
Values

rq_queue request queue

name Name of the probe point
Description

ie, requests in the queue cannot be serviced by block driver.
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probe::ioscheduler_trace.unplug io

probe::ioscheduler_trace.unplug_io — Fires when arequest queue is unplugged;

Synopsis

i oschedul er _trace. unpl ug_i o
Values

rq_queue request queue

name Name of the probe point
Description

Either, when number of pending requestsin the queue exceeds threshold or, upon expiration of timer that
was activated when queue was plugged.
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probe::ioscheduler_trace.unplug timer

probe::ioscheduler_trace.unplug_timer — Fires when unplug timer associated

Synopsis

i oschedul er _trace. unpl ug_ti mer
Values

rq_queue request queue

name Name of the probe point
Description

with arequest queue expires.
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Chapter 10. SCSI Tapset

Thisfamily of probe pointsis used to probe SCSI activities. It contains the following probe points:
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probe::scsi.iocompleted

probe::scsi.iocompleted — SCSI mid-layer running the completion processing for block device 1/0
requests

Synopsis

scsi . i oconpl et ed

Values
device_state_str The current state of the device, asastring
data _direction The data_direction specifies whether this command is from/
to the device
req_addr The current struct request pointer, as a number
data_direction_str Data direction, asastring
dev_id The scsi deviceid
channel The channel number
host _no The host number
[ un The lun number
device_state The current state of the device
goodbyt es The bytes completed
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probe::scsi.iodispatching

probe::scsi.iodispatching — SCSI mid-layer dispatched low-level SCSI command

Synopsis

scsi . i odi spat chi ng

Values

device_state

[ un

host _no

request _bufflen

data _direction

req_addr
device_state_str
request _buffer
channel

dev_id

data direction_str

The current state of the device
The lun number

The host number

The reguest buffer length

The data direction specifies whether this command
is from/to the device 0 (DMA_BIDIRECTIONAL),
1 (DMA_TO_DEVICE), 2 (DMA_FROM_DEVICE), 3
(DMA_NONE)

The current struct request pointer, as a number
The current state of the device, asastring

The request buffer address

The channel number

The scsi deviceid

Data direction, asastring
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probe::scsi.iodone

probe::scsi.iodone — SCSI command completed by low level driver and enqueued into the done queue.
Synopsis

scsi . i odone

Values
device_state_str The current state of the device, asastring
data _direction The data_direction specifies whether this command is from/
to the device.
req_addr The current struct request pointer, as a number
dev_id The scsi deviceid
channel The channel number
data_direction_str Data direction, asastring
host _no The host number
device_state The current state of the device
['un The [un number
scsi _ti mer_pendi ng 1if atimer is pending on this request
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probe::scsi.ioentry

probe::scsi.ioentry — Prepares a SCS| mid-layer request
Synopsis

scsi.ioentry

Values
device_state_str The current state of the device, asastring
req_addr The current struct request pointer, as a number
di sk_m nor The minor number of the disk (-1 if no information)
di sk_maj or The major number of the disk (-1 if no information)
device_state The current state of the device
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probe::scsi.ioexecute

probe::scsi.ioexecute — Create mid-layer SCSI request and wait for the result

Synopsis

scsi . i oexecut e

Values

host _no

[ un
device_state
retries
device_state_str

data_direction

request _bufflen

ti meout
data_direction_str
request _buffer
dev_id

channel

The host number

The lun number

The current state of the device

Number of timesto retry request

The current state of the device, asastring

The data_direction specifies whether this command is from/
to the device.

The data buffer buffer length
Request timeout in seconds
Data direction, asastring
The data buffer address

The scsi deviceid

The channel number
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probe::.scsi.set_state

probe::scsi.set_state — Order SCSI device state change

Synopsis

scsi.set_state

Values
old state str The current state of the device, asastring
state The new state of the device
old state The current state of the device
host _no The host number
[ un The lun number
dev_id The scsi deviceid
channel The channel number
state_str The new state of the device, asastring
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Chapter 11. TTY Tapset

This family of probe points is used to probe TTY (Teletype) activities. It contains the following probe
points:
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probe::tty.init

probe::tty.init — Called when atty is being initalized

Synopsis
tty.init
Values
driver_name the driver name
namne the driver .dev_name name
nodul e the module name
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probe::tty.ioctl

probe::tty.ioctl — called when aiioctl is request to the tty

Synopsis
tty.ioctl
Values
name  thefile name
cmd the ioctl command
arg theioctl argument
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probe::tty.open

probe::tty.open — Called when atty is opened

Synopsis
tty. open

Values
i node_f | ags theinode flags
file_name the file name
i node_state the inode state
file_flags thefileflags
file_node the file mode
i node_nunber the inode number
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probe::tty.poll

probe::tty.poll — Called when atty deviceis being polled

Synopsis
tty. poll

Values
file_name the tty file name
wai t _key the wait queue key
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probe::tty.read

probe::tty.read — called when atty line will be read

Synopsis
tty.read

Values
buf f er the buffer that will receive the characters
file_name the file name Ireated to the tty
nr The amount of charactersto be read
driver_name the driver name
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probe::tty.receive

probe::tty.receive — called when atty receives a message

Synopsis
tty.receive
Values
id
driver name

nanme

fp
count

i ndex

cp

thetty id

the driver name

the name of the module file

The flag buffer

The amount of characters received
The tty Index

the buffer that was received
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probe::tty.register

probe::tty.register — Called when atty deviceisregistred

Synopsis
tty.register
Values
nodul e the module name
i ndex the tty index requested
driver_nane the driver name
nane the driver .dev_name name
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probe::tty.release

probe::tty.release — Called when the tty is closed

Synopsis
tty.rel ease

Values
file_node
i node_nunber
file flags
i node_state
file_name

i node_fl ags

the file mode

the inode number
thefileflags

the inode state
the file name

the inode flags

251



TTY Tapset

probe::tty.resize

probe::tty.resize — Called when aterminal resize happens
Synopsis

tty.resize

Values
new_col the new col value
ol d_xpi xel the old xpixel
ol d row the old row value
new_ypi xel the new ypixel value
new_xpi xel the new xpixel value
ol d_ypi xel the old ypixel
new_r ow the new row value
ol d_col the old col value
nane the tty name
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probe::tty.unregister

probe::tty.unregister — Called when atty device is being unregistered

Synopsis
tty.unregister

Values
nodul e the module name
i ndex the tty index requested
nane the driver .dev_name name
driver_name the driver name
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probe::tty.write

probe::tty.write — write to the tty line

Synopsis
tty.wite

Values
driver_name the driver name
nr The amount of characters
buff er the buffer that will be written
file_name the file name Ireated to the tty
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Chapter 12. Interrupt Request (IRQ)
Tapset

This family of probe points is used to probe interrupt request (IRQ) activities. It contains the following
probe points:
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probe::irg_handler.entry

probe::irq_handler.entry — Execution of interrupt handler starting

Synopsis
irqg_handler.entry

Values
dir
next _irqaction
t hread
flags_str
t hread_fl ags
thread fn
action
dev_name
flags
irq
dev_id

handl er

pointer to the proc/irg/NN/name entry
pointer to next irgaction for shared interrupts
thread pointer for threaded interrupts
symbolic string representation of IRQ flags
Flags related to thread

interrupt handler function for threaded interrupts
struct irgaction* for thisinterrupt num

name of device

Flags for IRQ handler

irg number

Cookie to identify device

interrupt handler function
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probe::irq_handler.exit

probe::irq_handler.exit — Execution of interrupt handler completed
Synopsis
i rq_handler.exit

Values

action

t hread_fl ags

struct irgaction*

Flags related to thread

thread fn interrupt handler function for threaded interrupts
flags_str symbolic string representation of IRQ flags
t hr ead thread pointer for threaded interrupts

next irqaction

pointer to next irgaction for shared interrupts

dir pointer to the proc/irg/NN/name entry
handl er interrupt handler function that was executed
ret return value of the handler

dev_id Cookieto identify device

fl ags flags for IRQ handler

irq interrupt number

dev_nane name of device

257



Interrupt Request (IRQ) Tapset

probe::softirg.entry

probe::softirg.entry — Execution of handler for a pending softirq starting

Synopsis

softirqg.entry

Values

h
vec_nr
action

vec

struct softirg_action* for current pending softirq
softirq vector number
pointer to softirg handler just about to execute

softirq_action vector
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probe::softirg.exit

probe::softirg.exit — Execution of handler for a pending softirqg completed

Synopsis

softirq.exit

Values
vec_nr
h
vec

action

softirg vector number
struct softirg_action* for just executed softirq
softirg_action vector

pointer to softirg handler that just finished execution
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probe::workqueue.create

probe::workqueue.create — Creating a new workqueue

Synopsis
wor kqueue. creat e
Values
wg_t hread task_struct of the workqueue thread
cpu cpu for which the worker thread is created
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probe::workqueue.destroy

probe::workqueue.destroy — Destroying workqueue

Synopsis
wor kqueue. dest r oy
Values
wg_t hread task_struct of the workqueue thread
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probe::workqueue.execute

probe::workqueue.execute — Executing deferred work

Synopsis
wor kqueue. execut e
Values
wg_t hread task_struct of the workqueue thread
wor k_func pointer to handler function
wor k work_struct* being executed
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probe::workqueue.insert

probe::workqueue.insert — Queuing work on aworkqueue

Synopsis
wor kqueue. i nsert
Values
wor k work_struct* being queued
wor k_func pointer to handler function
wg_t hread task_struct of the workqueue thread

263



Chapter 13. Networking Tapset

Thisfamily of probe pointsis used to probe the activities of the network device and protocol layers.
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function::format_ipaddr

function::format_ipaddr — Returns a string representation for an | P address

Synopsis

format _i paddr:string(addr:long,famly:long)

Arguments

addr the | P address

famly the IP address family (either AF_INET or AF_INET6)
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function::htonl

function::htonl — Convert 32-bit long from host to network order

Synopsis

ht onl : | ong(x: | ong)

Arguments

x Vaueto convert
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function::htonll
function::htonll — Convert 64-bit long long from host to network order
Synopsis
htonl | : 1 ong(x: 1 ong)
Arguments

x Vaueto convert
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function::htons

function::htons — Convert 16-bit short from host to network order

Synopsis

ht ons: | ong(x: | ong)

Arguments

x Vaueto convert
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function::ip_ntop

function::ip_ntop — Returns a string representation for an 1Pv4 address

Synopsis

i p_ntop:string(addr:|ong)

Arguments

addr the |Pv4 address represented as an integer
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function::ntohl

function::ntohl — Convert 32-bit long from network to host order

Synopsis

nt ohl : | ong(x: | ong)

Arguments

x Vaueto convert
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function::ntohll
function::ntohll — Convert 64-bit long long from network to host order
Synopsis
nt ohl | : 1 ong(x: 1 ong)
Arguments

x Vaueto convert
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function::ntohs

function::ntohs — Convert 16-bit short from network to host order

Synopsis

nt ohs: | ong(x: | ong)

Arguments

x Vaueto convert
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probe::netdev.change _mac

probe::netdev.change_mac — Called when the netdev_name has the MAC changed

Synopsis
net dev. change_mac
Values
new_nac The new MAC address
ol d_nac The current MAC address
mac_| en The MAC length
dev_nane The device that will have the MAC changed

273



Networking Tapset

probe::netdev.change mtu

probe::netdev.change_mtu — Called when the netdev MTU is changed

Synopsis
net dev. change_mntu
Values
old ntu The current MTU
new ntu Thenew MTU
dev_nane The device that will have the MTU changed
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probe::netdev.change rx_flag

probe::netdev.change rx_flag — Called when the device RX flag will be changed

Synopsis
net dev. change rx _fl ag

Values
dev_nane The device that will be changed
fl ags The new flags
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probe::netdev.close

probe::netdev.close — Called when the device is closed
Synopsis
net dev. cl ose

Values

dev_nane The device that is going to be closed
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probe::netdev.get_stats

probe::netdev.get_stats — Called when someone asks the device statistics

Synopsis
net dev. get _stats
Values
dev_nane The device that is going to provide the statistics
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probe::netdev.hard_transmit

probe::netdev.hard_transmit — Called when the devicesis going to TX (hard)

Synopsis
netdev. hard_transm t

Values
[ ength The length of the transmit buffer.
pr ot ocol The protocol used in the transmission
truesize The size of the data to be transmitted.
dev_nane The device scheduled to transmit
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probe::netdev.ioctl

probe::netdev.ioctl — Called when the device suffersan IOCTL
Synopsis

net dev. i oct |

Values

cnmd  ThelOCTL request

arg ThelOCTL argument (usually the netdev interface)
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probe::netdev.open

probe::netdev.open — Called when the device is opened
Synopsis
net dev. open

Values

dev_nane The device that is going to be opened
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probe::netdev.receive

probe::netdev.receive — Data received from network device.

Synopsis
net dev. recei ve
Values
dev_nane The name of the device. e.g: ethO, athl.
pr ot ocol Protocol of received packet.
| ength The length of the receiving buffer.
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probe::netdev.register

probe::netdev.register — Called when the device is registered

Synopsis
net dev. r egi ster
Values
dev_nane The device that is going to be registered
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probe::netdev.rx

probe::netdev.rx — Called when the device is going to receive a packet

Synopsis
net dev. rx

Values
dev_nane The device received the packet
pr ot ocol The packet protocol
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probe::netdev.set_promiscuity

probe::netdev.set_promiscuity — Called when the device enters/| eaves promiscuity
Synopsis

net dev. set _prom scuity

Values
inc Count the number of promiscuity openers
di sabl e If the deviceis leaving promiscuity mode
dev_nane The device that is entering/leaving promiscuity mode
enabl e If the deviceis entering promiscuity mode
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probe::netdev.transmit

probe::netdev.transmit — Network device transmitting buffer

Synopsis

netdev.transm t

Values

pr ot ocol
dev_narme
truesize

[ ength

The protocol of this packet(defined in include/linux/if_ether.h).
The name of the device. e.g: ethO, athl.
The size of the data to be transmitted.

The length of the transmit buffer.
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probe::netdev.unregister

probe::netdev.unregister — Called when the device is being unregistered

Synopsis
net dev. unr egi st er
Values
dev_nane The device that is going to be unregistered
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probe::netfilter.arp.forward

probe::netfilter.arp.forward — - Called for each ARP packet to be forwarded

Synopsis

netfilter.arp.forward

Values

pf
ar_pln
ar_pro

nf _repeat

out dev_nane

nf _stop

i ndev_nane

ar_sha

nf _queue
ar_tha
data_str
[ ength
out dev

nf _stol en
ar_hln
dat a_hex
ar_sip
ar_op
ar_hrd

nf _accept
ar_tip
ar_data

i ndev

ar phdr

Protocol family -- always“arp”

Length of protocol address

Format of protocol address

Constant used to signify a'repeat’ verdict

Name of network device packet will be routed to (if known)
Constant used to signify a'stop’ verdict

Name of network device packet was received on (if known)
Ethernet+IP only (ar_pro==0x800): source hardware (MAC) address
Constant used to signify a'queue’ verdict

Ethernet+IP only (ar_pro==0x800): target hardware (MAC) address
A string representing the packet buffer contents

The length of the packet buffer contents, in bytes

Address of net_device representing output device, 0 if unknown
Constant used to signify a'stolen’ verdict

Length of hardware address

A hexadecimal string representing the packet buffer contents
Ethernet+IP only (ar_pro==0x800): source |P address

ARP opcode (command)

Format of hardware address

Constant used to signify an ‘accept’ verdict

Ethernet+IP only (ar_pro==0x800): target | P address

Address of ARP packet data region (after the header)

Address of net_device representing input device, 0 if unknown

Address of ARP header
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nf _drop Constant used to signify a'drop' verdict
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probe::netfilter.arp.in

probe::netfilter.arp.in — - Called for each incoming ARP packet

Synopsis

netfilter.arp.in

out dev_nane

Values
out dev Address of net_device representing output device, 0 if unknown
ar_hln Length of hardware address
nf _stol en Constant used to signify a'stolen’ verdict
dat a_hex A hexadecimal string representing the packet buffer contents
ar_sip Ethernet+IP only (ar_pro==0x800): source IP address
ar_op ARP opcode (command)
ar_hrd Format of hardware address
ar_data Address of ARP packet data region (after the header)
ar_tip Ethernet+IP only (ar_pro==0x800): target |P address
nf _accept Constant used to signify an ‘accept’ verdict
i ndev Address of net_device representing input device, 0 if unknown
ar phdr Address of ARP header
nf _drop Constant used to signify a'drop' verdict
pf Protocol family -- always“arp”
ar_pln Length of protocol address
nf _repeat Constant used to signify a 'repeat’ verdict
ar_pro Format of protocol address

Name of network device packet will be routed to (if known)

i ndev_nane Name of network device packet was received on (if known)

nf _stop Constant used to signify a'stop' verdict

ar_sha Ethernet+IP only (ar_pro==0x800): source hardware (MAC) address
nf _queue Constant used to signify a'queue’ verdict

ar_tha Ethernet+IP only (ar_pro==0x800): target hardware (MAC) address
data_str A string representing the packet buffer contents
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| ength The length of the packet buffer contents, in bytes
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probe::netfilter.arp.out

probe::netfilter.arp.out — - Called for each outgoing ARP packet
Synopsis

netfilter.arp. out

out dev_nane

Values
out dev Address of net_device representing output device, 0 if unknown
nf _stol en Constant used to signify a'stolen’ verdict
ar_hln Length of hardware address
dat a_hex A hexadecimal string representing the packet buffer contents
ar_sip Ethernet+IP only (ar_pro==0x800): source IP address
ar_op ARP opcode (command)
ar_hrd Format of hardware address
nf _accept Constant used to signify an ‘accept’ verdict
ar_tip Ethernet+IP only (ar_pro==0x800): target |P address
ar_data Address of ARP packet data region (after the header)
i ndev Address of net_device representing input device, 0 if unknown
ar phdr Address of ARP header
nf _drop Constant used to signify a'drop' verdict
ar_pln Length of protocol address
pf Protocol family -- always*“arp”
ar_pro Format of protocol address
nf _repeat Constant used to signify a'repeat’ verdict

Name of network device packet will be routed to (if known)

nf _stop Constant used to signify a'stop' verdict

i ndev_nane Name of network device packet was received on (if known)
ar_sha Ethernet+IP only (ar_pro==0x800): source hardware (MAC) address
nf _queue Constant used to signify a'queue’ verdict

ar_tha Ethernet+IP only (ar_pro==0x800): target hardware (MAC) address
data_str A string representing the packet buffer contents
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| ength The length of the packet buffer contents, in bytes
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probe::netfilter.bridge.forward

probe::netfilter.bridge.forward — Called on anincoming bridging packet destined for some other computer

Synopsis

netfilter.bridge.forward

Values

pr ot ocol
nf _drop
nf _accept
br _type

i ndev

br _msg

br hdr

br _mac
br_flags
nf _stol en
out dev
dat a_hex
br _poid
Il cproto_stp
| ength
br_fd
data_str
br cost
br _max

br rid
br_vid

[l cpdu

nf _queue

out dev_nane

Packet protocol

Constant used to signify a'drop’ verdict

Constant used to signify an "accept’ verdict

BPDU type

Address of net_device representing input device, 0 if unknown
Message age in 1/256 secs

Address of bridge header

Bridge MAC address

BPDU flags

Constant used to signify a'stolen’ verdict

Address of net_device representing output device, 0 if unknown
A hexadecimal string representing the packet buffer contents
Port identifier

Constant used to signify Bridge Spanning Tree Protocol packet
The length of the packet buffer contents, in bytes

Forward delay in 1/256 secs

A string representing the packet buffer contents

Total cost from transmitting bridge to root

Max agein 1/256 secs

| dentity of root bridge

Protocol version identifier

Address of LLC Protocol Data Unit

Constant used to signify a'queue’ verdict

Name of network device packet will be routed to (if known)
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br _rmac

nf _repeat
nf_stop
br_htine

i ndev_nane
br_prid

pf

br_bid

Root bridge MAC address

Constant used to signify a'repeat’ verdict

Constant used to signify a'stop' verdict

Hello timein 1/256 secs

Name of network device packet was received on (if known)
Protocol identifier

Protocol family -- always “bridge”

Identity of bridge
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probe::netfilter.bridge.local_in

probe::netfilter.bridge.local_in — Called on a bridging packet destined for the local computer

Synopsis

netfilter.bridge.local _in

Values

br _nsg

br hdr

br _mac

out dev

br _flags
nf _stolen
dat a_hex
Il cproto_stp
br_poid

pr ot ocol

nf _drop

br _type
nf_accept

i ndev

br _rmac

nf _repeat
out dev_nane
br_htine
nf _stop

i ndev_nane
pf

br _prid

br _bid

data_str

Message age in 1/256 secs

Address of bridge header

Bridge MAC address

Address of net_device representing output device, 0 if unknown
BPDU flags

Constant used to signify a'stolen’ verdict

A hexadecimal string representing the packet buffer contents
Constant used to signify Bridge Spanning Tree Protocol packet
Port identifier

Packet protocol

Constant used to signify a'drop’ verdict

BPDU type

Constant used to signify an "accept' verdict

Address of net_device representing input device, 0 if unknown
Root bridge MAC address

Constant used to signify a 'repeat’ verdict

Name of network device packet will be routed to (if known)
Hello timein 1/256 secs

Constant used to signify a'stop' verdict

Name of network device packet was received on (if known)
Protocol family -- always “bridge”

Protocol identifier

Identity of bridge

A string representing the packet buffer contents
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br cost Total cost from transmitting bridge to root

| ength The length of the packet buffer contents, in bytes
br_fd Forward delay in 1/256 secs

br vid Protocol version identifier

[l cpdu Address of LLC Protocol Data Unit

br_rid Identity of root bridge

br max Max agein 1/256 secs

nf _queue Constant used to signify a'queue’ verdict
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probe::netfilter.bridge.local _out

probe::netfilter.bridge.local_out — Called on a bridging packet coming from alocal process

Synopsis

netfilter.bridge.local out

Values

br _mac

br _msg

br hdr

dat a_hex
Il cproto_stp
br _poid

nf _stolen
br_flags
out dev

nf _drop

pr ot ocol

i ndev
nf_accept
br _type

nf _stop

br _htine

i ndev_nane
out dev_nane
br_rmac

nf _r epeat
br_bid

br _prid

pf

br _max

Bridge MAC address

Message age in 1/256 secs

Address of bridge header

A hexadecimal string representing the packet buffer contents
Constant used to signify Bridge Spanning Tree Protocol packet
Port identifier

Constant used to signify a'stolen’ verdict

BPDU flags

Address of net_device representing output device, 0 if unknown
Constant used to signify a'drop' verdict

Packet protocol

Address of net_device representing input device, 0 if unknown
Constant used to signify an "accept' verdict

BPDU type

Constant used to signify a'stop’ verdict

Hello timein 1/256 secs

Name of network device packet was received on (if known)
Name of network device packet will be routed to (if known)
Root bridge MAC address

Constant used to signify a 'repeat’ verdict

Identity of bridge

Protocol identifier

Protocol family -- always “bridge”

Max age in 1/256 secs
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br rid Identity of root bridge

[l cpdu Address of LLC Protocol Data Unit

br_vid Protocol version identifier

| ength The length of the packet buffer contents, in bytes
br_fd Forward delay in 1/256 secs

data_str A string representing the packet buffer contents
br cost Total cost from transmitting bridge to root

nf _queue Constant used to signify a'queue’ verdict
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probe::netfilter.bridge.post_routing

probe::netfilter.bridge.post_routing — - Called before a bridging packet hits the wire

Synopsis

netfilter.bridge. post_routing

Values

br flags
nf _stolen
out dev

br _poid

Il cproto_stp
dat a_hex
br _msg

br hdr

br _mac

nf _accept
br _type

i ndev

pr ot ocol

nf _drop
br_prid

pf

br_bid

out dev_nane
nf _repeat
br _rmac

i ndev_nane
nf _stop
br_htine

nf _queue

BPDU flags

Constant used to signify a'stolen’ verdict

Address of net_device representing output device, 0 if unknown

Port identifier
Constant used to signify Bridge Spanning Tree Protocol packet
A hexadecimal string representing the packet buffer contents
Message age in 1/256 secs

Address of bridge header

Bridge MAC address

Constant used to signify an "accept’ verdict

BPDU type

Address of net_device representing input device, 0 if unknown
Packet protocol

Constant used to signify a'drop' verdict

Protocol identifier

Protocol family -- always “bridge”

Identity of bridge

Name of network device packet will be routed to (if known)
Constant used to signify a 'repeat’ verdict

Root bridge MAC address

Name of network device packet was received on (if known)
Constant used to signify a'stop' verdict

Hello timein 1/256 secs

Constant used to signify a'queue’ verdict
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br fd

[ ength
br _cost
data_str
br _max
br rid
br _vid

[l cpdu

Forward delay in 1/256 secs

The length of the packet buffer contents, in bytes
Total cost from transmitting bridge to root

A string representing the packet buffer contents
Max agein 1/256 secs

Identity of root bridge

Protocol version identifier

Address of LLC Protocol Data Unit
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probe::netfilter.bridge.pre_routing

probe::netfilter.bridge.pre_routing — - Called before a bridging packet is routed

Synopsis

netfilter.bridge.pre_routing

Values

br hdr

br _msg

br _mac
nf_stol en
br _flags
out dev

[l cproto_stp
br_poid
dat a_hex
pr ot ocol

nf _drop

nf _accept
br _type

i ndev

out dev_nane
nf _repeat
br_rmac

i ndev_nane
nf _stop
br_htine
br_prid

pf

br _bid

br_fd

Address of bridge header

Message age in 1/256 secs

Bridge MAC address

Constant used to signify a'stolen’ verdict

BPDU flags

Address of net_device representing output device, O if unknown
Constant used to signify Bridge Spanning Tree Protocol packet
Port identifier

A hexadecimal string representing the packet buffer contents
Packet protocol

Constant used to signify a'drop’ verdict

Constant used to signify an "accept’ verdict

BPDU type

Address of net_device representing input device, 0 if unknown
Name of network device packet will be routed to (if known)
Constant used to signify a 'repeat’ verdict

Root bridge MAC address

Name of network device packet was received on (if known)
Constant used to signify a'stop' verdict

Hello timein 1/256 secs

Protocol identifier

Protocol family -- always “bridge”

Identity of bridge

Forward delay in 1/256 secs
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| ength The length of the packet buffer contents, in bytes
br cost Total cost from transmitting bridge to root
data_str A string representing the packet buffer contents
br max Max agein 1/256 secs

br rid Identity of root bridge

br_vid Protocol version identifier

Il cpdu Address of LLC Protocol Data Unit

nf _queue Constant used to signify a'queue’ verdict
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probe::netfilter.ip.forward

probe::netfilter.ip.forward — Called on an incoming | P packet addressed to some other computer

out dev_nane

Synopsis
netfilter.ip.forward

Values
data_str A string representing the packet buffer contents
famly IP address family
l ength The length of the packet buffer contents, in bytes
sport TCP or UDP source port (ipv4 only)
fin TCPFIN flag (if protocol is TCP; ipv4 only)
daddr A string representing the destination I1P address
i pproto_udp Constant used to signify that the packet protocol is UDP
ack TCP ACK flag (if protocol is TCP; ipv4 only)
nf _queue Constant used to signify a'queue’ verdict
nf _repeat Constant used to signify a'repeat’ verdict

Name of network device packet will be routed to (if known)

i ndev_nane Name of network device packet was received on (if known)
nf _stop Constant used to signify a'stop' verdict

i phdr Address of |P header

pf Protocol family -- either “ipv4” or “ipv6”

i pproto_tcp Constant used to signify that the packet protocol is TCP

pr ot ocol Packet protocol from driver (ipv4 only)

nf _drop Constant used to signify a'drop' verdict

saddr A string representing the source IP address

dport TCP or UDP destination port (ipv4 only)

nf _accept Constant used to signify an ‘accept’ verdict

i ndev Address of net_device representing input device, 0 if unknown
psh TCP PSH flag (if protocol is TCP; ipv4 only)

urg TCP URG flag (if protocol is TCP; ipv4 only)
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rst

syn

out dev

nf _stol en

dat a_hex

TCP RST flag (if protocol is TCP; ipv4 only)

TCP SYN flag (if protocol is TCP; ipv4 only)

Address of net_device representing output device, 0 if unknown
Constant used to signify a'stolen’ verdict

A hexadecimal string representing the packet buffer contents
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probe::netfilter.ip.local_in

probe::netfilter.ip.local_in — Called on an incoming I P packet addressed to the local computer

Synopsis
netfilter.ip.local _in
Values
nf _drop Constant used to signify a'drop' verdict
pr ot ocol Packet protocol from driver (ipv4 only)
i ndev Address of net_device representing input device, 0 if unknown
saddr A string representing the source |P address
nf _accept Constant used to signify an ‘accept’ verdict
dport TCP or UDP destination port (ipv4 only)
rst TCP RST flag (if protocol is TCP; ipv4 only)
urg TCP URG flag (if protocol is TCP; ipv4 only)
psh TCP PSH flag (if protocol is TCP; ipv4 only)
dat a_hex A hexadecimal string representing the packet buffer contents
syn TCP SYN flag (if protocol is TCP; ipv4 only)
out dev Address of net_device representing output device, 0 if unknown
nf _stol en Constant used to signify a'stolen’ verdict
sport TCP or UDP source port (ipv4 only)
fin TCP FIN flag (if protocol is TCP; ipv4 only)
i pproto_udp Constant used to signify that the packet protocol is UDP
daddr A string representing the destination IP address
data_str A string representing the packet buffer contents
famly IP address family
| ength The length of the packet buffer contents, in bytes
nf _queue Constant used to signify a'queue’ verdict
ack TCP ACK flag (if protocol is TCP; ipv4 only)
i ndev_nane Name of network device packet was received on (if known)
nf _stop Constant used to signify a'stop’ verdict
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i phdr

nf _repeat
out dev_nane
i pproto_tcp

pf

Address of |P header

Constant used to signify a 'repeat’ verdict

Name of network device packet will be routed to (if known)
Constant used to signify that the packet protocol is TCP

Protocol family -- either “ipv4” or “ipv6”
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probe::netfilter.ip.local out

probe::netfilter.ip.local_out — Called on an outgoing IP packet

out dev_nane

Synopsis
netfilter.ip.local _out
Values
urg TCP URG flag (if protocol is TCP; ipv4 only)
psh TCP PSH flag (if protocol is TCP,; ipv4 only)
rst TCP RST flag (if protocol is TCP; ipv4 only)
nf _stol en Constant used to signify a'stolen’ verdict
out dev Address of net_device representing output device, 0 if unknown
syn TCP SYN flag (if protocol is TCP; ipv4 only)
dat a_hex A hexadecimal string representing the packet buffer contents
pr ot ocol Packet protocol from driver (ipv4 only)
nf _drop Constant used to signify a'drop' verdict
nf _accept Constant used to signify an ‘accept’ verdict
dport TCP or UDP destination port (ipv4 only)
saddr A string representing the source IP address
i ndev Address of net_device representing input device, 0 if unknown

Name of network device packet will be routed to (if known)

nf _repeat Constant used to signify a'repeat’ verdict

i phdr Address of |P header

nf _stop Constant used to signify a'stop' verdict

i ndev_nane Name of network device packet was received on (if known)
pf Protocol family -- either “ipv4” or “ipv6”

i pproto_tcp Constant used to signify that the packet protocol is TCP

[ ength The length of the packet buffer contents, in bytes

fam |y IP address family

data_str A string representing the packet buffer contents

i pproto_udp Constant used to signify that the packet protocol is UDP
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daddr
fin
sport
ack

nf _queue

A string representing the destination IP address
TCP FIN flag (if protocol is TCP; ipv4 only)
TCP or UDP source port (ipv4 only)

TCP ACK flag (if protocol is TCP; ipv4 only)

Constant used to signify a'queue’ verdict
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probe::netfilter.ip.post_routing

probe::netfilter.ip.post_routing — Called immediately before an outgoing | P packet |eaves the computer

out dev_nane

Synopsis
netfilter.ip.post_routing
Values
nf _stop Constant used to signify a'stop' verdict
i ndev_nane Name of network device packet was received on (if known)
i phdr Address of |P header
nf _repeat Constant used to signify a'repeat’ verdict

Name of network device packet will be routed to (if known)

i pproto_tcp Constant used to signify that the packet protocol is TCP

pf Protocol family -- either “ipv4” or “ipv6”

i pproto_udp Constant used to signify that the packet protocol is UDP
daddr A string representing the destination IP address

sport TCP or UDP source port (ipv4 only)

fin TCPFIN flag (if protocol is TCP; ipv4 only)

data_str A string representing the packet buffer contents

famly | P address family

| ength The length of the packet buffer contents, in bytes

nf _queue Constant used to signify a'queue’ verdict

ack TCP ACK flag (if protocol is TCP; ipv4 only)

rst TCP RST flag (if protocol is TCP; ipv4 only)

psh TCP PSH flag (if protocol is TCP; ipv4 only)

urg TCP URG flag (if protocol is TCP; ipv4 only)

dat a_hex A hexadecimal string representing the packet buffer contents
out dev Address of net_device representing output device, O if unknown
syn TCP SYN flag (if protocol is TCP; ipv4 only)

nf _stol en Constant used to signify a'stolen’ verdict

nf _drop Constant used to signify a'drop’ verdict
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pr ot ocol

i ndev
dport

nf _accept

saddr

Packet protocol from driver (ipv4 only)

Address of net_device representing input device, 0 if unknown
TCP or UDP destination port (ipv4 only)

Constant used to signify an ‘accept’ verdict

A string representing the source | P address
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probe::netfilter.ip.pre_routing

probe::netfilter.ip.pre_routing — Called before an IP packet is routed

Synopsis

netfilter.ip.pre_routing

Values

urg
psh

rst
nf_stol en
out dev

syn

dat a_hex

pr ot ocol

nf _drop
dport

nf _accept
saddr

i ndev

out dev_nane
nf _repeat

i phdr

nf _stop

i ndev_nane
pf

i pproto_tcp
[ ength
data_str
famly

i pproto_udp

TCP URG flag (if protocol is TCP; ipv4 only)

TCP PSH flag (if protocol is TCP,; ipv4 only)

TCP RST flag (if protocol is TCP; ipv4 only)

Constant used to signify a'stolen’ verdict

Address of net_device representing output device, 0 if unknown
TCP SYN flag (if protocol is TCP; ipv4 only)

A hexadecimal string representing the packet buffer contents
Packet protocol from driver (ipv4 only)

Constant used to signify a'drop' verdict

TCP or UDP destination port (ipv4 only)

Constant used to signify an ‘accept’ verdict

A string representing the source | P address

Address of net_device representing input device, O if unknown
Name of network device packet will be routed to (if known)
Constant used to signify a'repeat’ verdict

Address of |P header

Constant used to signify a'stop' verdict

Name of network device packet was received on (if known)
Protocol family - either 'ipv4' or 'ipv6'

Constant used to signify that the packet protocol is TCP

The length of the packet buffer contents, in bytes

A string representing the packet buffer contents

IP address family

Constant used to signify that the packet protocol is UDP
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daddr
fin
sport
ack

nf _queue

A string representing the destination IP address
TCP FIN flag (if protocol is TCP; ipv4 only)
TCP or UDP source port (ipv4 only)

TCP ACK flag (if protocol is TCP; ipv4 only)

Constant used to signify a'queue’ verdict
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probe::sunrpc.cint.bind_new_program

probe::sunrpc.clnt.bind_new_program — Bind a new RPC program to an existing client

Synopsis

sunrpc. cl nt. bi nd_new _program

Values
ol d_prog the number of old RPC program
pr ogharme the name of new RPC program
ol d_pr ognane the name of old RPC program
server name the server machine name
pr og the number of new RPC program
ol d vers the version of old RPC program
vers the version of new RPC program
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probe::sunrpc.cint.call_async

probe::sunrpc.clnt.call_async — Make an asynchronous RPC call

Synopsis

sunrpc.clnt.call_async

Values
fl ags flags
pr ognamne the RPC program name
pr ochane the procedure name in this RPC call
server name the server machine name
proc the procedure number in this RPC call
pr og the RPC program number
pr ot the IP protocol number
vers the RPC program version number
dead whether this client is abandoned
port the port number
xid current transmission id
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probe::sunrpc.cint.call_sync

probe::sunrpc.clnt.call_sync — Make a synchronous RPC call

Synopsis

sunrpc.clnt.call_sync

Values

dead
prog

pr ot
proc
vers
port

xid

fl ags

pr ocnane
pr ognane

Server nane

whether this client is abandoned

the RPC program number

the I P protocol number

the procedure number in this RPC call
the RPC program version number

the port number

current transmission id

flags

the procedure name in this RPC call
the RPC program name

the server machine name
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probe::sunrpc.cint.clone_client

probe::sunrpc.clnt.clone_client — Clone an RPC client structure

Synopsis

sunrpc.clnt.clone_client

Values

pr ognane
vers

prog

pr ot

port
server nane

aut hf | avor

the RPC program name

the RPC program version nhumber
the RPC program number

the IP protocol number

the port number

the server machine name

the authentication flavor
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probe::sunrpc.cint.create_client

probe::sunrpc.clnt.create client — Create an RPC client

Synopsis

sunrpc.clnt.create_client

Values

aut hf | avor
server name
port
pr ot
prog
vers

pr ognane

the authentication flavor

the server machine name

the port number

the IP protocol number

the RPC program number

the RPC program version number

the RPC program name
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probe::sunrpc.cint.restart_call

probe::sunrpc.clnt.restart_call — Restart an asynchronous RPC call

Synopsis

sunrpc.clnt.restart_call

Values
tk_pid
server nane
tk_priority
xid
tk_runstate
tk_flags

prog

the debugging aid of task
the server machine name
the task priority

the transmission id

the task run status

the task flags

the RPC program number
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probe::sunrpc.cint.shutdown_client
probe::sunrpe.clnt.shutdown_client — Shutdown an RPC client
Synopsis
sunrpc. cl nt. shut down_cl i ent

Values

om bytes recv the count of bytesin

server name
aut hf | avor
om queue

om execut e

netreconn

om byt es_sent

pr ogname the RPC program name
omrtt the RPC RTT jiffies

om ops the count of operations

port the port number

t asks the number of references

vers the RPC program version number
cl ones the number of clones

pr og the RPC program number

pr ot the IP protocol number

om ntrans the count of RPC transmissions
rpcecnt the count of RPC calls

the server machine name
the authentication flavor
the jiffies queued for xmit
the RPC execution jiffies
the count of reconnections

the count of bytes out
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probe::sunrpc.sched.delay

probe::sunrpc.sched.delay — Delay an RPC task

Synopsis

sunr pc. sched. del ay

Values

del ay
xid
tk_flags
vers
prog

pr ot

tk_pid

the time delayed

the transmission id in the RPC call
the flags of the task

the program version in the RPC call
the program number in the RPC call
the IP protocol in the RPC call

the debugging id of the task
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probe::sunrpc.sched.execute

probe::sunrpc.sched.execute — Execute the RPC “scheduler’

Synopsis

sunrpc. sched. execut e

Values
tk_pid
xid
tk_flags
pr ot
prog

vers

the debugging id of the task

the transmission id in the RPC call
the flags of the task

the IP protocol in the RPC call

the program number in the RPC call

the program version in the RPC call
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probe::sunrpc.sched.new_task

probe::sunrpc.sched.new_task — Create new task for the specified client

Synopsis
sunr pc. sched. new_t ask

Values
xid the transmission id in the RPC call
pr og the program number in the RPC call
pr ot the IP protocol in the RPC call
vers the program version in the RPC call
tk_flags the flags of the task
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probe::sunrpc.sched.release task

probe::sunrpc.sched.release task — Release all resources associated with a task

Synopsis
sunrpc. sched. rel ease_t ask
Values
pr og the program number in the RPC call
pr ot the IP protocol in the RPC call
vers the program version in the RPC call
tk_flags the flags of the task
xid the transmission id in the RPC call
Description

rpc_rel ease_t ask function might not be found for a particular kernel. So, if we can't find it, just
return '-1' for everything.
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probe::sunrpc.svc.create

probe::sunrpc.svc.create — Create an RPC service

Synopsis

sunrpc. svc. create

Values

prog
pr ognane
buf si ze

pg_nvers

the number of the program
the name of the program
the buffer size

the number of supported versions
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probe::sunrpc.svc.destroy

probe::sunrpc.sve.destroy — Destroy an RPC service

Synopsis

sunrpc. svc. destr oy

Values

nettcpconn
r pccnt

r pcbadf m

r pcbadaut h
sv_nane
Sv_prognane
sv_prog

net cnt

sv_nrt hreads

the count of accepted TCP connections

the count of valid RPC requests

the count of requests dropped for bad formats

the count of requests drooped for authentication failure
the service name

the name of the program

the number of the program

the count of received RPC requests

the number of concurrent threads
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probe::sunrpc.svc.drop

probe::sunrpc.sve.drop — Drop RPC request
Synopsis

sunrpc. svc. drop

Values
rg_proc the procedure number in the request
rg_xid the transmission id in the request
rq_pr ot the IP protocol of the regeust
peer _ip the peer address where the request is from
svV_nane the service name
rg_vers the program version in the request
rg_prog the program number in the request

326



Networking Tapset

probe::sunrpc.svc.process

probe::sunrpc.sve.process — Process an RPC request

Synopsis

sunr pc. svc. process

Values

rq_vers
SV_nane
rq_prog
rqg_prot
rg_xid
sv_nrt hreads
rq_proc
sv_prog

peer _ip

the program version in the request
the service name

the program number in the request
the IP protocol of the regeust

the transmission id in the request
the number of concurrent threads
the procedure number in the request
the number of the program

the peer address where the request is from
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probe::sunrpc.svc.recv

probe::sunrpc.sve.recv — Listen for the next RPC request on any socket
Synopsis

sunr pc. svc. recv

Values
Sv_nane the service name
SV_prog the number of the program
ti meout the timeout of waiting for data
sv_nrthreads the number of concurrent threads
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probe::sunrpc.svc.register

probe::sunrpc.sve.register — Register an RPC service with the local portmapper

Synopsis

sunrpc. svc. regi ster

Values
pr ognarme the name of the program
port the port number
SV_nane the service name
pr og the number of the program
pr ot the IP protocol number
Description

If prot o andport areboth O, then unregister a service.

329



Networking Tapset

probe::sunrpc.svc.send

probe::sunrpc.sve.send — Return reply to RPC client

Synopsis

sunrpc. svc. send

Values

peer_ip
rq_proc
rq_pr ot
rg_xid
rq_prog
rq_vers

sv_nanme

the peer address where the request is from
the procedure number in the request

the IP protocol of the regeust

the transmission id in the request

the program number in the request

the program version in the request

the service name
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probe::tcp.disconnect

probe::tcp.disconnect — TCP socket disconnection

Synopsis

t cp. di sconnect

Values

saddr
sock
nane
sport
famly
flags
daddr

dport

Context

A string representing the source | P address
Network socket

Name of this probe

TCP source port

| P address family

TCPflags (e.g. FIN, etc)

A string representing the destination | P address

TCP destination port

The process which disconnects tcp

331



Networking Tapset

probe::tcp.disconnect.return

probe::tcp.disconnect.return — TCP socket disconnection complete

Synopsis

t cp. di sconnect.return
Values

name  Nameof this probe

r et Error code (0: no error)
Context

The process which disconnects tcp
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probe::tcp.receive

probe::tcp.receive — Called when a TCP packet is received

Synopsis

tcp. receive

Values

daddr
fin
urg

i phdr
famly
saddr
psh
rst
dport
ack

pr ot ocol
syn
sport

nane

A string representing the destination | P address
TCPFIN flag

TCP URG flag

| P header address

IP address family

A string representing the source IP address
TCP PSH flag

TCPRST flag

TCP destination port

TCPACK flag

Packet protocol from driver

TCPSYN flag

TCP source port

Name of the probe point
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probe::tcp.recvmsg

probe::tcp.recvmsg — Receiving TCP message

Synopsis

tcp. recvnsg

Values
dport
daddr
sport
name
famly
si ze
sock

saddr

Context

TCP destination port

A string representing the destination | P address
TCP source port

Name of this probe

| P address family

Number of bytesto be received

Network socket

A string representing the source | P address

The process which receives atcp message
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probe::tcp.recvmsg.return

probe::tcp.recvmsg.return — Receiving TCP message complete

Synopsis

tcp. recvnsg. return

Values
si ze Number of bytes received or error code if an error occurred.
saddr A string representing the source | P address
nane Name of this probe
sport TCP source port
famly | P address family
daddr A string representing the destination | P address
dport TCP destination port
Context

The process which receives atcp message
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probe::tcp.sendmsg
probe::tcp.sendmsg — Sending a tcp message
Synopsis
t cp. sendnsg
Values
sock Network socket
si ze Number of bytesto send
nane Name of this probe
fam |y | P address family
Context

The process which sends a tcp message
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probe::tcp.sendmsg.return
probe::tcp.sendmsg.return — Sending TCP message is done
Synopsis
tcp. sendnmsg. return

Values

nane  Name of thisprobe

size  Number of bytes sent or error code if an error occurred.

Context

The process which sends a tcp message
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probe::tcp.setsockopt

probe::tcp.setsockopt — Call to set sockopt

Synopsis
t cp. set sockopt
Values
famly IP address family
| evel Thelevel at which the socket options will be manipul ated
nane Name of this probe
optstr Resolves optname to a human-readabl e format
sock Network socket
optlen Used to access values for set sockopt
opt nane TCP socket options (e.g. TCP_NODELAY, TCP_MAXSEG, etc)
Context

The process which calls setsockopt
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probe::tcp.setsockopt.return

probe::tcp.setsockopt.return — Return from set sockopt

Synopsis

tcp. set sockopt.return
Values

r et Error code (O: no error)

nane  Name of thisprobe

Context

The process which calls setsockopt
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probe::udp.disconnect

probe::udp.disconnect — Fires when a process requests for a UDP disconnection

Synopsis

udp. di sconnect

Values

saddr
daddr
nane
flags
famly
sport
dport

sock

Context

A string representing the source | P address

A string representing the destination | P address
The name of this probe

Flags (e.g. FIN, etc)

| P address family

UDP source port

UDP destination port

Network socket used by the process

The process which requests a UDP disconnection




Networking Tapset

probe::udp.disconnect.return

probe::udp.disconnect.return — UDP has been disconnected successfully

Synopsis
udp. di sconnect.return
Values
dport UDP destination port
sport UDP source port
famly I P address family
ret Error code (0: no error)
daddr A string representing the destination | P address
saddr A string representing the source | P address
nane The name of this probe
Context

The process which requested a UDP disconnection
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probe::udp.recvmsg
probe::udp.recvmsg — Fires whenever a UDP messageis received
Synopsis
udp. recvnsg
Values
saddr A string representing the source | P address
daddr A string representing the destination | P address
nane The name of this probe
famly I P address family
sport UDP source port
dport UDP destination port
sock Network socket used by the process
si ze Number of bytes received by the process
Context

The process which received a UDP message
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probe::udp.recvmsg.return

probe::udp.recvmsg.return — Fireswhenever an attempt to receive a UDP message received is completed

Synopsis
udp. recvnsg.return
Values
daddr A string representing the destination | P address
saddr A string representing the source | P address
nane The name of this probe
dport UDP destination port
famly | P address family
sport UDP source port
si ze Number of bytes received by the process
Context

The process which received a UDP message




Networking Tapset

probe::udp.sendmsg
probe::udp.sendmsg — Fires whenever a process sends a UDP message
Synopsis
udp. sendnsg
Values
daddr A string representing the destination | P address
saddr A string representing the source | P address
nane The name of this probe
dport UDP destination port
famly | P address family
sport UDP source port
sock Network socket used by the process
si ze Number of bytes sent by the process
Context

The process which sent a UDP message




Networking Tapset

probe::udp.sendmsg.return

probe::udp.sendmsg.return — Fires whenever an attempt to send a UDP message is completed
Synopsis

udp. sendnsg. ret urn
Values

si ze  Number of bytes sent by the process

nane  The name of thisprobe

Context

The process which sent a UDP message




Chapter 14. Socket Tapset

Thisfamily of probe pointsis used to probe socket activities. It contains the following probe points:
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Socket Tapset

function::inet_get_ip_source

function::inet_get_ip_source — Provide | P source address string for a kernel socket

Synopsis

i net_get ip_source:string(sock:!|ong)

Arguments

sock  pointer to the kernel socket
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function::inet_get local port

function::inet_get_local_port — Provide local port number for a kernel socket

Synopsis

i net_get |l ocal port:|long(sock:|ong)

Arguments

sock  pointer to the kernel socket




Socket Tapset

function::sock _fam_numa2str

function::sock_fam_num2str — Given a protocol family number, return a string representation

Synopsis

sock _fam nunRstr:string(famly:long)

Arguments

famly The family number
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function::sock fam_str2num

function::sock_fam_str2num — Given a protocol family name (string), return the corresponding protocol
family number

Synopsis

sock _fam str2numlong(famly:string)

Arguments

famly The family name
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function::sock_prot_numa2str

function::sock_prot_num2str — Given a protocol number, return a string representation

Synopsis

sock_prot _nunRstr:string(proto:long)

Arguments

proto The protocol humber
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function::sock _prot_str2num

function::sock_prot_str2num — Given aprotocol name (string), return the corresponding protocol number

Synopsis

sock_prot _str2num | ong(proto:string)

Arguments

proto The protocol hame
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function::sock_state _num?2str

function::sock_state num2str — Given a socket state number, return a string representation

Synopsis

sock_state nunmRstr:string(state:long)

Arguments

state The state number
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function::sock_state str2num

function::sock_state str2num — Given a socket state string, return the corresponding state number

Synopsis

sock _state str2num | ong(state:string)

Arguments

state The state name
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probe::socket.aio_read

probe::socket.aio_read — Receiving message viasock_ai o_r ead

Synopsis
socket . ai o_read
Values
famly Protocol family value
state Socket state value
si ze Message size in bytes
fl ags Socket flags value
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
Context
The message sender
Description

Fires at the beginning of receiving a message on a socket viathesock_ai o_r ead function
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probe::socket.aio_read.return

probe::socket.aio_read.return — Conclusion of message received viasock_ai o_r ead
Synopsis

socket.aio read.return

Values
type Socket type value
nane Name of this probe
pr ot ocol Protocol value
state Socket state value
si ze Size of message received (in bytes) or error code if success =0
success Woas receive successful? (1 = yes, 0 = no)
famly Protocol family value
fl ags Socket flags value
Context
The message receiver.
Description

Fires at the conclusion of receiving a message on asocket viathesock _ai o_r ead function
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probe::socket.aio_write

probe::socket.aio_write— Message send viasock_aio_wite

Synopsis
socket.aio wite
Values
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
famly Protocol family value
si ze Message size in bytes
state Socket state value
fl ags Socket flags value
Context
The message sender
Description

Fires at the beginning of sending a message on a socket viathesock_ai o_wri t e function
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probe::socket.aio_write.return

probe::socket.aio_write.return — Conclusion of message send viasock_ai o_wite
Synopsis

socket.aio wite.return

Values
type Socket type value
nane Name of this probe
pr ot ocol Protocol value
state Socket state value
si ze Size of message received (in bytes) or error code if success =0
success Woas receive successful? (1 = yes, 0 = no)
famly Protocol family value
fl ags Socket flags value
Context
The message receiver.
Description

Fires at the conclusion of sending a message on a socket viathesock_ai o_wri t e function
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probe::socket.close
probe::socket.close — Close a socket
Synopsis
socket . cl ose
Values
fl ags Socket flags value
famly Protocol family value
state Socket state value
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
Context

The requester (user process or kernel)

Description

Fires at the beginning of closing a socket.
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probe::socket.close.return

probe::socket.close.return — Return from closing a socket

Synopsis

socket . cl ose.return

Values

nane  Name of thisprobe

Context

The requester (user process or kernel)

Description

Fires at the conclusion of closing a socket.
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probe::socket.create

probe::socket.create — Creation of a socket

Synopsis
socket.create
Values
requester Requested by user process or the kernel (1 = kernel, 0 = user)
famly Protocol family value
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
Context

The requester (see requester variable)

Description

Fires at the beginning of creating a socket.
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probe::socket.create.return

probe::socket.create.return — Return from Creation of a socket

Synopsis

socket.create.return

Values

nane Name of this probe

type Socket type value

pr ot ocol Protocol value

success Was socket creation successful? (1 = yes, 0 = no)

err Error codeif success ==

famly Protocol family value

requester Requested by user process or the kernel (1 = kernel, 0 = user)
Context

The requester (user process or kernel)

Description

Fires at the conclusion of creating a socket.
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probe::socket.read iter

probe::socket.read iter — Receiving messageviasock_read_i ter

Synopsis
socket.read_iter
Values
fl ags Socket flags value
state Socket state value
si ze Message size in bytes
famly Protocol family value
type Socket type value
nane Name of this probe
pr ot ocol Protocol value
Context
The message sender
Description

Fires at the beginning of receiving a message on a socket viathesock_read_i t er function
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probe::socket.read iter.return

probe::socket.read iter.return — Conclusion of message received viasock_read_iter

Synopsis

socket.read iter.return

Values
nane Name of this probe
type Socket type value
pr ot ocol Protocol value
fl ags Socket flags value
state Socket state value
si ze Size of message received (in bytes) or error code if success =0
success Woas receive successful? (1 = yes, 0 = no)
famly Protocol family value
Context
The message receiver.
Description

Fires at the conclusion of receiving a message on asocket viathesock _read_i t er function

364



Socket Tapset

probe::socket.readv

probe::socket.readv — Receiving amessage viasock_r eadv

Synopsis
socket . readv
Values
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
flags Socket flags value
famly Protocol family value
si ze Message size in bytes
state Socket state value
Context
The message sender
Description

Fires at the beginning of receiving a message on a socket viathesock_r eadv function
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probe::socket.readv.return

probe::socket.readv.return — Conclusion of receiving amessage viasock_r eadv
Synopsis

socket . readv. return

Values
state Socket state value
si ze Size of message received (in bytes) or error code if success =0
success Woas receive successful? (1 = yes, 0 = no)
famly Protocol family value
fl ags Socket flags value
nane Name of this probe
type Socket type value
pr ot ocol Protocol value
Context
The message receiver.
Description

Fires at the conclusion of receiving a message on asocket viathesock_r eadv function
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probe::socket.receive

probe::socket.receive — Message received on a socket.

Synopsis

socket . recei ve

Values
nane Name of this probe
type Socket type value
pr ot ocol Protocol value
fl ags Socket flags value
si ze Size of message received (in bytes) or error code if success =0
state Socket state value
success Was send successful? (1 = yes, 0 = no)
famly Protocol family value
Context
The message receiver
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probe::socket.recvmsg

probe::socket.recvmsg — Message being received on socket

Synopsis
socket . recvnsg
Values
famly Protocol family value
si ze Message size in bytes
state Socket state value
fl ags Socket flags value
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
Context
The message receiver.
Description

Fires at the beginning of receiving a message on a socket viathesock_r ecvnsg function
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probe::socket.recvmsg.return

probe::socket.recvmsg.return — Return from Message being received on socket

Synopsis

socket.recvnsg.return

Values
nane Name of this probe
type Socket type value
pr ot ocol Protocol value
fl ags Socket flags value
state Socket state value
si ze Size of message received (in bytes) or error code if success =0
success Woas receive successful? (1 = yes, 0 = no)
famly Protocol family value
Context
The message receiver.
Description

Fires at the conclusion of receiving a message on asocket viathe sock _r ecvnsg function.
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probe::socket.send

probe::socket.send — Message sent on a socket.

Synopsis
socket . send
Values
pr ot ocol Protocol value
type Socket type value
nane Name of this probe
famly Protocol family value
success Was send successful? (1 = yes, 0 = no)
state Socket state value
si ze Size of message sent (in bytes) or error code if success= 0
fl ags Socket flags value
Context
The message sender
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probe::socket.sendmsg

probe::socket.sendmsg — Message is currently being sent on a socket.

Synopsis
socket . sendnsg
Values
type Socket type value
nane Name of this probe
pr ot ocol Protocol value
fl ags Socket flags value
state Socket state value
si ze Message size in bytes
famly Protocol family value
Context
The message sender
Description

Fires at the beginning of sending a message on a socket viathe sock _sendnsg function
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probe::socket.sendmsg.return

probe::socket.sendmsg.return — Return from socket.sendmsg.

Synopsis

socket . sendnsg. return

Values
pr ot ocol Protocol value
type Socket type value
nane Name of this probe
fl ags Socket flags value
famly Protocol family value
success Was send successful? (1 = yes, 0 = no)
si ze Size of message sent (in bytes) or error code if success= 0
state Socket state value
Context
The message sender.
Description

Fires at the conclusion of sending a message on a socket viathe sock _sendnsg function
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probe::socket.write_iter

probe::socket.write_iter — Message sendviasock_write_iter

Synopsis
socket.wite iter
Values
fl ags Socket flags value
si ze Message size in bytes
state Socket state value
famly Protocol family value
type Socket type value
nane Name of this probe
pr ot ocol Protocol value
Context
The message sender
Description

Fires at the beginning of sending a message on a socket viathesock_write_iter function
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probe::socket.write_iter.return

probe::socket.write_iter.return — Conclusion of message send viasock_wite_iter
Synopsis

socket.wite iter.return

Values
famly Protocol family value
success Was receive successful? (1 = yes, 0 = no)
si ze Size of message received (in bytes) or error code if success =0
state Socket state value
fl ags Socket flags value
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
Context
The message receiver.
Description

Fires at the conclusion of sending a message on a socket viathesock_write_iter function
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probe::socket.writev

probe::socket.writev — Message sent viasocket _writ ev

Synopsis
socket.writev
Values
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
famly Protocol family value
si ze Message size in bytes
state Socket state value
fl ags Socket flags value
Context
The message sender
Description

Fires at the beginning of sending a message on a socket viathe sock_wr i t ev function
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probe::socket.writev.return

probe::socket.writev.return — Conclusion of message sent viasocket _wri tev

Synopsis

socket.witev.return

Values
famly Protocol family value
success Was send successful? (1 = yes, 0 = no)
si ze Size of message sent (in bytes) or error code if success= 0
state Socket state value
fl ags Socket flags value
pr ot ocol Protocol value
nane Name of this probe
type Socket type value
Context
The message receiver.
Description

Fires at the conclusion of sending a message on a socket viathesock _wri t ev function
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Chapter 15. SNMP Information Tapset

Thisfamily of probe pointsisused to probe socket activitiesto provide SNM P typeinformation. It contains
the following functions and probe points:
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SNMP Information Tapset

function::ipmib_filter_key

function::ipmib_filter_key — Default filter function for ipmib.* probes

Synopsis
ipmb_filter_key:long(skb:Iong, op:long, Sourcel sLocal : 1 ong)
Arguments
skb pointer to the struct sk_buff
op value to be counted if skb passes the filter

Sour cel sLocal lislocal operation and O is non-local operation

Description

This function is a default filter function. The user can replace this function with their own. The user-
supplied filter function returns an index key based on the valuesin skb. A return value of 0 means this

particular skb should be not be counted.
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SNMP Information Tapset

function::ipmib_get_proto
function::ipmib_get_proto — Get the protocol value

Synopsis

i pm b_get proto:long(skb: I ong)

Arguments

skb  pointer to astruct sk_buff

Description

Returns the protocol value from skb.
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SNMP Information Tapset

function::ipmib_local addr

function::ipmib_local_addr — Get the local ip address

Synopsis

i pm b_l ocal _addr: | ong(skb: I ong, Sourcel sLocal : 1 ong)

Arguments

skb pointer to astruct sk_buff

Sour cel sLocal flag to indicate whether local operation
Description

Returnsthe local ip address skb.
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SNMP Information Tapset

function::ipmib_remote_addr

function::ipmib_remote_addr — Get the remote ip address

Synopsis

i pm b_renote_addr: | ong(skb: | ong, Sourcel sLocal : | ong)

Arguments

skb pointer to astruct sk_buff

Sour cel sLocal flag to indicate whether local operation
Description

Returns the remote ip address from skb.

381



SNMP Information Tapset

function::ipmib_tcp_local port

function::ipmib_tcp_local_port — Get the local tcp port

Synopsis

ipmb_tcp | ocal port:long(skb:long, Sourcel sLocal : | ong)

Arguments

skb pointer to astruct sk_buff

Sour cel sLocal flag to indicate whether local operation
Description

Returnsthe local tcp port from skb.
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function::ipmib_tcp_remote_port

function::ipmib_tcp_remote_port — Get the remote tcp port

Synopsis

ipmb_tcp rempte_port:|long(skb: | ong, Sourcel sLocal : | ong)

Arguments

skb pointer to astruct sk_buff

Sour cel sLocal flag to indicate whether local operation
Description

Returns the remote tcp port from skb.

383



SNMP Information Tapset

function::linuxmib_filter_key

function::linuxmib_filter_key — Default filter function for linuxmib.* probes

Synopsis

linuxm b _filter_key:long(sk:long, op:long)
Arguments

sk pointer to the struct sock

op vaueto becounted if sk passesthe filter

Description

This function is a default filter function. The user can replace this function with their own. The user-
supplied filter function returns an index key based on the values in sk. A return value of 0 means this
particular sk should be not be counted.
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SNMP Information Tapset

function::tcpmib_filter_key
function::tcpmib_filter key — Default filter function for tcpmib.* probes

Synopsis

tcpm b _filter_key:long(sk:long, op:long)
Arguments

sk pointer to the struct sock being acted on

op vaueto becounted if sk passesthe filter

Description

This function is a default filter function. The user can replace this function with their own. The user-
supplied filter function returns an index key based on the values in sk. A return value of 0 means this
particular sk should be not be counted.
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function::tcpmib_get_state

function::tcpmib_get_state — Get a socket's state

Synopsis

tcpm b_get state:long(sk:Ilong)

Arguments

sk pointer to a struct sock

Description

Returns the sk_state from a struct sock.
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function::tcpmib_local addr

function::tcpmib_local_addr — Get the source address

Synopsis

tcpm b_l ocal _addr: | ong(sk: | ong)

Arguments

sk pointer to a struct inet_sock

Description

Returns the saddr from a struct inet_sock in host order.
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function::tcpmib_local port

function::tcpmib_local_port — Get the local port

Synopsis

tcpm b_l ocal port:|long(sk:|ong)

Arguments

sk pointer to a struct inet_sock

Description

Returns the sport from a struct inet_sock in host order.
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function::tcpmib_remote_addr

function::tcpmib_remote_addr — Get the remote address

Synopsis

tcpm b_renote_addr: | ong(sk: | ong)

Arguments

sk pointer to a struct inet_sock

Description

Returns the daddr from a struct inet_sock in host order.
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function::tcpmib_remote port

function::tcpmib_remote_port — Get the remote port

Synopsis

tcpm b_renote_port: | ong(sk:long)

Arguments

sk pointer to a struct inet_sock

Description

Returns the dport from a struct inet_sock in host order.
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probe::.ipmib.ForwDatagrams

probe::ipmib.ForwDatagrams — Count forwarded packet
Synopsis

i pm b. For wDat agr ans
Values

op value to be added to the counter (default value of 1)

skb pointer to the struct sk_buff being acted on

Description

The packet pointed to by skb is filtered by the function i pmib_filter_key. If the packet
passes the filter is is counted in the global ForwDat agr ans (equivalent to SNMPs MIB

IPSTATS_MIB_OUTFORWDATAGRAMYS)
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probe::.ipmib.FragFails
probe::ipmib.FragFails — Count datagram fragmented unsuccessfully
Synopsis
i pmi b. FragFail s

Values

skb pointer to the struct sk_buff being acted on

op Value to be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functioni pmi b_fil ter _key. If the packet passes the
filter isiscounted inthe global Fr agFai | s (equivalentto SNMPsMIB IPSTATS MIB_FRAGFAILS)
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SNMP Information Tapset

probe::ipmib.FragOKs
probe::ipmib.FragOK s — Count datagram fragmented successfully
Synopsis
i pi b. Fr agOKs

Values

skb pointer to the struct sk_buff being acted on

op value to be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functioni pmi b_fil ter _key. If the packet passes the
filter isis counted in the global Fr agOKs (equivalent to SNMPsMIB IPSTATS MIB_FRAGOKYS)
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SNMP Information Tapset

probe::ipmib.InAddrErrors

probe::ipmib.InAddrErrors — Count arriving packets with an incorrect address
Synopsis
i pm b. I nAddrErrors

Values

skb pointer to the struct sk_buff being acted on

op value to be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function i pmib_filter_key. If the packet
passes the filter is is counted in the global | nAddrErrors (equivalent to SNMPs MIB
IPSTATS MIB_INADDRERRORYS)
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SNMP Information Tapset

probe::ipmib.InDiscards

probe::ipmib.InDiscards — Count discarded inbound packets
Synopsis
i pm b. I nDi scards

Values

skb pointer to the struct sk_buff being acted on

op value to be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by the functioni pmi b_fil ter _key. If the packet passes the
filterisiscountedintheglobal | nDi scar ds (equivalentto SNMPsMIB STATS MIB_INDISCARDS)
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SNMP Information Tapset

probe::ipmib.InNoRoutes

probe::ipmib.InNoRoutes — Count an arriving packet with no matching socket

Synopsis
i pm b. I nNoRout es
Values

op value to be added to the counter (default value of 1)

skb pointer to the struct sk_buff being acted on

Description

The packet pointed to by skb is filtered by the function i pm b filter_ key. If the
packet passes the filter is is counted in the global | nNoRout es (equivalent to SNMP's MIB

IPSTATS_MIB_INNOROUTES)
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SNMP Information Tapset

probe::.ipmib.InReceives

probe::ipmib.InReceives — Count an arriving packet
Synopsis

i pm b. | nRecei ves
Values

op value to be added to the counter (default value of 1)

skb pointer to the struct sk_buff being acted on

Description

The packet pointed to by skb is filtered by the function i pm b filter_ key. If the
packet passes the filter is is counted in the global | nRecei ves (equivalent to SNMP's MIB
IPSTATS MIB_INRECEIVES)
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SNMP Information Tapset

probe::ipmib.InUnknownProtos
probe::ipmib.InUnknownProtos — Count arriving packets with an unbound proto
Synopsis
i pmi b. | nUnknownPr ot os

Values

skb pointer to the struct sk_buff being acted on

op value to be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function i pmib_filter_key. If the packet
passes the filter is is counted in the global | nUnknownPr ot os (equivalent to SNMPs MIB

IPSTATS_MIB_INUNKNOWNPROTOS)
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SNMP Information Tapset

probe::.ipmib.OutRequests

probe::ipmib.OutRequests — Count a request to send a packet
Synopsis
i pm b. Qut Request s

Values

skb pointer to the struct sk_buff being acted on

op value to be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function i pmib_filter_key. If the packet
passes the filter is is counted in the globa Qut Requests (equivaent to SNMPs MIB
IPSTATS MIB_OUTREQUESTS)
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SNMP Information Tapset

probe::.ipmib.ReasmReqds

probe::ipmib.ReasmRegds — Count number of packet fragments reassembly requests
Synopsis
i pm b. ReasnReqds

Values

skb pointer to the struct sk_buff being acted on

op value to be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function i pm b filter_ key. If the
packet passes the filter is is counted in the globa ReasnReqds (equivalent to SNMPs MIB
IPSTATS MIB_REASMREQDS)
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SNMP Information Tapset

probe::ipmib.ReasmTimeout
probe::ipmib.ReasmTimeout — Count Reassembly Timeouts
Synopsis
i pmi b. Reasnili meout

Values

skb pointer to the struct sk_buff being acted on

op value to be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function i pmib_filter_key. If the packet
passes the filter is is counted in the global Reasnili neout (equivalent to SNMPs MIB

IPSTATS _MIB_REASMTIMEOUT)
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SNMP Information Tapset

probe::linuxmib.DelayedACKs
probe::linuxmib.DelayedACKs — Count of delayed acks
Synopsis
| i nuxni b. Del ayedACKs
Values

op Valueto be added to the counter (default value of 1)

sk Pointer to the struct sock being acted on

Description

The packet pointed to by skb is filtered by the function |inuxm b _filter_ key. If the
packet passes the filter is is counted in the globa Del ayedACKs (equivaent to SNMPs MIB
LINUX_MIB_DELAYEDACKYS)
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SNMP Information Tapset

probe::linuxmib.ListenDrops

probe::linuxmib.ListenDrops — Count of times conn request that were dropped
Synopsis
I i nuxm b. Li st enDr ops

Values

sk Pointer to the struct sock being acted on

op Valueto be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function |inuxm b _filter_ key. If the
packet passes the filter is is counted in the globa Li st enDrops (equivaent to SNMPs MIB
LINUX_MIB_LISTENDROPS)
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SNMP Information Tapset

probe::linuxmib.ListenOverflows

probe::linuxmib.ListenOverflows — Count of times alisten queue overflowed
Synopsis
['i nuxm b. Li stenOverfl ows

Values

sk Pointer to the struct sock being acted on

op Valueto be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function | i nuxm b_filter_key. If the packet
passes the filter is is counted in the global Li stenOverfl ows (equivaent to SNMPs MIB
LINUX_MIB_LISTENOVERFLOWS)
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SNMP Information Tapset

probe:: linuxmib. TCPMemoryPressures

probe::linuxmib. TCPMemoryPressures — Count of times memory pressure was used

Synopsis
Ii nuxm b. TCPMenor yPr essur es
Values

op Valueto be added to the counter (default value of 1)

sk Pointer to the struct sock being acted on

Description

The packet pointed to by skb is filtered by the function | i nuxm b_filter_key. If the packet
passes the filter is is counted in the global TCPMenor yPr essur es (equivaent to SNMP's MIB
LINUX_MIB_TCPMEMORY PRESSURES)
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SNMP Information Tapset

probe::tcpmib.ActiveOpens

probe::tcpmib.ActiveOpens — Count an active opening of a socket

Synopsis
tcpm b. Acti veQpens
Values

op vaueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by thefunctiont cpmi b_fi |l t er _key. If the packet passesthe
filterisiscountedintheglobal Act i veQpens (equivalentto SNMPsMIB TCP_MIB_ACTIVEOPENS)
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SNMP Information Tapset

probe::tcpmib.AttemptFails

probe::tcpmib.AttemptFails — Count afailed attempt to open a socket

Synopsis
tcpm b. AttenptFail s
Values

op vaueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb is filtered by the function tcpm b_filter key. If the packet
passes the filter is is counted in the global AttenptFails (equivalent to SNMPs MIB
TCP_MIB_ATTEMPTFAILS)
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SNMP Information Tapset

probe::tcpmib.CurrEstab

probe::tcpmib.CurrEstab — Update the count of open sockets
Synopsis
tcpm b. Curr Est ab

Values

sk pointer to the struct sock being acted on

op vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by thefunctiont cpmi b_fi |l t er _key. If the packet passesthe
filter isis counted in the global Cur r Est ab (equivalent to SNMPsMIB TCP_MIB_CURRESTARB)
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SNMP Information Tapset

probe::tcpmib.EstabResets

probe::tcpmib.EstabResets — Count the reset of a socket

Synopsis
tcpm b. Est abReset s
Values

op vaueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by thefunctiont cpmi b_fi |l t er _key. If the packet passesthe
filterisiscountedintheglobal Est abReset s (equivalentto SNMPsMIB TCP_MIB_ESTABRESETS)
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SNMP Information Tapset

probe::tcpmib.InSegs
probe::tcpmib.InSegs — Count an incoming tcp segment
Synopsis
tcpm b. | nSegs
Values

op vaueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb is filtered by the function tcpm b filter_key (or
ipmb_filter_key for tcp v4). If the packet passes the filter is is counted in the global | nSegs
(equivalent to SNMP'sMIB TCP_MIB_INSEGS)
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SNMP Information Tapset

probe::tcpmib.OutRsts
probe::tcpmib.OutRsts — Count the sending of a reset packet
Synopsis
tcpm b. Qut Rst s

Values

sk pointer to the struct sock being acted on

op vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb isfiltered by thefunctiont cpmi b_fi |l t er _key. If the packet passesthe
filter isis counted in the global Qut Rst s (equivalent to SNMPsMIB TCP_MIB_OUTRSTS)
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SNMP Information Tapset

probe::tcpmib.OutSegs
probe::tcpmib.OutSegs — Count the sending of a TCP segment
Synopsis
t cpmi b. Qut Segs
Values

op vaueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb isfiltered by thefunctiont cpmi b_fi |l t er _key. If the packet passesthe
filter isis counted in the global Qut Segs (equivalent to SNMPsMIB TCP_MIB_OUTSEGS)
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SNMP Information Tapset

probe::tcpmib.PassiveOpens

probe::tcpmib.PassiveOpens — Count the passive creation of a socket

Synopsis
tcpm b. Passi veQpens
Values

op vaueto be added to the counter (default value of 1)

sk pointer to the struct sock being acted on

Description

The packet pointed to by skb is filtered by the function tcpm b_filter key. If the packet
passes the filter is is counted in the global PassiveQpens (equivalent to SNMPs MIB
TCP_MIB_PASSIVEOPENS)
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SNMP Information Tapset

probe::tcpmib.RetransSegs

probe::tcpmib.RetransSegs — Count the retransmission of a TCP segment
Synopsis
t cpm b. Ret ransSegs

Values

sk pointer to the struct sock being acted on

op vaueto be added to the counter (default value of 1)

Description

The packet pointed to by skb is filtered by the function tcpm b filter key. If the
packet passes the filter is is counted in the globa RetransSegs (equivaent to SNMPs MIB
TCP_MIB_RETRANSSEGS)

414



Chapter 16. Kernel Process Tapset

This family of probe points is used to probe process-related activities. It contains the following probe
points:
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Kernel Process Tapset

function::get_loadavg_index

function::get_loadavg_index — Get the load average for a specified interval

Synopsis

get | oadavg_i ndex: | ong(i ndx: | ong)

Arguments

i ndx  Theload average interval to capture.

Description

This function returns the load average at a specified interval. The three load average values 1, 5 and 15
minute average corresponds to indexes 0, 1 and 2 of the avenrun array - see linux/sched.h. Please note that
the truncated-integer portion of the load average is returned. If the specified index is out-of-bounds, then
an error message and exception is thrown.
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Kernel Process Tapset

function::sprint_loadavg

function::sprint_loadavg — Report a pretty-printed load average

Synopsis

sprint_| oadavg: string()

Arguments

None

Description

Returnsthe astring with three decimal numbersin the usual format for 1-, 5- and 15-minute load averages.
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Kernel Process Tapset

function::target_set pid
function::target_set pid — Does pid descend from target process?

Synopsis

target _set pid(pid:)
Arguments

pi d Thepid of the process to query
Description

This function returns whether the given process-id is within the “target set”, that is whether it is a
descendant of the top-level t ar get process.
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Kernel Process Tapset

function::target_set report

function::target_set report — Print areport about the target set

Synopsis

target _set _report()

Arguments

None

Description

This function prints areport about the processes in the target set, and their ancestry.
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Kernel Process Tapset

probe::kprocess.create

probe::kprocess.create — Fires whenever a new process or thread is successfully created

Synopsis

kprocess. create

Values
new_pi d The PID of the newly created process
new tid The TID of the newly created task
Context

Parent of the created process.

Description

Fireswhenever anew processissuccessfully created, either asaresult of fork (or oneof itssyscall variants),
or anew kernel thread.
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Kernel Process Tapset

probe::kprocess.exec

probe::kprocess.exec — Attempt to exec to anew program

Synopsis
kprocess. exec
Values
fil enane The path to the new executable
args The argumentsto passto the new executable, including the Oth arg (SystemTap v2.5+)
nane Name of the system call (“execve’) (SystemTap v2.5+)
argstr A string containing the filename followed by the argumentsto pass, excluding Oth arg
(SystemTap v2.5+)
Context

The caller of exec.

Description

Fires whenever a process attempts to exec to a new program. Aliased to the syscall.execve probe in
SystemTap v2.5+.
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Kernel Process Tapset

probe::kprocess.exec_complete

probe::kprocess.exec_complete — Return from exec to a new program

Synopsis

kprocess. exec_conpl ete

Values
errno The error number resulting from the exec
success A boolean indicating whether the exec was successful
retstr A string representation of errno (SystemTap v2.5+)
nane Name of the system call (“execve’) (SystemTap v2.5+)
Context

On success, the context of the new executable. On failure, remains in the context of the caller.

Description

Fires at the completion of an exec call. Aliased to the syscall.execve.return probe in SystemTap v2.5+.
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Kernel Process Tapset

probe::kprocess.exit
probe::kprocess.exit — Exit from process
Synopsis
kpr ocess. exit

Values

code  Theexit code of the process

Context

The process which is terminating.

Description

Fireswhen aprocessterminates. Thiswill always be followed by akprocess.release, though the latter may
be delayed if the process waitsin azombie state.
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Kernel Process Tapset

probe::kprocess.release

probe::kprocess.release — Process released

Synopsis
kprocess. rel ease
Values
rel eased_tid TID of the task being released
rel eased_pid PID of the process being released
pi d Sameasr el eased_pi d for compatibility (deprecated)
t ask A task handle to the process being rel eased
Context
The context of the parent, if it wanted notification of this process termination, else the context of the
process itsalf.
Description

Fires when a process is released from the kernel. This always follows a kprocess.exit, though it may be
delayed somewhat if the process waits in a zombie state.
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Kernel Process Tapset

probe::kprocess.start

probe::kprocess.start — Starting new process
Synopsis
kprocess. start

Values

None

Context

Newly created process.

Description

Firesimmediately before a new process begins execution.
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Chapter 17. Signal Tapset

Thisfamily of probe pointsis used to probe signal activities. It contains the following probe points:
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Signal Tapset

function::get_sa flags
function::get_sa flags— Returns the numeric value of sa flags

Synopsis

get _sa flags:long(act:|ong)

Arguments

act address of the sigaction to query.
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Signal Tapset

function::get_sa_handler

function::get_sa_handler — Returns the numeric value of sa_handler

Synopsis

get _sa handl er: Il ong(act:|ong)

Arguments

act address of the sigaction to query.
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Signal Tapset

function::is_sig_blocked

function::is_sig_blocked — Returns 1 if the signal is currently blocked, or O if it is not

Synopsis

i s_sig blocked: | ong(task:|ong, sig:long)

Arguments

task  addressof thetask_struct to query.

sig the signal number to test.
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Signal Tapset

function::sa_flags_str

function::sa flags_str — Returns the string representation of sa_flags

Synopsis

sa_flags_str:string(sa_flags:|ong)

Arguments

sa_fl ags the set of flagsto convert to string.
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Signal Tapset

function::sa _handler_str

function::sa_handler_str — Returns the string representation of an sa_handler

Synopsis

sa_handl er _str (handl er:)
Arguments

handl er the sa_handler to convert to string.
Description

Returns the string representation of an sa_handler. If it isnot SIG_DFL, SIG_IGN or SIG_ERR, it will
return the address of the handler.
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Signal Tapset

function::signal_str

function::signal_str — Returns the string representation of a signal number

Synopsis

signal _str(num)

Arguments

num the signal number to convert to string.
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Signal Tapset

function::sigset_mask_str

function::sigset_mask_str — Returns the string representation of a sigset

Synopsis

si gset _mask_str:string(mask: | ong)

Arguments

mask  thesigset to convert to string.
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Signal Tapset

probe::signal.check ignored

probe::signal.check_ignored — Checking to see signal isignored

Synopsis

si gnal . check_i gnored

Values
si g_pid
sig
pi d_nane

si g_nane

The PID of the process receiving the signal
The number of the signal
Name of the process receiving the signal

A string representation of the signal




Signal Tapset

probe::signal.check ignored.return

probe::signal.check_ignored.return — Check to see signal isignored completed

Synopsis
signal . check_ignored.return
Values
retstr Return value as a string
nane Name of the probe point
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Signal Tapset

probe::signal.checkperm

probe::signal .checkperm — Check being performed on a sent signal

Synopsis

si gnal . checkperm

Values
sig_pid
si _code
nane
sig
pi d_name
si g_nane
sinfo

t ask

The PID of the process receiving the signal
Indicates the signal type

Name of the probe point

The number of the signal

Name of the process receiving the signal

A string representation of the signal

The address of the siginfo structure

A task handle to the signal recipient
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Signal Tapset

probe::signal.checkperm.return

probe::signal .checkperm.return — Check performed on a sent signal completed

Synopsis
signal . checkpermreturn
Values
nane Name of the probe point
retstr Return value as a string
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Signal Tapset

probe::signal.do_action

probe::signal.do_action — Examining or changing asignal action

Synopsis

signal .do_action

Values

sa_handl er

si g_nane

sig

ol dsi gact _addr
name

sa_mask

si gact _addr

The new handler of the signal

A string representation of the signal

The signal to be examined/changed

The address of the old sigaction struct associated with the signal
Name of the probe point

The new mask of the signal

The address of the new sigaction struct associated with the signal
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Signal Tapset

probe::signal.do_action.return

probe::signal.do_action.return — Examining or changing a signal action completed

Synopsis
signal .do_action.return
Values
retstr Return value as a string
nane Name of the probe point
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Signal Tapset

probe::signal.flush

probe::signal.flush — Flushing all pending signals for atask

Synopsis
signal . flush
Values
pi d_namne The name of the process associated with the task performing the flush
t ask The task handler of the process performing the flush
nane Name of the probe point
sig_pid The PID of the process associated with the task performing the flush




Signal Tapset

probe::signal.force_segv

probe::signal.force_segv — Forcing send of SIGSEGV

Synopsis

signal . force_segv

Values

nane
sig_pid
sig

si g_nane

pi d_name

Name of the probe point

The PID of the process receiving the signal
The number of the signal

A string representation of the signal

Name of the process receiving the signal
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Signal Tapset

probe::signal.force_segv.return

probe::signal.force_segv.return — Forcing send of SIGSEGV complete

Synopsis
signal .force_segv.return
Values
retstr Return value as a string
nane Name of the probe point
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Signal Tapset

probe::signal.handle

probe::signal .handle — Signal handler being invoked

Synopsis
si gnal . handl e

Values

si g_code
regs
sinfo
sig

ol dset _addr

si g_nane
ka_addr
nane

si g_node

The si_code value of the siginfo signal

The address of the kernel-mode stack area (deprecated in SystemTap 2.1)
The address of the siginfo table

The signal number that invoked the signal handler

The address of the bitmask array of blocked signals (deprecated in SystemTap
2.1)

A string representation of the signal
The address of the k_sigaction table associated with the signal
Name of the probe point

Indicates whether the signal was a user-mode or kernel-mode signal




Signal Tapset

probe::signal.handle.return

probe::signal .handle.return — Signal handler invocation completed

Synopsis

si gnal . handl e. return
Values

retstr Return value as a string

name Name of the probe point
Description

(deprecated in SystemTap 2.1)




Signal Tapset

probe::signal.pending

probe::signal.pending — Examining pending signal

Synopsis

si gnal . pendi ng
Values

nane Name of the probe point

sigset _size The size of the user-space signal set

si gset _add The address of the user-space signal set (sigset_t)
Description

This probe is used to examine a set of signals pending for delivery to a specific thread. This normally
occurs when the do_sigpending kernel function is executed.




Signal Tapset

probe::signal.pending.return

probe::signal.pending.return — Examination of pending signal completed

Synopsis
signal . pending.return
Values
retstr Return value as a string
nane Name of the probe point
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Signal Tapset

probe::signal.procmask

probe::signal .procmask — Examining or changing blocked signals

Synopsis
si gnal . procnask
Values
si gset The actual value to be set for sigset_t (correct?)
nane Name of the probe point
ol dsi gset _addr The old address of the signal set (sigset_t)
how Indicates how to change the blocked signals; possible values are
SIG_BLOCK=0 (for blocking signals), SIG_UNBLOCK=1 (for
unblocking signals), and SIG_ SETMASK=2 for setting the signal
mask.
si gset _addr The address of the signal set (sigset_t) to be implemented
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Signal Tapset

probe::signal.procmask.return

probe::signal.procmask.return — Examining or changing blocked signals completed

Synopsis
signal . procnmask. return
Values
nane Name of the probe point
retstr Return value as a string




Signal Tapset

probe::signal.send

probe::signal .send — Signal being sent to a process

Synopsis
si gnal . send
Values
pi d_name The name of the signal recipient
si g_nane A string representation of the signal
sig The number of the signal
sinfo The address of siginfo struct
t ask A task handle to the signal recipient
send2queue Indicates whether the signal is sent to an existing sigqueue (deprecated in
SystemTap 2.1)
nane The name of the function used to send out the signal
shared Indicates whether the signal is shared by the thread group
si _code Indicates the signal type
sig_pid The PID of the process receiving the signa
Context

The signal's sender.
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Signal Tapset

probe::signal.send.return

probe::signal .send.return — Signal being sent to a process completed (deprecated in SystemTap 2.1)

Synopsis

signal .send.return

Values
send2queue Indicates whether the sent signal was sent to an existing sigqueue
nane The name of the function used to send out the signal
retstr The return value to either _ group_send_sig_info, specific_send_sig _info, or
send_sigqueue
shar ed Indicates whether the sent signal is shared by the thread group.
Context

The signal's sender. (correct?)

Description

Possible __group_send_sig_info and specific_send_sig_info return values are as follows;

0 -- The signa is successfully sent to a process, which means that, (1) the signal was ignored by the
receiving process, (2) thisis a non-RT signal and the system aready has one queued, and (3) the signal
was successfully added to the sigqueue of the receiving process.

-EAGAIN -- The sigqueue of the receiving processis overflowing, the signal was RT, and the signal was
sent by a user using something other than ki I | .

Possible send_group_sigqueue and send_sigqueue return values are as follows;

0 -- The signal was either successfully added into the sigqueue of the receiving process, or aSlI_TIMER
entry is aready queued (in which case, the overrun count will be simply incremented).

1-- The signal was ignored by the receiving process.

-1 -- (send_sigqueue only) The task was marked exiting, allowing * posix_timer_event to redirect it to
the group leader.

450



Signal Tapset

probe::signal.send _sig _queue

probe::signal.send_sig_queue — Queuing asignal to a process

Synopsis
signal . send_si g_queue
Values
si g_nane A string representation of the signal
pi d_name Name of the process to which the signal is queued
sig The queued signal
sig_pid The PID of the process to which the signal is queued
nane Name of the probe point
si gqueue_addr The address of the signal queue
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Signal Tapset

probe::signal.send _sig_queue.return

probe::signal.send_sig_queue.return — Queuing a signal to a process completed

Synopsis
signal .send_si g _queue.return
Values
retstr Return value as a string
nane Name of the probe point
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Signal Tapset

probe::signal.sys_tgkill

probe::signal.sys_tgkill — Sending kill signal to athread group

Synopsis
signal .sys _tgkill
Values
sig_pid The PID of the thread receiving the kill signal
nane Name of the probe point
tgid The thread group ID of the thread receiving the kill signal
t ask A task handle to the signal recipient
sig The specific kill signal sent to the process
pi d_nane The name of the signal recipient
si g_nane A string representation of the signal
Description

Thetgkill call is similar to tkill, except that it also alows the caller to specify the thread group ID of the
thread to be signalled. This protects against TID reuse.
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Signal Tapset

probe::signal.sys_tgkill.return

probe::signal.sys_tgkill.return — Sending kill signal to athread group completed

Synopsis
signal .sys tgkill.return

Values
retstr Thereturn valueto either __group_send sig_info,
nane Name of the probe point




Signal Tapset

probe::signal.sys_tkill

probe::signal.sys_tkill — Sending akill signal to athread

Synopsis
signal .sys tkill
Values
t ask A task handle to the signal recipient
pi d_name The name of the signal recipient
si g_nane A string representation of the signal
sig The specific signal sent to the process
sig_pid The PID of the process receiving the kill signal
nane Name of the probe point
Description

Thetkill call isanalogous to kill(2), except that it also allows a process within a specific thread group to
be targeted. Such processes are targeted through their unique thread 1Ds (T1D).
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Signal Tapset

probe::signal.syskill

probe::signal.syskill — Sending kill signal to a process

Synopsis
signal . syskil |
Values
si g_nane A string representation of the signal
pi d_name The name of the signal recipient
sig The specific signal sent to the process
t ask A task handle to the signal recipient
nane Name of the probe point
sig_pid The PID of the process receiving the signal
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Signal Tapset

probe::signal.syskill.return
probe::signal .syskill .return — Sending kill signal completed
Synopsis
signal . syskill.return

Values

None
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Signal Tapset

probe::signal.systkill.return

probe::signal.systkill.return — Sending kill signal to athread completed

Synopsis
signal .systkill.return
Values
nane Name of the probe point
retstr Thereturn value to either __group_send_sig_info,
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Signal Tapset

probe::signal.wakeup

probe::signal .wakeup — Sleeping process being wakened for signal

Synopsis
si gnal . wakeup
Values
resune Indicates whether to wake up atask in a STOPPED or TRACED state
sig_pid The PID of the process to wake
pi d_nane Name of the process to wake
state_nask A string representation indicating the mask of task states to wake. Possible

values are TASK_INTERRUPTIBLE, TASK_STOPPED, TASK_TRACED,
TASK_WAKEKILL, and TASK_INTERRUPTIBLE.
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Chapter 18. Errno Tapset

This set of functions is used to handle errno number values. It contains the following functions:
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Errno Tapset

function::errno_str

function::errno_str — Symbolic string associated with error code

Synopsis

errno_str:string(err:|ong)
Arguments

err  Theerror number received
Description

This function returns the symbolic string associated with the giver error code, such as ENOENT for the
number 2, or E#3333 for an out-of-range value such as 3333.
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Errno Tapset

function::return_str

function::return_str — Formats the return value as a string

Synopsis

return_str:string(format:long,ret:|ong)

Arguments
f or mat Variable to determine return type base value
ret Return value (typically $r et ur n)
Description

This function is used by the syscall tapset, and returns a string. Set format equal to 1 for a decimal, 2 for
hex, 3 for octal.

Note that this function is preferred over r et ur nstr.
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Errno Tapset

function::returnstr

function::returnstr — Formats the return value as a string

Synopsis

returnstr:string(format:| ong)

Arguments

f or mat Variable to determine return type base value

Description

This function is used by the nd_syscall tapset, and returns a string. Set format equal to 1 for a decimal,
2 for hex, 3 for octal.

Notethat thisfunction should only be used in dwarfless probes (i.e. 'kprobe.function(“foo™”)"). Other probes
shouldusereturn_str.
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Errno Tapset

function::returnval

function::returnval — Possible return value of probed function

Synopsis

returnval : 1 ong()

Arguments

None

Description

Return the value of the register in which function values are typically returned. Can be used in probes
where $r et ur n isn't available. Thisis only a guess of the actual return value and can be totally wrong.
Normally only used in dwarfless probes.
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Chapter 19. RLIMIT Tapset

This set of functions is used to handle string which defines resource limits (RLIMIT_*) and returns
corresponding number of resource limit. It contains the following functions:
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RLIMIT Tapset

function::rlimit_from_str

function::rlimit_from_str — Symbolic string associated with resource limit code

Synopsis

rlimt _fromstr:long(limstr:string)
Arguments

limstr The string representation of limit
Description

This function returns the number associated with the given string, such as 0 for the string RLIMIT_CPU,
or -1 for an out-of-range value.
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Chapter 20. Device Tapset

This set of functions is used to handle kernel and userspace device numbers. It contains the following
functions:
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Device Tapset

function::MAJOR

function::MAJOR — Extract major device number from a kernel device number (kdev_t)

Synopsis

MAJOR: | ong(dev: | ong)

Arguments

dev Kernel device number to query.
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Device Tapset

function::MINOR

function::MINOR — Extract minor device number from a kernel device number (kdev_t)

Synopsis

M NOR: | ong(dev: | ong)

Arguments

dev Kernel device number to query.
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Device Tapset

function::MKDEV

function::MKDEV — Creates a value that can be compared to akernel device number (kdev_t)

Synopsis

MKDEV: | ong( maj or: | ong, m nor: | ong)

Arguments
naj or Intended major device number.
m nor Intended minor device number.
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Device Tapset

function::usrdev2kerndev

function::usrdev2kerndev — Converts a user-space device number into the format used in the kernel

Synopsis

usrdev2ker ndev: | ong(dev: | ong)

Arguments

dev  Device number in user-space format.
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Chapter 21. Directory-entry (dentry)
Tapset

This family of functionsis used to map kernel VFS directory entry pointersto file or full path names.
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Directory-entry (dentry) Tapset

function::d _name

function::d_name — get the dirent name

Synopsis

d_nane:string(dentry:|long)

Arguments

dentry Pointer to dentry.

Description

Returns the dirent name (path basename).
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Directory-entry (dentry) Tapset

function::d_path

function::d_path — get the full nameidata path

Synopsis

d_pat h: string(nd: | ong)

Arguments

nd Pointer to nameidata

Description

Returns the full dirent name (full path to the root), like the kernel d_path function.
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Directory-entry (dentry) Tapset

function::fullpath_struct_file

function::fullpath_struct_file — get the full path

Synopsis

full path_struct file:string(task:long,file:long)

Arguments

task  task_struct pointer.

file Pointer to “struct file”.

Description

Returns the full dirent name (full path to the root), like the kernel d_path function.
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Directory-entry (dentry) Tapset

function::fullpath_struct _nameidata

function::fullpath_struct_nameidata— get the full nameidata path

Synopsis

full path_struct nanei data(nd:)

Arguments

nd Pointer to “struct nameidata’.

Description

Returnsthe full dirent name (full path to the root), like the kernel (and systemtap-tapset) d_path function,
witha“/".
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Directory-entry (dentry) Tapset

function::fullpath_struct_path

function::fullpath_struct_path — get the full path

Synopsis

full path_struct _path: string(path:|ong)

Arguments

path  Pointer to “struct path”.

Description

Returns the full dirent name (full path to the root), like the kernel d_path function.
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Directory-entry (dentry) Tapset

function::inode_name

function::inode_name — get the inode name

Synopsis

i node_nane: string(inode: | ong)

Arguments

i node Pointer to inode.

Description

Returns the first path basename associated with the given inode.

478



Directory-entry (dentry) Tapset

function::inode_path

function::inode_path — get the path to an inode

Synopsis

i node_pat h: string(inode: | ong)

Arguments

i node Pointer to inode.

Description

Returns the full path associated with the given inode.
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Directory-entry (dentry) Tapset

function::real _mount

function::real_mount — get the 'struct mount' pointer

Synopsis

real _nount: | ong(vfsmt: | ong)

Arguments

vf smt Pointer to 'struct vfsmount'

Description

Returns the 'struct mount' pointer value for a'struct vifsmount' pointer.
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Directory-entry (dentry) Tapset

function::reverse path_walk

function::reverse_path walk — get the full dirent path

Synopsis

reverse_pat h_wal k: string(dentry:|ong)

Arguments

dentry Pointer to dentry.

Description

Returns the path name (partial path to mount point).
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Directory-entry (dentry) Tapset

function::task_dentry_path

function::task_dentry_path — get the full dentry path

Synopsis

task_dentry_ path:string(task:|ong, dentry:|ong, vfsmt: | ong)

Arguments

t ask task_struct pointer.
dentry direntry pointer.

vfsmt vfsmnt pointer.

Description

Returns the full dirent name (full path to the root), like the kernel d_path function.

482



Chapter 22. Logging Tapset

Thisfamily of functionsis used to send simple message strings to various destinations.
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Logging Tapset

function::abort

function::abort — Immediately shutting down probing script.

Synopsis

abort ()

Arguments

None

Description

This is similar to exi t but immediately aborts the current probe handler instead of waiting for its
completion. Probe handlers already running on *other* CPU cores, however, will still continue to their
completion. Unlike er r or , this function call cannot be caught by ‘try ... catch'.




Logging Tapset

function::assert
function::assert — evaluate assertion
Synopsis
1) assert (expression: | ong)

2) assert(expression:long, neg: string)

Arguments
expr essi on The expression to evaluate
nsg The formatted message string
Description

1) Thisfunction checksthe expression and abortsthe current running probeif expression evaluatesto zero.
Useser r or and may be caught by try{} catch{}. A default message will be displayed.

2) Thisfunction checksthe expression and abortsthe current running probe if expression evaluatesto zero.
Useser r or and may be caught by try{} catch{}. The specified message will be displayed.
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Logging Tapset

function::error

function::error — Send an error message

Synopsis

error (msg: string)
Arguments

nmsg The formatted message string
Description

Animplicit end-of-lineis added. staprun prepends the string “ERROR:”. Sending an error message aborts
the currently running probe. Depending on the MAXERRORS parameter, it may trigger anexi t .

486



Logging Tapset

function::exit

function::exit — Start shutting down probing script.

Synopsis

exit ()

Arguments

None

Description

This only enqueues a request to start shutting down the script. New probes will not fire (except “end”
probes), but al currently running ones may complete their work.
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Logging Tapset

function::ftrace

function::ftrace — Send a message to the ftrace ring-buffer

Synopsis

ftrace(nsg: string)
Arguments

nmsg The formatted message string
Description

If the ftrace ring-buffer is configured & available, see /debugfstracing/trace for the message. Otherwise,
the message may be quietly dropped. An implicit end-of-line is added.
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Logging Tapset

function::log

function::log — Send aline to the common trace buffer

Synopsis

| og(msg: string)

Arguments

nsg Theformatted message string

Description

This function logs data. 1og sends the message immediately to staprun and to the bulk transport (relayfs)
if it is being used. If the last character given is not a newline, then one is added. This function is not as
efficient as printf and should be used only for urgent messages.
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Logging Tapset

function::printk

function::printk — Send a message to the kernel trace buffer

Synopsis

printk(level:long, nsg:string)

Arguments

I evel an integer for the severity level (0=KERN_EMERG ... 7=KERN_DEBUG)

nsg The formatted message string

Description

Print aline of text to the kernel dmesg/console with the given severity. An implicit end-of-line is added.
This function may not be safely called from all kernel probe contexts, so is restricted to guru mode only.
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Logging Tapset

function::warn

function::warn — Send aline to the warning stream

Synopsis

war n(nsg: string)
Arguments
nsg Theformatted message string

Description

This function sends a warning message immediately to staprun. It is also sent over the bulk transport
(relayfs) if it isbeing used. If the last characater is not a newline, the one is added.
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Chapter 23. Queue Statistics Tapset

Thisfamily of functionsis used to track performance of queuing systems.
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Queue Statistics Tapset

function::gs_done

function::gs_done — Function to record finishing request

Synopsis

gs_done( gnane: string)

Arguments

gnane the name of the service that finished

Description

This function records that a request originally from the given queue has completed being serviced.
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Queue Statistics Tapset

function::qs_run

function::gs_run — Function to record being moved from wait queue to being serviced

Synopsis

gs_run(gnare: string)
Arguments

gnane the name of the service being moved and started
Description

This function records that the previous enqueued request was removed from the given wait queue and is
now being serviced.
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Queue Statistics Tapset

function::gs_wait
function::gs_wait — Function to record enqueue requests

Synopsis

gs_wai t (gname: string)
Arguments

gnhane the name of the queue requesting enqueue

Description

This function records that a new request was enqueued for the given queue name.
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Queue Statistics Tapset

function::qsq_blocked

function::qsg_blocked — Returns the time regest was on the wait queue

Synopsis

gsqg_bl ocked: | ong(gnane: stri ng, scal e: | ong)

Arguments

gnane queue name

scal e scale variable to take account for interval fraction

Description

This function returns the fraction of elapsed time during which one or more requests were on the wait
queue.
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Queue Statistics Tapset

function::gsq_print

function::qsg_print — Prints aline of statistics for the given queue

Synopsis

gsqg_print(gnane: string)

Arguments

gnane queue name

Description

This function prints aline containing the following

statistics for the given queue

the queue name, the average rate of requests per second, the average wait queue length, the average time
on the wait queue, the average time to service a request, the percentage of time the wait queue was used,
and the percentage of time request was being serviced.
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Queue Statistics Tapset

function::qsq_service_time

function::qsg_service_time — Amount of time per request service

Synopsis

gsqg_service_tinme:long(qgnane: string, scal e: |l ong)

Arguments

gnane queue name

scal e scale variable to take account for interval fraction

Description

This function returns the average time in microseconds required to service a request once it is removed
from the wait queue.
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Queue Statistics Tapset

function::gsq_start

function::qsg_start — Function to reset the stats for a queue

Synopsis

gsq_start (gnane: string)
Arguments
gnane the name of the service that finished
Description

This function resets the statistics counters for the given queue, and restarts tracking from the moment the
function was called. This function is aso used to create intialize a queue.
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Queue Statistics Tapset

function::gsq_throughput
function::gsg_throughput — Number of requests served per unit time

Synopsis

gsq_t hroughput : I ong(gnane: stri ng, scal e: | ong)

Arguments

gnane queue name

scal e scale variable to take account for interval fraction

Description

This function returns the average number or requests served per microsecond.
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Queue Statistics Tapset

function::qsq_utilization
function::qsg_utilization — Fraction of time that any request was being serviced

Synopsis

gsqg_utilization:long(gname:string,scal e:long)

Arguments

gnane queue name

scal e scale variable to take account for interval fraction

Description

This function returns the average time in microseconds that at least one request was being serviced.
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Queue Statistics Tapset

function::gsq_wait_queue_length

function::qsg_wait_queue_length — length of wait queue

Synopsis

gsqg_wai t _queue_| engt h: | ong(gnane: string, scal e: | ong)

Arguments

gnane queue name

scal e scale variable to take account for interval fraction

Description

This function returns the average length of the wait queue
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Queue Statistics Tapset

function::gsq_wait_time
function::qsg_wait_time — Amount of time in queue + service per request

Synopsis

gsqg_wait _time:long(gnane:string,scal e:long)

Arguments

gnane queue name

scal e scale variable to take account for interval fraction

Description

This function returns the average timein microseconds that it took for arequest to be serviced (qs_wai t
toga_done).
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Chapter 24. Random functions Tapset

These functions deal with random number generation.
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Random functions Tapset

function::randint

function::randint — Return a random number between [0,n)

Synopsis

randi nt: | ong(n: | ong)

Arguments

n Number past upper limit of range, not larger than 2**20.
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Chapter 25. String and data retrieving
functions Tapset

Functions to retrieve strings and other primitive types from the kernel or a user space programs based on
addresses. All strings are of a maximum length given by MAXSTRINGLEN.
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String and dataretrieving
functions Tapset

function::atomic_long_read

function::atomic_long_read — Retrieves an atomic long variable from kernel memory

Synopsis

atom c_| ong_read: | ong(addr: | ong)
Arguments

addr  pointer to atomic long variable
Description

Safely perform the read of an atomic long variable. This will be a NOP on kernels that do not have
ATOMIC_LONG_INIT set on the kernel config.
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String and dataretrieving
functions Tapset

function::atomic_read

function::atomic_read — Retrieves an atomic variable from kernel memory

Synopsis

atom c_read: | ong(addr: | ong)

Arguments

addr pointer to atomic variable

Description

Safely perform the read of an atomic variable.
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String and dataretrieving
functions Tapset

function::kernel _buffer_quoted
function::kernel_buffer_quoted — Retrieves and quotes buffer from kernel space
Synopsis
1) kernel _buffer_quoted: string(addr:|ong,inlen:|ong)

2) kernel _buffer_quoted:string(addr:|ong,inlen:long,outlen:long)

Arguments
addr the kernel space address to retrieve the buffer from
inlen the exact length of the buffer to read
outl en the maximum length of the output string
Description

1) Reads inlen characters of a buffer from the given kernel space memory address, and returns up to
MAXSTRINGLEN characters, where any ASCII characters that are not printable are replaced by the
corresponding escape segquence in the returned string. Note that the string will be surrounded by double
guotes. On the rare cases when kernel space data is not accessible at the given address, the address itself
isreturned as a string, without double quotes.

2) Readsinlen characters of abuffer from the given kernel space memory address, and returns up to outlen
characters, where any ASCII characters that are not printable are replaced by the corresponding escape
sequencein thereturned string. Note that the string will be surrounded by double quotes. On the rare cases
when kernel space data is not accessible at the given address, the address itself is returned as a string,
without double quotes.

509



String and dataretrieving
functions Tapset

function::kernel _buffer_quoted_error

function::kernel_buffer_quoted_error — Retrieves and quotes buffer from kernel space

Synopsis

kernel buffer _quoted error:string(addr:Ilong,inlen:long,outlen:long)

Arguments
addr the kernel space address to retrieve the buffer from
i nl en the exact length of the buffer to read
outl en the maximum length of the output string
Description

Reads inlen characters of a buffer from the given kernel space memory address, and returns up to outlen
characters, where any ASCII characters that are not printable are replaced by the corresponding escape
sequencein thereturned string. Note that the string will be surrounded by double quotes. On the rare cases
when kernel space data is not accessible at the given address, an error is thrown.
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String and dataretrieving
functions Tapset

function::kernel_char

function::kernel_char — Retrieves a char value stored in kernel memory

Synopsis

kernel _char: | ong(addr: | ong)
Arguments

addr The kernel address to retrieve the char from
Description

Returnsthe char value from a given kernel memory address. Reports an error when reading from the given
addressfails.
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String and dataretrieving
functions Tapset

function::kernel_int

function::kernel_int — Retrieves an int value stored in kernel memory

Synopsis

kernel _i nt:long(addr: | ong)
Arguments

addr The kernel address to retrieve the int from
Description

Returnsthe int value from a given kernel memory address. Reports an error when reading from the given
addressfails.
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String and dataretrieving
functions Tapset

function::kernel long

function::kernel_long — Retrieves along value stored in kernel memory

Synopsis

kernel _| ong: | ong(addr: | ong)
Arguments

addr The kernel address to retrieve the long from
Description

Returnsthelong value from agiven kernel memory address. Reports an error when reading from the given
addressfails.
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String and dataretrieving
functions Tapset

function::kernel _pointer

function::kernel_pointer — Retrieves a pointer value stored in kernel memory

Synopsis

ker nel _poi nter: | ong(addr:|ong)
Arguments

addr The kernel address to retrieve the pointer from
Description

Returns the pointer value from a given kernel memory address. Reports an error when reading from the
given addressfails.
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String and dataretrieving
functions Tapset

function::kernel short

function::kernel_short — Retrieves a short value stored in kernel memory

Synopsis

kernel _short: | ong(addr: | ong)
Arguments

addr The kernel address to retrieve the short from
Description

Returns the short value from a given kernel memory address. Reports an error when reading from the
given addressfails.
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String and dataretrieving
functions Tapset

function::kernel_string
function::kernel_string — Retrieves string from kernel memory
Synopsis
1) kernel _string:string(addr:| ong)

2) kernel _string:string(addr:Iong, err_nsg:string)

Arguments
addr The kernel address to retrieve the string from
err_nsg The error message to return when dataisn't available
Description

1) Thisfunction returnsthe null terminated C string from a given kernel memory address. Reports an error
on string copy faullt.

2) This function returns the null terminated C string from a given kernel memory address. Reports the
given error message on string copy fault.
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String and dataretrieving
functions Tapset

function::kernel_string_n

function::kernel_string_n — Retrieves string of given length from kernel memory

Synopsis

kernel _string_n:string(addr:|ong,n:long)

Arguments

addr  Thekernel address to retrieve the string from

n The maximum length of the string (if not null terminated)

Description

Returns the C string of a maximum given length from a given kernel memory address. Reports an error
on string copy fault.
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String and dataretrieving
functions Tapset

function::kernel _string_quoted

function::kernel_string_quoted — Retrieves and quotes string from kernel memory

Synopsis

kernel _string_quoted: string(addr:|ong)

Arguments

addr  the kernel memory addressto retrieve the string from

Description

Returns the null terminated C string from a given kernel memory address where any ASCII characters
that are not printable are replaced by the corresponding escape sequence in the returned string. Note that
the string will be surrounded by double quotes. If the kernel memory data is not accessible at the given
address, the address itself is returned as a string, without double quotes.
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String and dataretrieving
functions Tapset

function::kernel _string_quoted utfl6

function::kernel_string_quoted utf16 — Quote given kernel UTF-16 string.

Synopsis

kernel string_quoted utfl16:string(addr:]I ong)
Arguments
addr  Thekernel address to retrieve the string from
Description

This function combines quoting as per string_quoted and UTF-16 decoding as per
kernel _string_utf16.
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String and dataretrieving
functions Tapset

function::kernel_string_quoted_utf32

function::kernel_string_quoted utf32 — Quote given UTF-32 kernel string.

Synopsis

kernel string_quoted utf32:string(addr:]I ong)
Arguments
addr  Thekernel address to retrieve the string from
Description

This function combines quoting as per string_quoted and UTF-32 decoding as per
kernel _string_utf32.
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String and dataretrieving
functions Tapset

function::kernel_string_utfl6
function::kernel_string_utf16 — Retrieves UTF-16 string from kernel memory
Synopsis
1) kernel _string utf16:string(addr:Iong)

2) kernel _string_utfl16:string(addr:|ong,err_msg:string)

Arguments
addr The kernel address to retrieve the string from
err_nsg The error message to return when dataisn't available
Description

1) Thisfunction returnsanull terminated UTF-8 string converted from the UTF-16 string at agiven kernel
memory address. Reports an error on string copy fault or conversion error.

2) Thisfunction returnsanull terminated UTF-8 string converted from the UTF-16 string at agiven kernel
memory address. Reports the given error message on string copy fault or conversion error.
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String and dataretrieving
functions Tapset

function::kernel_string_utf32
function::kernel_string_utf32 — Retrieves UTF-32 string from kernel memory
Synopsis
1) kernel _string_utf32:string(addr:Iong)

2) kernel _string_utf32:string(addr:|ong,err_msg:string)

Arguments
addr The kernel address to retrieve the string from
err_nsg The error message to return when dataisn't available
Description

1) Thisfunction returnsanull terminated UTF-8 string converted from the UTF-32 string at agiven kernel
memory address. Reports an error on string copy fault or conversion error.

2) Thisfunction returnsanull terminated UTF-8 string converted from the UTF-32 string at agiven kernel
memory address. Reports the given error message on string copy fault or conversion error.
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String and dataretrieving
functions Tapset

function::user_buffer_quoted

function::user_buffer_quoted — Retrieves and quotes buffer from user space

Synopsis

user _buffer _quoted:string(addr:|ong,inlen:long,outlen:long)

Arguments
addr the user space address to retrieve the buffer from
i nl en the exact length of the buffer to read
outl en the maximum length of the output string
Description

Reads inlen characters of a buffer from the given user space memory address, and returns up to outlen
characters, where any ASCII characters that are not printable are replaced by the corresponding escape
sequencein thereturned string. Note that the string will be surrounded by double quotes. On the rare cases
when user space datais not accessible at the given address, the addressitself isreturned as a string, without
double quotes.
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String and dataretrieving
functions Tapset

function::user_buffer_quoted error

function::user_buffer_quoted error — Retrieves and quotes buffer from user space

Synopsis

user _buffer_quoted error:string(addr:long,inlen:long,outlen:long)

Arguments
addr the user space address to retrieve the buffer from
i nl en the exact length of the buffer to read
outl en the maximum length of the output string
Description

Reads inlen characters of a buffer from the given user space memory address, and returns up to outlen
characters, where any ASCII characters that are not printable are replaced by the corresponding escape
sequencein thereturned string. Note that the string will be surrounded by double quotes. On the rare cases
when user space datais not accessible at the given address, an error is thrown.
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String and dataretrieving
functions Tapset

function::user_char

function::user_char — Retrieves a char value stored in user space

Synopsis

user _char: |l ong(addr: | ong)

Arguments

addr the user space address to retrieve the char from

Description

Returnsthe char valuefrom agiven user space address. Returns zero when user space dataisnot accessible.
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String and dataretrieving
functions Tapset

function::user_char_error

function::user_char_error — Retrieves a char value stored in user space

Synopsis

user _char_error: | ong(addr: | ong)
Arguments

addr  the user space addressto retrieve the char from
Description

Returns the char value from a given user space address. If the user space data is not accessible, an error
will occur.
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String and dataretrieving
functions Tapset

function::user_char_warn

function::user_char_warn — Retrieves a char value stored in user space

Synopsis

user _char_war n: | ong(addr: | ong)
Arguments

addr  the user space addressto retrieve the char from
Description

Returnsthe char value from a given user space address. Returns zero when user space dataisnot accessible
and warns about the failure (but does not error).
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function::user_int

function::user_int — Retrieves an int value stored in user space

Synopsis

user _i nt:long(addr:Iong)

Arguments

addr the user space address to retrieve the int from

Description

Returnstheint value from agiven user space address. Returns zero when user space datais not accessible.
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function::user_intl6

function::user_int16 — Retrieves a 16-bit integer value stored in user space

Synopsis

user _i nt 16: | ong( addr: | ong)
Arguments

addr  theuser space address to retrieve the 16-bit integer from
Description

Returns the 16-bit integer value from a given user space address. Returns zero when user space data is
not accessible.
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function::user_intl6_error

function::user_int16_error — Retrieves a 16-bit integer value stored in user space

Synopsis

user_int1l6_error:|long(addr:|ong)
Arguments
addr  theuser space address to retrieve the 16-bit integer from
Description

Returns the 16-bit integer value from a given user space address. If the user space datais not accessible,
an error will occur.
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function::user_int32

function::user_int32 — Retrieves a 32-bit integer value stored in user space

Synopsis

user _i nt 32: | ong( addr: | ong)
Arguments

addr  theuser space address to retrieve the 32-bit integer from
Description

Returns the 32-bit integer value from a given user space address. Returns zero when user space data is
not accessible.
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function::user_int32_error

function::user_int32_error — Retrieves a 32-bit integer value stored in user space

Synopsis

user _int32 error:|long(addr:|ong)
Arguments
addr  theuser space address to retrieve the 32-bit integer from
Description

Returns the 32-bit integer value from a given user space address. If the user space datais not accessible,
an error will occur.
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function::user_int64

function::user_int64 — Retrieves a 64-bit integer value stored in user space

Synopsis

user _i nt 64: | ong(addr: | ong)
Arguments

addr  theuser space address to retrieve the 64-bit integer from
Description

Returns the 64-bit integer value from a given user space address. Returns zero when user space data is
not accessible.
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function::user_int64_error

function::user_int64_error — Retrieves a 64-bit integer value stored in user space

Synopsis

user _int64_error:|long(addr:|ong)
Arguments
addr  theuser space address to retrieve the 64-bit integer from
Description

Returns the 64-bit integer value from a given user space address. If the user space datais not accessible,
an error will occur.
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function::user_int8

function::user_int8 — Retrieves a 8-bit integer value stored in user space

Synopsis

user _i nt 8: 1 ong(addr: | ong)
Arguments

addr  the user space addressto retrieve the 8-bit integer from
Description

Returns the 8-bit integer value from a given user space address. Returns zero when user space datais not
accessible.
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function::user_int8 error

function::user_int8_error — Retrieves a 8-bit integer value stored in user space

Synopsis

user _int8_error:|ong(addr: | ong)
Arguments

addr  the user space addressto retrieve the 8-bit integer from
Description

Returns the 8-bit integer value from a given user space address. If the user space data is not accessible,
an error will occur.
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function::user_int_error

function::user_int_error — Retrieves an int value stored in user space

Synopsis

user _int_error:|ong(addr:|ong)
Arguments

addr  the user space addressto retrieve the int from
Description

Returns the int value from a given user space address. If the user space data is not accessible, an error
will occur.
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function::user_int_warn

function::user_int_warn — Retrieves an int value stored in user space

Synopsis

user i nt_warn: | ong(addr: | ong)
Arguments

addr  the user space addressto retrieve the int from
Description

Returns the int value from a given user space address. Returns zero when user space datais not accessible
and warns about the failure (but does not error).
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function::user_long

function::user_long — Retrieves along value stored in user space

Synopsis

user | ong: | ong(addr: | ong)

Arguments

addr  theuser space addressto retrieve the long from

Description

Returnsthelong valuefrom agiven user space address. Returnszero when user space dataisnot accessible.
Note that the size of the long depends on the architecture of the current user space task (for those
architectures that support both 64/32 bit compat tasks).
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function::user_long_error

function::user_long_error — Retrieves along value stored in user space

Synopsis

user _long_error:|ong(addr:| ong)

Arguments

addr  theuser space addressto retrieve the long from

Description

Returns the long value from a given user space address. If the user space data is not accessible, an error
will occur. Note that the size of the long depends on the architecture of the current user space task (for
those architectures that support both 64/32 bit compat tasks).
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function::user_long_warn

function::user_long_warn — Retrieves along value stored in user space

Synopsis

user | ong_warn: | ong(addr: | ong)

Arguments

addr  theuser space addressto retrieve the long from

Description

Returnsthelong value from agiven user space address. Returns zero when user space dataisnot accessible
and warns about the failure (but does not error). Note that the size of the long depends on the architecture
of the current user space task (for those architectures that support both 64/32 bit compat tasks).
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function::user_short

function::user_short — Retrieves a short value stored in user space

Synopsis

user _short: | ong(addr: | ong)
Arguments

addr  the user space address to retrieve the short from
Description

Returns the short value from a given user space address. Returns zero when user space data is not
accessible.
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function::user_short_error

function::user_short_error — Retrieves a short value stored in user space

Synopsis

user _short_error:|ong(addr:|ong)
Arguments

addr  the user space address to retrieve the short from
Description

Returns the short value from a given user space address. If the user space data is not accessible, an error
will occur.
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function::user_short_warn

function::user_short_warn — Retrieves a short value stored in user space

Synopsis

user _short_warn: | ong(addr: | ong)
Arguments

addr  the user space address to retrieve the short from
Description

Returnsthe short value from agiven user space address. Returns zero when user space dataisnot accessible
and warns about the failure (but does not error).
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function::user_string
function::user_string — Retrieves string from user space
Synopsis
1) user _string:string(addr:| ong)

2) user_string:string(addr:long,err_msg:string)

Arguments
addr the user space address to retrieve the string from
err_nsg the error message to return when dataisn't available
Description

1) Returns the null terminated C string from a given user space memory address. Reports an error on the
rare cases when userspace data is not accessible.

2) Returns the null terminated C string from a given user space memory address. Reports the given error
message on the rare cases when userspace datais not accessible.
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function::user_string_n

function::user_string_n— Retrieves string of given length from user space
Synopsis

1) user _string_n:string(addr:!ong, n:long)

2) user_string_n:string(addr:long, n:long,err_nsg:string)

Arguments
addr the user space address to retrieve the string from
n the maximum length of the string (if not null terminated)
err_nmnsg the error message to return when dataisn't available
Description

1) Returns the C string of a maximum given length from a given user space address. Reports an error on
the rare cases when userspace datais not accessible at the given address.

2) Returns the C string of a maximum given length from a given user space address. Returns the given
error message string on the rare cases when userspace data is not accessible at the given address.
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function::user_string_n_quoted
function::user_string_n_quoted — Retrieves and quotes string from user space
Synopsis
1) user_string_n_quoted: string(addr:|ong, n: | ong)

2) user_string_n_quoted:string(addr:Ilong,inlen:long,outlen:|ong)

Arguments
addr the user space address to retrieve the string from
n the maximum length of the string (if not null terminated)
inlen the maximum length of the string to read (if not null terminated)
outl en the maximum length of the output string

Description

1) Returns up to n characters of a C string from the given user space memory address where any ASCI|
charactersthat are not printable are replaced by the corresponding escape sequence in the returned string.
Note that the string will be surrounded by double quotes. On the rare cases when userspace data is not
accessible at the given address, the address itself is returned as a string, without double quotes.

2) Reads up to inlen characters of a C string from the given user space memory address, and returns up
to outlen characters, where any ASCII characters that are not printable are replaced by the corresponding
escape sequence in the returned string. Note that the string will be surrounded by double quotes. On the
rare cases when userspace data is not accessible at the given address, the address itself is returned as a
string, without double quotes.
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function::user_string_n_warn
function::user_string_n_warn — Retrieves string from user space
Synopsis
1) user_string_n_warn:string(addr:|ong, n: | ong)

2) user_string_n_warn:string(addr:|ong,n:long,warn_nsg: string)

Arguments
addr the user space address to retrieve the string from
n the maximum length of the string (if not null terminated)
war n_nsg the warning message to return when dataisn't available
Description

1) Returns up to n characters of aC string from a given user space memory address. Reports* <unknown>"
on the rare cases when userspace datais not accessible and warns (but does not abort) about the failure.

2) Returns up to n characters of a C string from a given user space memory address. Reports the given
warning message on the rare cases when userspace data is not accessible and warns (but does not abort)
about the failure.
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function::user_string_quoted

function::user_string_quoted — Retrieves and quotes string from user space

Synopsis

user _string_quoted:string(addr:|ong)

Arguments

addr  the user space address to retrieve the string from

Description

Returnsthe null terminated C string from a given user space memory addresswhere any ASCII characters
that are not printable are replaced by the corresponding escape sequence in the returned string. Note that
the string will be surrounded by double quotes. On the rare cases when userspace data is not accessible at
the given address, the address itself is returned as a string, without double quotes.
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function::user_string_quoted utfl6

function::user_string_quoted utf16 — Quote given user UTF-16 string.

Synopsis

user_string _quoted utf16:string(addr:| ong)
Arguments
addr  Theuser address to retrieve the string from
Description

This function combines quoting as per string_quoted and UTF-16 decoding as per
user_string_utf16.
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function::user_string_quoted utf32

function::user_string_quoted utf32 — Quote given user UTF-32 string.

Synopsis

user_string _quoted utf32:string(addr:I ong)
Arguments
addr  Theuser address to retrieve the string from
Description

This function combines quoting as per string_quoted and UTF-32 decoding as per
user_string_utf32.
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function::user_string_utfl6
function::user_string_utf16 — Retrieves UTF-16 string from user memory
Synopsis
1) user_string_utf16:string(addr:!| ong)

2) user_string utfl6:string(addr:long,err_mnsg:string)

Arguments
addr The user address to retrieve the string from
err_nsg The error message to return when dataisn't available
Description

1) Thisfunction returns anull terminated UTF-8 string converted from the UTF-16 string at a given user
memory address. Reports an error on string copy fault or conversion error.

2) Thisfunction returns a null terminated UTF-8 string converted from the UTF-16 string at a given user
memory address. Reports the given error message on string copy fault or conversion error.
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function::user_string_utf32
function::user_string_utf32 — Retrieves UTF-32 string from user memory
Synopsis
1) user_string_utf32:string(addr:| ong)

2) user_string utf32:string(addr:long,err_mnsg:string)

Arguments
addr The user address to retrieve the string from
err_nsg The error message to return when dataisn't available
Description

1) Thisfunction returns anull terminated UTF-8 string converted from the UTF-32 string at a given user
memory address. Reports an error on string copy fault or conversion error.

2) Thisfunction returns a null terminated UTF-8 string converted from the UTF-32 string at a given user
memory address. Reports the given error message on string copy fault or conversion error.
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function::user_string_warn
function::user_string_warn — Retrieves string from user space
Synopsis
1) user_string_warn:string(addr:| ong)

2) user_string_warn:string(addr:|ong,warn_nsg: string)

Arguments
addr the user space address to retrieve the string from
warn_msg the warning message to return when dataisn't available
Description

1) Returns the null terminated C string from a given user space memory address. Reports "" on the rare
cases when userspace data is not accessible and warns (but does not abort) about the failure.

2) Returnsthe null terminated C string from agiven user space memory address. Reportsthe given warning
message on the rare cases when userspace data is not accessible and warns (but does not abort) about the
failure.
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function::user_uintl6

function::user_uint16 — Retrieves an unsigned 16-bit integer value stored in user space

Synopsis

user _ui nt16:1 ong(addr: | ong)
Arguments
addr the user space address to retrieve the unsigned 16-bit integer from
Description

Returns the unsigned 16-bit integer value from a given user space address. Returns zero when user space
datais not accessible.
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function::user_uintl6_error

function::user_uint16_error — Retrieves an unsigned 16-bit integer value stored in user space

Synopsis

user_uint16_error:|ong(addr:|ong)
Arguments
addr the user space address to retrieve the unsigned 16-bit integer from
Description

Returns the unsigned 16-bit integer value from a given user space address. If the user space data is not
accessible, an error will occur.
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function::user_uint32

function::user_uint32 — Retrieves an unsigned 32-bit integer value stored in user space

Synopsis

user _ui nt 32: 1 ong(addr: | ong)
Arguments
addr the user space address to retrieve the unsigned 32-bit integer from
Description

Returns the unsigned 32-bit integer value from a given user space address. Returns zero when user space
datais not accessible.
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function::user_uint32_error

function::user_uint32_error — Retrieves an unsigned 32-bit integer value stored in user space

Synopsis

user _uint32 error:|long(addr:|ong)
Arguments
addr the user space address to retrieve the unsigned 32-bit integer from
Description

Returns the unsigned 32-bit integer value from a given user space address. If the user space data is not
accessible, an error will occur.
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function::user_uint64

function::user_uint64 — Retrieves an unsigned 64-bit integer value stored in user space

Synopsis

user _ui nt 64:1 ong(addr: | ong)
Arguments
addr the user space address to retrieve the unsigned 64-bit integer from
Description

Returns the unsigned 64-bit integer value from a given user space address. Returns zero when user space
datais not accessible.
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function::user_uint64 _error

function::user_uint64_error — Retrieves an unsigned 64-bit integer value stored in user space

Synopsis

user _uint64_error:|long(addr:|ong)
Arguments
addr the user space address to retrieve the unsigned 64-bit integer from
Description

Returns the unsigned 64-bit integer value from a given user space address. If the user space data is not
accessible, an error will occur.
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function::user_uint8

function::user_uint8 — Retrieves a unsigned 8-bit integer value stored in user space

Synopsis

user _ui nt 8:1 ong(addr: | ong)
Arguments
addr the user space address to retrieve the unsigned 8-bit integer from
Description

Returns the unsigned 8-hit integer value from a given user space address. Returns zero when user space
datais not accessible.
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function::user_uint8 error

function::user_uint8_error — Retrieves a unsigned 8-bit integer value stored in user space

Synopsis

user_uint8 error:|long(addr:|ong)
Arguments
addr the user space address to retrieve the unsigned 8-bit integer from
Description

Returns the unsigned 8-bit integer value from a given user space address. If the user space data is not
accessible, an error will occur.
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function::user_ulong

function::user_ulong — Retrieves an unsigned long value stored in user space

Synopsis

user _ul ong: | ong(addr: | ong)
Arguments

addr  the user space address to retrieve the unsigned long from
Description

Returnsthe unsigned long value from a given user space address. Returns zero when user space dataiis not
accessible. Note that the size of the unsigned long depends on the architecture of the current user space
task (for those architectures that support both 64/32 bit compat tasks).
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function::user_ulong_error

function::user_ulong_error — Retrieves a unsigned long value stored in user space

Synopsis

user _ul ong_error:|long(addr:|ong)
Arguments
addr  the user space address to retrieve the unsigned long from
Description

Returns the unsigned long value from a given user space address. If the user space datais not accessible,
an error will occur. Note that the size of the unsigned long depends on the architecture of the current user
space task (for those architectures that support both 64/32 bit compat tasks).
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function::user_ulong_warn

function::user_ulong_warn — Retrieves an unsigned long value stored in user space

Synopsis

user _ul ong_war n: | ong(addr: | ong)

Arguments

addr  the user space address to retrieve the unsigned long from
Description

Returns the unsigned long value from a given user space address. Returns zero when user space data is
not accessible and warns about the failure (but does not error). Note that the size of the unsigned long
depends on the architecture of the current user space task (for those architectures that support both 64/32
bit compat tasks).
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function::user_ushort

function::user_ushort — Retrieves an unsigned short value stored in user space

Synopsis

user _ushort: | ong(addr: | ong)
Arguments
addr the user space address to retrieve the unsigned short from
Description

Returns the unsigned short value from a given user space address. Returns zero when user space data is
not accessible.
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function::user_ushort_error

function::user_ushort_error — Retrieves an unsigned short value stored in user space

Synopsis

user _ushort _error: | ong(addr:|ong)
Arguments
addr the user space address to retrieve the unsigned short from
Description

Returns the unsigned short value from a given user space address. If the user space data is not accessible,
an error will occur.
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function::user_ushort_warn

function::user_ushort_warn — Retrieves an unsigned short value stored in user space

Synopsis

user _ushort _warn: | ong(addr: | ong)
Arguments
addr the user space address to retrieve the unsigned short from
Description

Returns the unsigned short value from a given user space address. Returns zero when user space data is
not accessible and warns about the failure (but does not error).
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Chapter 26. String and data writing
functions Tapset

The SystemTap guru mode can be used to test error handling in kernel code by simulating faults. The
functionsin the this tapset provide standard methods of writing to primitive typesin the kernel's memory.
All the functionsin this tapset require the use of guru mode (-g).
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function::set_kernel char

function::set_kernel_char — Writes a char value to kernel memory

Synopsis

set _kernel char (addr:|ong, val : | ong)

Arguments

addr The kernel address to write the char to

val The char which is to be written

Description

Writesthe char valueto agiven kernel memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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function::set_kernel _int

function::set_kernel_int — Writes an int value to kernel memory

Synopsis

set _kernel _int(addr:|ong, val:Ilong)

Arguments

addr The kernel address to write theint to

val The int which isto be written

Description

Writesthe int value to agiven kernel memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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function::set_kernel long

function::set_kernel_long — Writes along value to kernel memory

Synopsis

set _kernel | ong(addr:|ong, val:long)

Arguments

addr The kernel address to write the long to

val Thelong which isto be written

Description

Writesthelong valueto agiven kernel memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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function::set_kernel pointer

function::set_kernel_pointer — Writes a pointer value to kernel memory.

Synopsis

set _kernel pointer(addr:|ong,val:long)

Arguments

addr The kernel address to write the pointer to

val The pointer which isto be written

Description

Writes the pointer value to a given kernel memory address. Reports an error when writing to the given
address fails. Requires the use of guru mode (-g).
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function::set_kernel _short

function::set_kernel_short — Writes a short value to kernel memory

Synopsis

set _kernel short (addr: | ong, val :long)

Arguments

addr The kernel address to write the short to

val The short which is to be written

Description

Writes the short value to a given kernel memory address. Reports an error when writing to the given
address fails. Requires the use of guru mode (-g).
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function::set_kernel _string

function::set_kernel_string — Writes a string to kernel memory

Synopsis

set _kernel string(addr:long,val:string)

Arguments

addr The kernel address to write the string to

val The string which isto be written

Description

Writes the given string to a given kernel memory address. Reports an error on string copy fault. Requires
the use of guru mode (-g).
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function::set_kernel _string _n

function::set_kernel_string_n— Writes a string of given length to kernel memory

Synopsis

set _kernel _string_n(addr:|ong, n:|ong,val:string)

Arguments

addr The kernel address to write the string to
n The maximum length of the string

val The string which isto be written

Description

Writes the given string up to amaximum given length to a given kernel memory address. Reports an error
on string copy fault. Requires the use of guru mode (-g).
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function::set_user_char

function::set_user_char — Writes a char value to user memory

Synopsis

set _user_char (addr: | ong, val : 1 ong)

Arguments

addr The user address to write the char to

val The char which is to be written

Description

Writes the char value to a given user memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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function::set_user_int

function::set_user_int — Writes an int value to user memory

Synopsis

set _user _int(addr:1ong, val:|long)

Arguments

addr The user address to write the int to

val The int which isto be written

Description

Writes the int value to a given user memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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function::set_user_long

function::set_user_long — Writes along value to user memory

Synopsis

set _user | ong(addr: | ong,val:long)

Arguments

addr The user address to write the long to

val Thelong which isto be written

Description

Writes the long value to a given user memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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function::set_user_pointer

function::set_user_pointer — Writes a pointer value to user memory.

Synopsis

set _user_pointer(addr:|ong,val:long)

Arguments

addr The user address to write the pointer to

val The pointer which isto be written

Description

Writes the pointer value to a given user memory address. Reports an error when writing to the given
address fails. Requires the use of guru mode (-g).
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function::set_user_short

function::set_user_short — Writes a short value to user memory

Synopsis

set _user_short (addr: | ong, val : |l ong)

Arguments

addr The user address to write the short to

val The short which is to be written

Description

Writes the short value to a given user memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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function::set_user_string

function::set_user_string — Writes a string to user memory

Synopsis

set _user_string(addr:long,val:string)

Arguments

addr The user address to write the string to

val The string which isto be written

Description

Writesthe given string to agiven user memory address. Reports an error when writing to the given address
fails. Requires the use of guru mode (-g).
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function::set_user_string_n

function::set_user_string_n— Writes a string of given length to user memory

Synopsis

set _user_string _n(addr:long, n:long,val:string)

Arguments

addr The user address to write the string to
n The maximum length of the string

val The string which isto be written

Description

Writes the given string up to a maximum given length to a given user memory address. Reports an error
on string copy fault. Requires the use of guru mode (-g).
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Chapter 27. Guru tapsets

Functions to deliberately interfere with the system's behavior, in order to inject faults or improve
observability. All the functions in this tapset require the use of guru mode (-g).
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function::mdelay

function::mdelay — millisecond delay

Synopsis

ndel ay(ns: | ong)

Arguments

nms  Number of millisecondsto delay.

Description

This function inserts a multi-millisecond busy-delay into a probe handler. It requires guru mode.
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function::panic

function::panic — trigger a panic

Synopsis

pani ¢(msg: string)
Arguments

meg message to pass to kernel'spani ¢ function
Description

This function triggers an immediate panic of the running kernel with a user-specified panic message. It
requires guru mode.
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Guru tapsets

function::raise

function::raise — raise asignal in the current thread

Synopsis

rai se(si gno: | ong)
Arguments

signo  signal number
Description

This function callsthe kernel send_sig routine on the current thread, with the given raw unchecked signal
number. It may raise an error if send_si g failed. It requires guru mode.
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Guru tapsets

function::udelay

function::udelay — microsecond delay

Synopsis

udel ay(us: | ong)

Arguments

us Number of microsecondsto delay.

Description

This function inserts a multi-microsecond busy-delay into a probe handler. It requires guru mode.
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Chapter 28. A collection of standard
string functions

Functions to get the length, a substring, getting at individual characters, string seaching, escaping,
tokenizing, and converting stringsto longs.
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A collection of standard
string functions

function::isdigit
function::isdigit — Checks for a digit

Synopsis

isdigit:long(str:string)

Arguments

str  string to check

Description

Checksfor adigit (0 through 9) asthefirst character of astring. Returnsnon-zero if true, and azeroif false.
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A collection of standard
string functions

function::isinstr

function::isinstr — Returns whether a string is a substring of another string

Synopsis

isinstr:long(sl:string,s2:string)

Arguments

sl stringtosearchin

s2 substring to find

Description

Thisfunction returns 1 if string s1 contains s 2, otherwise zero.
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A collection of standard
string functions

function::matched

function::matched — Return a given matched subexpression.

Synopsis

mat ched: string(n: | ong)

Arguments
n index to the subexpression to return. O corresponds to the entire regular expression.
Description

returns the content of the n'th subexpression of the last successful use of the =~ regex matching operator.
Returnsan empty string if the n'th subexpression was not matched (e.g. dueto alternation). Throwsan error
if the last use of =~ wasafailed match, or if fewer than n subexpressions are present in the original regexp.
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A collection of standard
string functions

function::matched_str

function::matched_str — Return the last matched string.

Synopsis

mat ched_str:string()
Arguments
None
Description

returns the string matched by the last successful use of the =~ regexp matching operator. Returns an error
if the last use of =~ led to afailed match.
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A collection of standard
string functions

function::ngroups
function::ngroups — Number of subexpressionsin the last match.

Synopsis

ngroups: | ong()

Arguments

None

Description

returns the number of subexpressions from the last successful use of the =~ regex matching operator.

Note that this number includes subexpressions which are present in the regex but did not match any string;
for example, given theregex “g/(b)”, the subexpressionswill count the group for (b) regardless of whether
it matched a string or not. Throws an error if the last use of =~ was afailed match.
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A collection of standard
string functions

function::str_replace

function::str_replace — str_replace Replaces al instances of a substring with another

Synopsis

str_replace:string(prnt_str:string,srch_str:string,rplc_str:string)

Arguments
prnt_str the string to search and replace in
srch_str the substring which is used to search in pr nt _st r string
rplc_str the substring which isused to replacesr ch_str
Description

This function returns the given string with substrings replaced.
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A collection of standard
string functions

function::string_quoted

function::string_quoted — Quotes a given string

Synopsis

string_quoted: string(str:string)

Arguments

str  Thekernel addressto retrieve the string from

Description

Returns the quoted string version of the given string, with characters where any ASCII charactersthat are
not printable are replaced by the corresponding escape sequence in the returned string. Note that the string
will be surrounded by double quotes.
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A collection of standard
string functions

function::stringat

function::stringat — Returns the char at a given position in the string

Synopsis

stringat:long(str:string, pos:|ong)

Arguments

str thestring to fetch the character from

pos theposition to get the character from (first character is 0)

Description

This function returns the character at a given position in the string or zero if the string doesn't have as
many characters. Reports an error if posisout of bounds.
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A collection of standard
string functions

function::strlen

function::strlen — Returns the length of a string

Synopsis

strlen:long(s:string)

Arguments

s thestring

Description

This function returns the length of the string, which can be zero up to MAXSTRINGLEN.

598



A collection of standard
string functions

function::strpos

function::strpos — Returns location of a substring within another string

Synopsis

strpos:long(sl:string,s2:string)

Arguments

sl stringtosearchin

s2 substring to find

Description

This function returns location of the first occurence of string s2 within s1, namely the return value is 0
incases?2 isaprefix of s1. If s2 isnot asubstring of s1, then the return value is-1.
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A collection of standard
string functions

function::strtol

function::strtol — strtol - Convert a string to along

Synopsis

strtol:long(str:string, base: | ong)

Arguments

str string to convert

base the base to use

Description

This function converts the string representation of a number to an integer. The base parameter indicates
the number base to assume for the string (eg. 16 for hex, 8 for octal, 2 for binary).
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A collection of standard
string functions

function::substr

function::substr — Returns a substring

Synopsis

substr:string(str:string,start:long,length:long)

Arguments
str the string to take a substring from
start starting position of the extracted string (first character is 0)
| ength length of string to return

Description

Returns the substring of the given string at the given start position with the given length (or smaller if the
length of the original string isless than start + length, or length is bigger than MAXSTRINGLEN).
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A collection of standard
string functions

function::text_str

function::text_str — Escape any non-printable charsin a string

Synopsis

text _str:string(input:string)
Arguments
i nput the string to escape
Description

This function accepts a string argument, and any ASCII characters that are not printable are replaced by
the corresponding escape sequence in the returned string.
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A collection of standard
string functions

function::text_strn

function::text_strn — Escape any non-printable charsin astring

Synopsis

text _strn:string(input:string,len:long, quoted:| ong)

Arguments
i nput the string to escape
I en maximum length of string to return (0 implies MAXSTRINGL EN)
guot ed put double quotes around the string. If input string is truncated it will have “...” after the
second quote
Description

This function accepts a string of designated length, and any ASCII characters that are not printable are
replaced by the corresponding escape sequence in the returned string.
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A collection of standard
string functions

function::tokenize

function::tokenize — Return the next non-empty token in a string

Synopsis
1) tokenize:string(delimstring)

2) tokenize:string(input:string,delimstring)

Arguments

delim set of characters that delimit the tokens

i nput string to tokenize. If empty, returns the next non-empty token in the string passed in the
previouscall tot okeni ze.

Description

1) Thisfunction returnsthe next token in the string passed in the previous call to tokenize. If no delimiter is
found, the entire remaining input string is* returned. It returns empty when no more tokens are available.

2) Thisfunction returns the next non-empty token in the given input string, where the tokens are delimited
by characters in the delim string. If the input string is non-empty, it returns the first token. If the input
string isempty, it returns the next token in the string passed in the previous call to tokenize. If no delimiter
isfound, the entire remaining input string is returned. It returns empty when no more tokens are available.
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Chapter 29. Utility functions for using
ansi control chars in logs

Utility functions for logging using ansi control characters. This lets you manipulate the cursor position
and character color output and attributes of log messages.
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Utility functions for using
ansi control charsin logs

function::ansi_clear_screen

function::ansi_clear_screen — Move cursor to top left and clear screen.

Synopsis

ansi _cl ear _screen()

Arguments

None

Description

Sends ansi code for moving cursor to top left and then the ansi code for clearing the screen from the cursor
position to the end.
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Utility functions for using
ansi control charsin logs

function::ansi_cursor_hide

function::ansi_cursor_hide — Hides the cursor.

Synopsis

ansi _cursor _hide()

Arguments

None

Description

Sends ansi code for hiding the cursor.

607



Utility functions for using
ansi control charsin logs

function::ansi_cursor_move

function::ansi_cursor_move — Move cursor to new coordinates.

Synopsis

ansi _cursor_nove(x:long,y:|ong)

Arguments

X Row to move the cursor to.

y Colomn to move the cursor to.

Description

Sends ansi code for positioning the cursor at row x and column y. Coordinates start at one, (1,1) is the
top-left corner.
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Utility functions for using
ansi control charsin logs

function::ansi_cursor_restore

function::ansi_cursor_restore — Restores a previously saved cursor position.

Synopsis

ansi _cursor_restore()

Arguments

None

Description

Sends ansi code for restoring the current cursor position previously saved with ansi _cur sor _save.
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Utility functions for using
ansi control charsin logs

function::ansi_cursor_save

function::ansi_cursor_save — Saves the cursor position.

Synopsis

ansi _cursor_save()

Arguments

None

Description

Sends ansi code for saving the current cursor position.
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Utility functions for using
ansi control charsin logs

function::ansi_cursor_show

function::ansi_cursor_show — Shows the cursor.

Synopsis

ansi _cursor_show()

Arguments

None

Description

Sends ansi code for showing the cursor.
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Utility functions for using
ansi control charsin logs

function::ansi_new_line

function::ansi_new_line— Move cursor to new line.

Synopsis

ansi _new | ine()

Arguments

None

Description

Sends ansi code new line.
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Utility functions for using
ansi control charsin logs

function::ansi_reset_color

function::ansi_reset_color — Resets Select Graphic Rendition mode.

Synopsis

ansi _reset _color()

Arguments

None

Description

Sends ansi code to reset foreground, background and color attribute to default values.
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Utility functions for using
ansi control charsin logs

function::ansi_set_color

function::ansi_set_color — Set the ansi Select Graphic Rendition mode.
Synopsis

1) ansi_set _color(fg:long)

2) ansi_set_color(fg:1ong, bg: 1 ong)

3) ansi_set_color(fg:1ong, bg:1ong,attr:I[ong)

Arguments
fg Foreground color to set.
bg Background color to set.

attr Color attribute to set.

Description

1) Sends ansi code for Select Graphic Rendition mode for the given forground color. Black (30), Blue
(34), Green (32), Cyan (36), Red (31), Purple (35), Brown (33), Light Gray (37).

2) Sends ansi code for Select Graphic Rendition mode for the given forground color, Black (30), Blue
(34), Green (32), Cyan (36), Red (31), Purple (35), Brown (33), Light Gray (37) and the given background
color, Black (40), Red (41), Green (42), Y ellow (43), Blue (44), Magenta (45), Cyan (46), White (47).

3) Sends ansi code for Select Graphic Rendition mode for the given forground color, Black (30), Blue
(34), Green (32), Cyan (36), Red (31), Purple (35), Brown (33), Light Gray (37), the given background
color, Black (40), Red (41), Green (42), Y ellow (43), Blue (44), Magenta (45), Cyan (46), White (47) and
the color attribute All attributes off (0), Intensity Bold (1), Underline Single (4), Blink Slow (5), Blink
Rapid (6), Image Negative (7).
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Utility functions for using
ansi control charsin logs

function::indent

function::indent — returns an amount of space to indent

Synopsis

i ndent : string(del ta: | ong)
Arguments

delta the amount of space added/removed for each call
Description

This function returns a string with appropriate indentation. Call it with a small positive or matching
negative delta. Unlike the thread indent function, the indent does not track individual indent values on
aper thread basis.
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Utility functions for using
ansi control charsin logs

function::indent_depth

function::indent_depth — returns the global nested-depth

Synopsis

i ndent _dept h: l ong(delta:l ong)

Arguments

delta the amount of depth added/removed for each call

Description

Thisfunction returnsanumber for appropriateindentation, similar toi ndent . Call it withasmall positive
or matching negative delta. Unlike the thread indent_depth function, the indent does not track individual
indent values on a per thread basis.
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Utility functions for using
ansi control charsin logs

function::thread indent

function::thread indent — returns an amount of space with the current task information

Synopsis

t hread_i ndent: string(delta:long)

Arguments

delta the amount of space added/removed for each call

Description

This function returns a string with appropriate indentation for a thread. Call it with a small positive or
matching negative delta. If thisis the real outermost, initial level of indentation, then the function resets
therelative timestamp base to zero. Thetimestamp isas per provided by the _indent_timestamp function,
which by default measures microseconds.
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Utility functions for using
ansi control charsin logs

function::thread indent_depth

function::thread_indent_depth — returns the nested-depth of the current task

Synopsis

t hread_i ndent _dept h: | ong(del ta: | ong)

Arguments

delta the amount of depth added/removed for each call
Description

This function returns an integer equal to the nested function-call depth starting from the outermost
initial level. This function is useful for saving space (consumed by whitespace) in traces with long
nested function calls. Use this function in asimilar fashiontot hr ead_i ndent , i.e., in cal-probe, use
thread indent_depth(1) and in return-probe, use thread_indent_depth(-1)
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Chapter 30. SystemTap Translator
Tapset

This family of user-space probe points is used to probe the operation of the SystemTap trandator (stap)
and run command (staprun). The tapset includes probes to watch the various phases of SystemTap and
SystemTap's management of instrumentation cache. It contains the following probe points:
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SystemTap Trandator Tapset

probe::stap.cache _add _mod

probe::stap.cache_add_mod — Adding kernel instrumentation module to cache

Synopsis
st ap. cache_add_nod
Values

source_path the path the .ko fileis coming from (incl filename)

dest _path the path the .ko fileis going to (incl filename)

Description

Firesjust before the file is actually moved. Note: if moving fails, cache add _src and cache add nsswill
not fire.
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SystemTap Trandator Tapset

probe::stap.cache_add nss

probe::stap.cache add_nss— Add NSS (Network Security Services) information to cache

Synopsis
st ap. cache_add_nss
Values
dest _path the path the .sgn file is coming from (incl filename)
source_pat h the path the .sgn file is coming from (incl filename)
Description

Fires just before the file is actually moved. Note: stap must compiled with NSS support; if moving the
kernel module fails, this probe will not fire.
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SystemTap Trandator Tapset

probe::stap.cache_add_src

probe::stap.cache_add_src — Adding C code translation to cache

Synopsis
stap. cache_add_src
Values
source_path the path the .c fileis coming from (incl filename)
dest _path the path the .c fileis going to (incl filename)
Description

Firesjust beforethefileisactually moved. Note: if moving the kernel modulefails, this probe will not fire.
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SystemTap Trandator Tapset

probe::stap.cache_clean
probe::stap.cache_clean — Removing file from stap cache
Synopsis
stap. cache_cl ean

Values

pat h  the path to the .ko/.c file being removed

Description

Fires just before the call to unlink the module/sourcefile.
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SystemTap Trandator Tapset

probe::stap.cache_get

probe::stap.cache _get — Found item in stap cache

Synopsis
st ap. cache_get
Values
nodul e_pat h the path of the .ko kernel module file
source_pat h the path o